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The future starts today, not tomorrow.
John Paul II
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Foreword

The contemporary security environment is becoming more and more volatile, 
uncertain, complex and ambiguous. At the same time, there is a deficit of 
understanding of the security environment, which results, among others, 

from the interpenetration of military and civilian aspects, the development of new 
technologies and globalization processes and their multi-faceted consequences. An 
additional factor enhancing the perception of changes in the security environment is the 
compression of time devoted to analyzing and understanding the changes taking place, 
as well as planning and implementing adequate solutions resulting from anticipating 
changes or reacting to them. In this context, the questions of particular importance 
are: how to develop the competences of the Polish Armed Forces to operate in such  
a complex environment; how to build operational capabilities, strategies, technologies; 
is it necessary to change the strategy and/or the concept of using the Polish Armed 
Forces? (Andrzejczak, 2019).

Security and operational environment analyses are conducted both in the NATO 
command structures and in the armed forces of the Alliance member states. They 
are aimed at identifying, analyzing and assessing trends, factors and conditions that 
may affect the multi-faceted security in the Alliance and national context, as well as 
the way military operations are conducted. At the level of NATO strategic commands, 
the Long Term Military Transformation (LTMT) program is led by the Allied Command 
Transformation (ACT). This program covers both the analyses of the future security 
environment (Strategic Foresight Analysis, SFA) and the operational environment 
(Framework for Future Alliance Operations, FFAO). Similar programs and projects are 
conducted, among others, in the United States (Joint Operating Environment 2035), the 
United Kingdom (Global Strategic Trends) and Canada (Future Security Environment 
2013-2040).

In Poland, analyses and discussions undertaken under the campaign labeled as Nowe 
Urządzenie Polskie (New Polish Battle Order) NUP 2X35 are a response to the need to 
understand the changing security environment. The aim of the campaign is to identify 
the future national security environment and the requirements that the Polish Armed 
Forces will face out to 2035. The name of the project refers to the glorious traditions of 
the old Polish art of war which materialized in the concept of Stare Urządzenie Polskie 
(Old Polish Battle Order) (cf. Kukiel, 1929, pp. 47-48), i.e. the order of battle which 
ensured the Polish army a number of victories in the period from the 15th to the 17th 
century.

Bearing in mind the above-mentioned multi-facetedness and complexity of the 
security environment, the analyses conducted under the NUP 2X35 campaign take into 
account a broad context covering geopolitical, economic, social, urban, technological 
and environmental aspects. Thus, it has become necessary to map and take into account 
expertise from various subject areas, which determined the opening of the military 
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structures to cooperation with civilian universities and research centers. The theoretical 
foundation for the NUP 2X35 campaign consisted of the concepts of absorptive capacity 
(cf. Cohen and Levinthal, 1990; Zahra and George, 2002; Todorova and Durisin, 2007; 
Sudolska, 2011; Glabiszewski, 2016; Lis, 2017, 2018) as well as communities of practice 
(CoP) (Wenger, 1996, 2000). Efforts under the NUP 2X35 campaign have been focused 
on developing the ability of the Polish Armed Forces to identify, assimilate and practically 
use the knowledge of civilian experts to understand the complexity of the security 
environment and develop adequate adaptation measures. This has been facilitated 
by the debate and exchange of views during scientific conferences and seminars. The 
cooperation between the Polish Armed Forces and the civilian academic community 
has resulted in establishing the communities of practice dealing with specific areas of 
the security environment. Thus, the NUP 2X35 campaign contributes measurably to 
the implementation of the learning organization concept in the Polish Armed Forces (cf. 
Wheatly, 1994; DiBella 2010; Lis, 2014).

The first cycle of analyzes conducted under the umbrella of the NUP 2X35 campaign 
has resulted in identification and exploration of key trends in the security environment 
out to 2035, which are significant for Poland and Central and Eastern Europe. Moreover, 
the resulting implications for the operating environment and the use of armed forces 
have been defined. This study consists of six chapters corresponding to the themes in the 
security environment i.e.: geopolitics, economy and natural resources, social changes, 
urbanization processes, the development of modern technologies and changes in the 
natural environment. In the first cycle of the NUP 2X35 security environment analyzes 
campaign, attention was focused on the qualitative description of the anticipated 
trends out to 2035. The adopted methodological approach was aimed at identifying, 
assimilating, understanding and exploiting of expert knowledge, by the Polish Armed 
Forces, covering a wide spectrum of trends in the security environment. Given the 
multi-faceted nature and dynamics of the environment, and the need to select data 
and information for the analysis from a wide range of available materials, we are aware 
of the limitations arising from the subjective approach of the Authors and Experts who 
participated in the first cycle of the NUP 2X35 campaign. Nevertheless, entrusting this 
study to a wide group of readers, we hope that the analyses of the security environment 
out to 2035 will inspire experts to continue an extensive debate on the challenges for 
national security, initiated during the NUP 2X35 campaign, and will contribute to the 
increase of public awareness in this area.

Col. Jarosław Mokrzycki

Col. Ph.D. Robert Reczkowski

Col. Sławomir Cieśla
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As part of the NUP 2X35 campaign, trends in the security environment have been 
analyzed, taking into account geopolitical, economic and social aspects, urbanization 
processes, technology development and changes occurring in the natural environment. 
The analysis of identified global trends has been supplemented with the perspective 
of Poland and the region of Central and Eastern Europe. 2035 was used as a time 
reference.

In the geopolitical expect, globalization will remain one of the key trends for 
at least the next two decades. Up to 2035, redistribution of economic and military 
power will continue and the world will become yet more multipolar and polycentric 
than it is today. Continuous shift of the centre of gravity from the Euroatlantic region 
to Asia and to the Southern Hemisphere, already observed today, will be one of the 
most important global trends. It is estimated that until 2035 the state will remain the 
dominant player in international affairs, yet non-state actors will gain in importance. 
Combined with the growing dynamics and complexity of the macro-environment this 
will result in increasing challenges to the management of state actors. States will have 
to face the issue of growing public resentment resulting in the polarization of society in 
both developed and developing countries.

In the economic aspect, it is predicted that the globalization of financial markets will 
allow, out to 2035, further economic integration and it will contribute to the functioning 
of free market economies. In the following two decades, the US will maintain its 
position as one of the most powerful world players. At the same time, imbalance of 
the current global economy structure is expected. Changes in the positions of various 
countries as competitors will be observed, which is connected with the increasing 
power of emerging economies, especially China and India. An extremely significant 
trend in the economic aspect will be the use of natural resources, including fossil fuels, 
rare earth elements and drinking water as instruments of influence in a geopolitical 
play. Defence expenditures will remain another important issue influencing security. 
Democratic states will face challenges to balance the competing domestic budget 
demands with their ability to generate an increasing and robust tax revenue stream. 
This may be particularly challenging for the states with unfavorable demographic 
structure, struggling with the processes of population ageing.

In the social aspect, attention should be paid to the dynamics of demographic 
change. Out to 2035, global population is expected to maintain the upward trend. 
However, the dynamics of these changes will be lower than in the last two decades. The 
progressive ageing of the population in developed countries will remain an important 
issue in this field. Demographic changes will also lead to mass migration of people 
(especially the young generation) to developed countries and urbanized areas. Attention 
should also be paid to the growing threats resulting from the increasing polarization of 
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social groups, countries and entire regions in terms of ideological, social and economic 
differences, which may result in regional and even global conflicts. In Europe, the trend 
of secularization in the context of cultural changes is also very likely.

As mentioned above, social changes are associated with urbanization processes. 
Further development of urbanization processes is forecast out to 2035. At the same 
time, the growing importance of urban areas should be emphasized, which, due to their 
demographic, economic and political potential, will strongly determine the functioning 
of societies, countries or regions. This will also affect the security environment on a 
global and regional scale, as well as the way armed forces operate. In this context, 
on a global scale, attention should be paid to the development of megacities, i.e. 
agglomerations of several to tens of millions of people, and the implementation of the 
concept of smart cities.

In the technological aspect, in the next decades the growing level of technological 
advancement will be the dominating trend. The technologies with the highest 
growth potential and importance for the security environment include: artificial 
intelligence, autonomous systems, biomechanical systems, 6G and 7G technologies, 
Big Data technology, quantum computer science, robotics, nanotechnology, 3D and 
4D spatial modeling technology, biotechnology and humanoid technology and genetic 
engineering. The loss of technological advantage of state actors over non-state actors 
and potential opponents will be a significant security threat, which is a consequence 
of the growing widespread access to modern technologies. The further "connecting" 
to the Internet by all countries of the world will remain an issue and will promote 
further development of the global network, despite the fact that the citizens of some 
autocratic countries have restrictions on access to the Internet. 

The currently observed (and anticipated out to 2035) environmental and climate 
change includes an increase in temperature in all seasons, slight changes in the amount 
of precipitation manifested by a slight increase in rainfall from autumn to spring and a 
decrease in summer, shorter duration and reduction of snow cover, and also an increase 
in water vapor pressure with a decrease in relative humidity. Changes in average values 
are and probably will be accompanied by changes in the frequency of extreme weather 
phenomena resulting in natural disasters.
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Geopolitical aspects of the security  
environment 

CHAPTER 1

The dynamic pace of today’s 
political processes, resulting from 
the end of the unipolar world, 

drives a whole range of researchers, 
analysts, decision-makers and ordinary 
observers of international politics to 
make use of geopolitics as a cognitive 
tool1. Importantly, the beginning of the 
new hegemonic struggle has revived 
classical theories, language and methods 
of perception of political reality known in 
geopolitical terms for more than a century. 
Also in Poland, geopolitics has been 
restored to its rightful place in the world 
of science and decision-making analysis 
(Sykulski, 2018). 

This chapter describes the essential 
trends that have both direct and indirect 
impact on the environmental conditions of 
safety in the long term, i.e. up to 2035. In 
this regard, in order to properly present the 
geopolitical dimension of Poland’s security 
(including a pragmatic analysis of current 
geopolitical trends of greatest importance 
for Europe and Poland) the authors of the 
¹The term ˈgeopoliticsˈ is of Greek origin and is the result 
of a combination of two words: geos (Earth) and politikos 
(civil, relating to public activities) or politike (state activities). 
Geopolitics as a knowledge domain examines the impact of 
geographical factors on the conduct of foreign policy of states 
and their alliances (international organizations, political and 
military blocks) and on the development of international 
governance and security. It focuses on the relationship 
between power, policy, time and space. Its main fields of 
research are the rivalry of world powers throughout history 
and it pursues to discover and describe certain regularities 
in this area. Geopolitics, as a branch of social sciences, does 
not create laws, but attempts to observe processes and to 
formulate hypotheses based on them (Potulski, 2010). 

study have adopted certain assumptions 
in which the actors of the international 
system were considered in terms of 
spatial dimension of their activities in the 
long term. Consequently, international 
relations have been analyzed through 
the prism of the balance of power and 
interests and the areas of influence. The 
study also acknowledges the fact that the 
research methods and formulas used to 
explain the basic elements of state power 
do not fully reflect the intangible nature of 
many variables affecting governments and 
determining human behavior.

Key trends 

The analysis of the source literature 
together with the conclusions drawn from 
academic seminars, consultations and 
discussions with subject matter experts 
allowed the authors to estimate the main 
trends in this area as important challenges 
for Poland’s security up to 2035. Similar 
studies carried out by Allied Command 
Transformation (ACT) and other member 
states have been taken as a reference point 
for further analysis. 

With this in mind, the international 
relations experts believe that the period up 
to 2035 will be a time of intense geopolitical 
changes. The world will become multipolar 
and polycentric, economic and military 

The policy of states in general and our neighbors 
in particular is changeable.

Adolf Maria Bocheński
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Table 1.1 
Geopolitics – key trends in the security environment  

Source: DTC own study
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Multipolar and polycentric world/
redistribution of military and 
economic power

X X X X X X X

Globalization X X X

Shift of the centre of gravity 
of global economic activity 
from the West to Asia and the 
Southern Hemisphere

X X X

Increase in the influence of 
non-state actors on national 
and international affairs

X X X X X X X

Polarization of society/ increase 
in public resentment X X

Challenges to the management 
of states X X X X

Power politics X X X

Identity and role of the state X X

power will be redistributed, i.e. the world 
will be deprived of a single state playing 
the role of a hegemon (Jureńczyk, 2017). 
Competition between power states will 
increase significantly, giving way to the 
development of so-called smart power, 
which is a combination of military power 
(hard power) and the impact of diplomacy, 
economics, international law and culture 
(soft power). Moreover, the emergence 
of new powers (China, Brazil, India and 
South Africa) and other countries with 
high development potential and dynamic 
economic growth will be a significant factor 
capable of transforming the geopolitical 
landscape to a significant extent (Pawlak, 
2017; Reczkowski, 2018).

Globalization, which has contributed 

to the diffusion of power between states 
and an increase in the level of economic 
connections, will remain the main  
common factor influencing geopolitical 
trends on a global and regional scale for  
at least the next two decades. It is 
estimated that by 2035 the US will most 
likely remain a dominant country capable 
of influencing and triggering global events.  
However, other countries such as China, 
Russia and India will strive to strengthen their 
position and will be able to impose a much  
greater impact on global and regional 
matters than they do today (Reginia-
Zacharski, 2014). Ultimately, there is no 
obvious alternative to globalization at 
present and the situation is not expected 
to change until 2035.
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One of the most important global trends 
affecting the functioning of the future 
world will be the progressive shift of 
the centre of gravity of global economic 
activity from the West to Asia and the 
Southern Hemisphere (Mickiewicz, 2018). 
Experts in international relations estimate 
that this trend will bring the so-called 
Transatlantic Era to an end by 2035 (as the 
20th century and the beginning of the 21st 
century have been named) and will give 
way to the new Trans-Pacific Age (Pavel, 
Engelke, Ward, 2015). Undoubtedly, this 
trend marks a major breakthrough in the 
history of the world’s development. The 
facts show that in the recent decades 
Asian countries have made a significant 
progress in terms of economic growth 
starting with the reconstruction of the 
post-war Japan in the 1950s through 
the 1960s and 1970s – the emergence 
of so-called Asian tigers (Taiwan, Hong-
Kong, Singapore and South Korea) – until 
the 1980s, 1990s and the first decade of 
the 21st century when China and India 
became economic and military powers. 
A key moment was the announcement of 
the International Monetary Fund (IMF) in 
October 2014, which stated that China’s 
economy had become the largest economy 
in the world (measured by the means of 
PPP - Purchasing Power Parity), ahead of 
the US2.

By 2035, non-state actors will have 
achieved a completely new status 
and an international importance. The 
increasing influence of non-state players, 
including those supported by specific  
countries3 and large international 
corporations may lead to a 
gradual reduction of the role of  
national, ethnically homogeneous states. 
One should not ignore the existing and 
²According to the Asian Development Bank (ADB), the Asian 
share of global gross domestic product (GDP) will double from 
26% in 2011 to 52% in 2050, which means that vast majority 
of the economic activities on Earth will be carried out in Asia 
(Asian Development Bank, 2011).

³Today’s security reviews show that non-state actors are 
most frequently used and will be used by the largest global 
players, mainly as proxy forces to achieve their strategic goals.  
Author’s note.

new non-state actors of a paramilitary 
nature (e.g. Hezbollah). Strengthening 
their position may lead to the escalation of 
conflicts in the future (Steinberg, Woermer, 
2013) which due to the involvement of 
various players (including great powers) 
may turn from a local conflict into  
a regional and even global conflict.

Researchers on the future of 
international affairs pay increasing 
attention to the processes/activities of 
governments (states) leading to public 
resentment and, consequently, the 
polarization of society. Up to 2035, the 
decrease of confidence in governments 
and state institutions will be driven mainly 
by the disappointment with the policies 
pursued, which will definitely increase the 
reluctance of citizens and businesses to 
respond to government and institutional 
policies. It is estimated that growing 
polarization will lead to an immediate 
confrontation between different political 
and social groups, both in the Western 
societies and in the developing countries. 
In addition, it is noted that through the 
activities of increasingly polarized media 
(including social media) divisions in society, 
as well as in individual countries of a region, 
will increase. Biased media broadcasts will 
be used by opponents with the aim to 
create alternative realities (fake news) and 
to apply pressure affecting the cohesion 
of societies. The trend of increasing social 
polarization will also hinder governments’ 
attempts to implement legistative acts 
or reforms and will have an impact on 
the state security, policy and economy. 
It is estimated that by 2035 the growing 
disappointment and lack of confidence 
in politicians and establishments of many 
countries (particularly in Europe) may 
also lead to violent radicalization of far 
right (nationalist) and left-wing (anarchist) 
movements. 

By 2035, the high dynamics and 
complexity of the changing world will also 
pose a major challenge to the management 
of state actors. In recent years, a number 
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of developed regions and countries have 
witnessed their governments and state 
institutions coming under the influence 
of many independent actors, both public 
and private, each pursuing their own 
objectives and priorities. Duplication 
of existing governance structures, both 
economic and military, is also becoming 
a problem in state management. In this 
respect, the growing role of so-called 
emerging economies is noted. They 
increase pressure on strengthening their 
position in global decision-making systems 
so that their programs are fully or partially 
taken into account, or establish their own 
alternative structures4. 

In the upcoming decades, the 
interpenetration of the aforementioned 
trends may also change the perception 
of identity and the role of a state. It is 
estimated that by 2035 a state will remain 
the dominant player in international 
affairs. Private or partially state-owned 
companies and NGOs will have an 
increasing influence on governments, 
but it is quite unlikely that they will be 
able to make meaningful and significant 
decisions on a state level. It is estimated 
that accelerating globalization will 
significantly undermine the identification 
of people and social groups with  
a nation-state. It is likely to shape new 
types of identities: cosmopolitan and local. 
According to the forecasts, ensuring an 
appropriate level of security will become 
the domain of technologically advanced 
non-state actors. However, these changes 
are likely to be carried out under the 
control of state-supported decision-
makers (changes will take place depending 
on the stability of a country and the way of 
governance). A satisfactory level of privacy 

⁴Example: China’s network of alternative international structures 
includes wide range of financial and economic partnerships 
(e.g. BRI – Belt and Road Initiative, AIIB - Asian Infrastructure 
Investment Bank, SCO - Shanghai Cooperation Organization, 
CICA - Conference on Interaction and Confidence Building 
Measures in Asia, BRICS – alliance of emerging economies 
Brazil, Russia, India, China and South Africa). At present, 
these organizations are seen as partly complementary, partly 
competitive organizations. However, their role may change 
depending on global economic developments. Author’s note.

protection will be difficult to achieve due 
to the fact that an individual is more and 
more often defined based on their online 
activities and society as a whole will 
demand better privacy protection from the 
government. 

Security implications

•  By 2035, the process of globalization, 
together with the emergence 
of multipolar political order and  
a number of asymmetric challenges 
that determine the security and 
stability of states, will remain an 
important challenge for international 
security (including Polandˈs security). 
Combined with disparities in 
economic development and interstate 
competition, these factors will 
increase the risk of conflicts, disputes 
and tensions in most areas of state 
functioning, and especially in the 
economic area.

•  Changes in the global order reflected 
by the transfer of influence, 
empowerment and economic growth 
of Asian countries out to 2035 will 
proceed. They will also reflect the 
growing risk of the use of military 
power by these states. 

•  Out to 2035, the dynamics of 
globalization processes will increase, 
making unilateral actions of states 
more difficult (decreasing importance 
of existing powers). There will 
be an increase in the role of the 
private sector and non-state actors 
(corporations), however, the states 
will continue to have a decisive voice 
in international affairs. 

•  The progressive reorientation of the 
US towards Asia and the Pacific region 
may force Europe (including Poland) 
to assume greater responsibility for 
maintaining its security by 2035. 

•  By 2035, the increasing importance 
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of individual and non-state actors 
is likely to lead to fragmentation of 
democratic governance. Furthermore, 
the diffusion of power to non-state 
actors will challenge the principles 
of democratic governance, both at  
a local and national level. 

•  By 2035, the increasing polarization 
of societies will become an important 
challenge. High vulnerability of 
societies to manipulation, lack 
of confidence in authorities, 
development of antagonism and 
ideological disputes, emergence 
of parallel societies (due to lack of 
assimilation of various minorities 
to indigenous society) may result in 
conflicts on a local or regional level (i.e. 
civil wars and ethnic conflicts), which 
may also lead to mass migrations.

•  Up to 2035, the loss of national identity 
by individuals and social groups will 
become another important issue. In 
the face of accelerating globalization 
processes, people will more often 
identify themselves with virtual 
communities rather than a state. 

•  Actions of the states outside the 
system of international cooperation, 
which do not comply with commonly 
recognized as legitimate international 
law standards, will remain a global 
challenge out to 2035. Undermining 
legitimate standards of peaceful 
coexistence of states will lead to the 
deterioration of the contemporary 
international order. 
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Security environment in the aspect  
of economy and natural resources 

CHAPTER 2

Contemporarily, moral and economic strength 
is the basis for security.

Lt. Gen. Władysław Eugeniusz Sikorski

Characteristics of global economy, 
including the growing importance 
of transnational corporations, 

the increase in the volume of the flows of 
international production factors, processes 
of financialization as well as the financial 
dependence of national economies on 
external capital are a significant source 
of external threats for a state’s economic 
security, especially in its financial aspect. 
These threats are generated on political, 
economic and military grounds (Redo, 
Siemiątkowski, 2017).

It is commonly believed that economic 
security is one of the most essential 
elements of state security, closely related 
to national interest. Consequently, shaping 

relations with other international players 
and establishing trade relations with states 
and other international actors is the key 
element of the state economic security 
policy and it is also a complex issue. On 
one hand, the development of economic 
relations with foreign entities creates new 
and broadens the existing possibilities of 
economic growth by gaining access to new 
markets or capital. On the other hand, it 
creates the risk of external factors (so-called 
shocks) that can have a negative impact 
on economic security (Sojka, Woloszczyk, 
2018). Excessive network of economic 
links poses the risk of limited control over 
them and over the flow of resources. 

Inaccurate acquisition of information 
on potential threats or attacks on  
a community or economic system may  
occur (Redo, 2019). There is also  
a problem of over-reliance on one 
trading partner or supplier regarding the 
procurement of raw materials or energy. 
Unforeseen actions of such entities 
may seriously threaten state security 
(Księżopolski, 2012). 

Analyzes of the security environment 
related to economy and natural resources 
show main trends in the field. Similar 
studies conducted in other NATO member 
states and commands have served as  
references.

Key trends

The rise of the global economy 
which is, among others, the effect of the 
globalization of financial markets will 
allow, out to 2035, further economic 
integration and enable markets to function 
free from socio-political influence. 
Apart from these obvious benefits,  
possible threats may result from the 
interconnectedness of various elements of 
states’ economies such as currency rates 
or share prices. A change of their rate in 
one region may destabilize an economic  
situation in another. 

An important element of the above-
mentioned globalization process 
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Table 2.1
Economy and natural resources  

– key trends in the security environment 

is an easy access to markets and  
a possibility of a rapid withdrawal (i.e. in case 
of an economic downturn). The easiness 
of capital and technology transfer enables 
companies which are based in several 
countries organize their structures in a way 
that allows them for lower tax burdens or 
other fees. Relocation of operations to low-
cost countries is a common practice. This 
results in a gradual outflow of capital from 
the companies’ home country, but – what 
seems to be more dangerous – it becomes 
a tool to impact the stability of a country 
(Redo, Siemiątkowski, 2017). 
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Globalization of financial mar-
kets X X X X X X

Imbalance of global power X X X X

Emergence of new strong 
economies of developing  
countries 

X X X X

Geopolitical dimension  
of natural resources X X X X X X X

Increase in economic  
inequalities X X X X X X X

Western defense expenditure 
challenge X X X X

Increasing role of non-state 
actors X X

Source: DTC own study

It is also noticed that the increase of global 
debt in all sectors (governmental, corporate 
and household), measured as a percentage 
of Gross Domestic Product (GDP),  
has reached an unprecedented level. 
International Monetary Fund has informed 
that, in 2018, the world debt reached USD 
188 trillion (increase by USD 3 trillion as 
compared to 2017). It is estimated that 
this debt may have a knock-on effect on 
financial markets reaching far beyond the 
global economic crisis in 2007. Moreover, 
it should be noticed that the increasingly 
interconnected global financial system is 
more susceptible to the attacks of both 
state and non-state actors. 
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Monetary systems emerging outside 
state structures and their anonymous 
nature (i.e. crypto currency1) increase 
susceptibility to misuse. In addition,  
an increase in vulnerability to threats 
connected with organized crime and non-
state organizations using malware and 
hacking is also observed (Buko, 2019). 

It is estimated that, up to 2035, the 
global economy will be developing at an 
average rate of slightly over 3% a year. 
What is important, it is assessed that in the 
early 2020s, there will be a global economic 
downturn resulting from a moderate pace 
of economic growth in China and other 
emerging economies (Fig. 2.1).

In the following decades, the US will 
most likely maintain its position as one 
of the most powerful actors on the world 
scene; however, an imminent imbalance 
of global power is also envisaged. China’s 
growing economic position will make 

¹Crypto currencies are, i.e.: Bitcoin, Litecoin, Freicoin, PPcoin, 
etc. Author’s note.

the US face a world where its overall 
economic and military power, as well as 
its allies’ and partners’, may not grow as 
quickly as their potential competitors’. The 
economic growth of the US’s competitors 
from outside NATO is highly important 
as economic power is the basis for 
maintaining military advantage over the 
opponents (Spisak, Prochazka, 2018; The 
Ministry of Defence UK, 2018).

In the global economy a change in 
competitive positions of various countries 
is observed, which is connected with 
the emergence and rise of new, strong 
economies of developing countries. This 
results in deep tensions between certain 
countries. There have never been such 
significant tensions, especially considering 
the fact that the emerging economies, 
which alreasy hold an important position 
in the global economy, come from outside 
of the Euroatlantic region. 

Fig. 2.1. GDP forecast for the major economic entities up to 2035
Source: DTC own elaboration based on the International Energy Outlook 2017
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It is estimated that, up to 2035, the 
centre of gravity of the world economy 
will be found in the region of Asia and the 
Pacific. This will result in the emergence 
of new centers of economic power. In the 
longer term the US’s military advantage 
over China will decrease. The influence 
of Russia will significantly increase and, 
despite problems with demographic 
decline, poor infrastructure, corruption 
and dictatorial regime, the effects of its 
foreign policy will be of global importance. 
Countries like Germany, the United 
Kingdon, France, Turkey, Australia, Canada, 
Indonesia and Japan will most probably 
increase their role in own regions. Other 
countries, especially the less developed 
ones, or even non-state actors, will 
attempt to enhance their significance by 
unconventional means (e.g. terrorism 
sponsorship or cybercrime). Presumably, 
only the US and China will be the world’s 
superpowers able to shape the world order 
in a longer perspective (Spisak, Prochazka, 
2018). 

Apart from the expected development 
of China and India, the global economic 
activity will continue to evolve and its 
center of gravity will move towards the 
emerging economies of Asia and Latin 
America. This tendency is expected to 
accelerate in the following decades and 
the economic growth will be driven by 
a variety of factors such as population 
growth, efficiency improvement and  
greater integration of the world economy. 
It is estimated that, up to 2035, developing 
and emerging countries, with their GDP 
representing 49% of global GDP, will 
increase their share to almost 60% of 
global GDP (Future Security Environment 
2013–2040). 

The use of natural resources in 
geopolitical play is believed to be 
an extremely significant trend in the 
economic aspect. Rapid economic growth 
of the developing countries significantly 
influences the global energy demand. It is 
predicted that by 2040 the global energy 

demand will increase by about 50%, with 
around 80% still relying on oil, natural 
gas and other fossil fuels2. In this respect 
it is important that, out to 2040, Europe 
will observe an entirely opposite trend, 
regarding particularly oil and fossil fuels 
demand. This will be the consequence 
of the EU’s climate policy, the so-called 
“climate neutrality” approved in November 
2019, which aims to maximally limit CO2 
emissions in industry, transport and energy 
production and to balance the emissions 
that were not successfully limited by 
increasing their absorption through tree 
planting.

According to one of the scenarios 
developed by the International Atomic 
Energy Agency, in the next decades 
Europe will become the region with the 
greatest decline in the oil demand in the 
world (1.8% a year). In consequence, it is 
estimated that oil consumption in Europe 
will be 35% lower than in 2017 (Dorociak, 
2019). What is important, the decline in 
the oil demand in Europe presumably 
means a transformation for the global 
oil sector. According to subject matter 
experts, the transformation will lead to  
growing electrification of transport and, at 
the same time, the declining importance 
of fuels produced from oil (a significant 
increase in the share of renewable energy 
in the total supply of primary energy). The 
largest four European oil companies – BP, 
Shell, Orsted and Equinor (former Statoil) 
have already taken actions that will allow 
them to face new market needs, but will 
also positively impact their development 
and competition with green energy 
suppliers3. 

²The Russian policy of using its fossil fuels as an element of 
influence constitutes an example of how natural resources 
can be a tool in a competition between countries. The Russian 
Federation sets fixed oil and gas prices on different levels 
depending on diplomatic relations with various countries and, 
in critical situations, they can suspend the delivery using the 
excuse of technical problems (vide Ukraine). Author’s note.

³By 2025, BP, Shell, Orsted and Equinor altogether plan to invest 
US $ 50 billion in renewable energy resources. Orlen, the 
biggest Polish oil company, has already started preparations to 
the global energetic transformations. Author’s note.
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Introduction of new technologies and 
broader exploration potential resulting 
from the climate change may allow, out to 
2035, for the exploitation of mineral and 
energy resources in the areas previously 
unavailable, such as the Arctic and in 
potential conflict areas, such as the 
South China Sea and the East Sea. The US 
geologic researches estimate that over 
87% of oil and gas resources in the Arctic 
(around 360 billion barrels) is located in the 
North Polar Basin. The retreat of the sea 
ice will allow to increase the exploration 
on the Far North4 and make use of arctic 

⁴Attention is drawn to the fact that the Russian foreign and 
energy policy is inextricably linked to efforts to regain the 
superpower status. Hence, Russian efforts towards gaining 
control over fossil fuels in the Arctic or South America. Another 

example is China, which actively secures its own access to 
energy resources in Africa. These countries will most probably 
make efforts to maintain or increase regional influence for the 
protection of access to energy resources in order to ensure 
long-term growth and internal stability. Therefore, smaller 
economies may have problems with an excessive dependency 
from one trading partner or resource supplier. Unexpected 
actions of such an entity may seriously threaten a state’s 
security. External influence on a socio-economic sphere of a 
state is considered to be one of the most urgent issues. The 
examples are the supplies of gas and oil which are essential 
for every economy. Poland, paying a growing attention to the 
threat resulting from this trend, undertakes various actions in 
order to diversify the sources of oil and gas supplies. These  
initiatives have resulted in the foundation of the “Gazoport 
LNG” in Świnoujście, Balitc Pipe pipeline connecting Norwegian 
fields with the Polish gas system, as well as “Naftoport Gdańsk” 
with its cargo handling potential fully covering Poland’s needs 
for crude oil imported by sea, and imported and exported 
refined crude oil products – liquid fuels. Author’s note.

shipping lanes which, in turn, will probably  
trigger territorial claims of the main 
players, the so-called “arctic G55”.

Subject matter experts also point 
out that issues related to water, energy 
and food shortages, in connection 
with the climate change, will remain a 
continuing source of tensions in the global 
community. Drinking water shortages, 
together with the existing political frictions 
between countries prompt some analysts 
to call water “the oil of the 21st century”. 
It is estimated that climate change up 
to 2035 will affect how and where food 
will be produced in order to meet the 
needs of the growing global population. 
Maintaining water security and reasonable 

water management, maintaining arable 
land for food production, as well as keeping 
balance of bio fuel competition will present 
a major challenge in the natural resources 
management6. 

⁵„Arctic G5” is Russia, the US, Canada, Norway and Denmark.” 
Author’s note.

⁶According to the latest information from the Ministry of 
Marine Economy and Inland Waterway, Poland is currently 
listed among the countries having the least resources of 
water in the European Union. This information became an 
impulse for the development of the “Retention Development 
Programme 2020-2027”, the aim of which is to increase the 
water retention ration in Poland twice up to 2027, from 6,5% 
to 15%. Author’s note.

Fig. 2.2. Drinking water resources at issue
Source: Drab-Kurowska, 2019
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Another important consideration of 
the geopolitical importance of natural 
resources out to 2035 is the scarcity 
of rare earth elements (REE). They are 
already widely used in new technologies; 
currently there are no substitutes though 
REE are indispensable for technological 
and economic development. In this 
regard, attention should be drawn to China 
possessing around 97% of the global REE 
supplies and already having a monopoly. 
This results and will result, in the reduction 
of available global supply and artificially 
high market prices (US Geological Survey, 
2019). 

Intensified rise of economic 
inequalities out to 2035 will continue to 
negatively affect social cohesion as well 
as long-term, balanced economic growth. 
Experts claim that the increasing inequality 

within particular nations is and will be one 
of the major problems that will continue 
to divide and polarize societies. The threat 
is exacerbated by the lack of capabilities 
and concepts enabling mitigation of 
the existing differences. Therefore, it 
seems impossible to reduce the growing 
disparities by 2035 in terms of the wealth 
of countries, their credibility, investment 
attractiveness, technological advancement 
and production competitiveness (Ziomek, 
2019). 

An appropriate level of defense 
expenditure is a significant challenge in 
ensuring an adequate level of economic 
security today, and in the future. According 
to experts, this results from the fact that 
states seek to balance the competing 
domestic demand for budget share with 
their ability to generate an increasing and 

Fig. 2.3. NATO member states’ defense expenditure in 2019 (GDP percentage)
Source: https://www.nato.int/cps/en/natohq/news_171356.htm
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robust tax revenue stream. Currently, China 
and the US are two world superpowers 
with their defense expenditure bigger than 
that of any other state. It should be taken 
into account that Russia will also increase 
its expenses for this purpose, but this will 
not happen quickly enough to equal with 
the above-mentioned countries. Western 
European states’ defense expenditure is 
estimated to be kept on the same level. 
In Central and Eastern Europe, however, 
especially in Poland, the growth in defense 
spending will intensify and this trend is 
expected to continue until 2035.

In their analyzes of potential challenges 
related to defense expenditure in Poland 
out to 2035, experts pay particular 
attention to: (1) economic situation in 
the country, (2) the structure of budget 
expenditures allocated for defense, 
including the expenses not related strictly 
to defense, in the budget of the Ministry of 
National Defense and (3) possible shift in 
priorities of budget expenditure that could 
result in the increase of expenditures on 
purposes other than defense (i.e. health 
care).

Firstly, “there is an obvious connection 
between economic outcomes generated 
by the society and the possibility to transfer 
funds in a specified amount for defense 
purposes (and any other). There are many 
indications that the economic situation in 
Poland will deteriorate in the coming years 
which may pose a risk to the disbursement 
of army funds. Economic growth in Poland 
is predicted to decline from 4.4% currently 
to about 2.8%. The reason for this situation 
may be the following:

 ෙ  global economic problems such as: 
slower rate of economic growth in the 
EU (especially in Germany), the US 
and China, trade war between the US 
and China, and Brexit;

 ෙ  economic forces in Poland such 
as: increased inflation, growing  
public debt, declining level of  
private investments, disadvantageous 

situation on the labor market, 
demographic situation, sudden 
minimal wage increase, housing 
bubble, reduction in tax rates and tax 
exemption for the young; 

 ෙ  business cycle7 in Poland, according to 
which our economy is currently in the 
downturn phase (Fig. 2.4).

If budget revenues turn out to be lower 
than in previous years (or forecasts), the 
planned increase in defense spending 
may prove to be at risk. Even if the level of 
defense expenditure remains unchanged 
in relation to GDP (that is 2% and more in 
the following years), lower GDP will mean 
lower military spending” (Bludnik, 2019).

Secondly, with regard to the defense 
budget structure, experts emphasize that 
“even if military expenditures (calculated 
as a percentage of GDP) will not be formally 
reduced, there is still a risk that in case 
of deteriorating economic situation the 
budget of the Ministry of National Defense 
will include expenditures unrelated to 
defense” (Bludnik, 2019). 

The third challenge for the defense 
budget may be a shift in priorities in the 
government spending. In the face of 
increasing problems with underfunding 
of the essential from the point of view of 
public interest areas, mainly health care, 
it may be necessary to transfer budgetary 
resources to the detriment of other 
departments, including the Ministry of 
National Defense (Bludnik, 2019).

Security implications

• Decline in global confidence in 
increasingly uncertain financial 
institutions affects the growth of 
disappointment over the financial 
system. Interrelations of markets 
make them increasingly vulnerable 

⁷Economy constantly goes through four main phases of the 
business cycle. After recession, there is always recovery 
followed by expansion transforming into recession and, again, 
depression. Author’s note.
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to the effects of economic crises in 
other countries. Any future global 
economic crisis may cause populist 
and protectionist sentiments as well 
as growing nationalism. This could 
have far-reaching consequences for 
the solidarity and coherence in the 
Alliance as its member states are less 
prone to share defense burdens and 
expenditures.

• Limited transparency of financial 
transactions allows for covert support 
of criminal and terrorist activity. 
Expansion of alternative currencies 
allows for easier and anonymous 
transfer and accumulation of 
funds, at the same time preventing 
governments from freezing the funds 
of criminal organizations. Terrorist 
and organized crime financing will 
become less visible and transactions 
will be difficult to recognize due to 
decentralized networks usage. This 
might put into question states’ ability 
to regulate and suppress criminal and 
terrorist activities. This phenomenon 
is estimated to intensify in the light of 

possible collapse of the euro zone and 
the loss of confidence in traditional 
currencies emitted by central banks. 

• Economic interdependences on 
financial markets make serious 
international conflicts less likely. Even 
though the reduced risk of significant 
conflicts is a positive effect, it may 
also potentially encourage hybrid 
activities. 

• Availability and use of natural 
resources, energy resources in 
particular, will play an increasingly 
important role in politics. Shortage of 
resources may intensify the existing 
political tensions and threaten states’ 
security.

• Fast-paced globalization of the 
industrial chain of supply will have  
a positive impact on security of states.

• Further polarization of society in the 
economic aspect out to 2035 may 
cause social conflicts.

• Superpower ambitions of the Russian 
Federation will continue to make 

Fig. 2.4. Parallel aggregated business cycle indicator (COINC) 
– up to October 2019.

Source: GUS, 2019
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NATO increase its defense expenditure 
in order to adapt its capabilities and 
maintain a readiness posture. 

• Economies of the US and China, out 
to 2035, will remain at an equivalent 
level and they will be the main drivers 
of global economy. However, in 
relation to their military potential, the 

disparity between the two countries 
will substantially decrease. 

• Growing demand for natural resources 
of the rising economies in Asia and 
the Pacific region may result in price 
increase and disruptions in the supply 
of these resources, e.g. to Poland. 
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Social aspects of the security environment

The observed changes in the 
security environment show 
that the world has entered the 

next phase of global transformations, 
the consequences of which we cannot 
foresee. It is estimated that the greatest 
qualitative changes in the social aspect 
of the security environment are probably 
still ahead of us. However, what the world 
has already experienced after two decades 
of the 21st century can only be regarded 
as an introduction to further qualitative 
breakthroughs in the next decades. It is 
likely to change today’s mental horizon of 
societies, and at the same time reveal new 
perspectives and new threats in the social 
area that future generations will have to 
deal with.

Key trends

According to experts, one of the most 
important trends affecting the functioning 
of society today and at least until 2035 will 
be demographic changes. Until 2035, it is 
expected that the global population will 
grow, but at a slower pace than in recent 
20 years1. The progressive aging of the 
¹According to various estimates, currently around 7.8 billion 
people live in the world (as of December 2019). In 2035 there 

population in developed countries will 
continue to be an important challenge 
in this respect, as they will increasingly 
address issues related to promoting 
birth rates. However, it is estimated that 
the population growth rate by 2035 in 
developing countries will be seven times 
higher than in developed countries.

Population aging is a contemporary 
demographic process of an unprecedented 
scale and intensity, covering European 
societies and other highly developed 
countries of the world (Kurek, 2008, p. 
7). In 20 years this process is expected to 
intensify which will lead to a fundamental 
change in the ratio between the young 
and the old. The number of young people 
to replace people of reproductive age 
(and able to work) will decrease, while 

the number of old people who need 
support and care will increase. The 
increasing needs in this respect due to 
the influence of the demographic factor 
will be accompanied by the decreasing 
demographic resources used to satisfy 
them. Demographers emphasize that 
Poland is one of the countries in which 
this change will be particularly drastic - 

will be about 9 billion of them, 2/3 of which will live in cities. 
Author’s note.

Society in every respect begins to outgrow  
the capacity of its components to fulfill  
the functions it imposes on them.

Stanisław Ignacy Witkiewicz

CHAPTER 3
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from one of the youngest European Union 
countries at the moment it will become 
the oldest one in 2060 – and this process is 
inevitable and irreversible in the next few 
decades (Okólski, 2010, p. 37 ).2

Demographic forecasts for Poland  
(Figure 3.1) out to 2035 are unfavorable. 
According to demographers, Poland 
belongs to a small group of European 
community countries which have recently 
2 

Table 3.1 
Society – key trends in the security environment 
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Demographic change/global 
population growth/ageing  
populations in developed  
countries

X X X X X X

Increasing urbanization² X X X X X

Population migrations X X X X X

Polarized societies X X X

Increasingly connected human 
networks X

Secularization against cultural 
changes X

Information and social media 
(more and more rapid flow of 
information)

X X

Workforce issues (need for 
qualified employees) X

Identity (more global than local) X X X

Epidemics and pandemics X X

Poverty X

Corruption and crime X X

Growing role of women X

Source: DTC own study
2 The NUP 2X35 campaign distinguishes urbanization as a separate area of the security environment.

observed a total of three phenomena 
that have had a fundamental impact on 
demographic dynamics, i.e. decrease 
in fertility, intensification of emigration 
and lack of immigration. Importantly, in 
Poland these processes are long-lasting 
and their convergence lasts at least 25 
years. It is therefore estimated that Poland 
is threatened by demographic regression 
which will be the primary inhibitor of 
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Poland’s not only economic but also social 
development.

Therefore, in the opinion of 
demographers, the most important 
implications of Polish population’s aging 
out to 2035 include:

 ෙ  Firstly – a decrease in the population 
from 38.5 million in 2019 to 36.3 
million in 2035 as a result of a 
negative birth rate (-0.8) and low 
fertility rates for women. According 
to demographers, maintaining the 
population size requires that female 
fertility rate be 2.1 and currently the 
rate is only 1.3. 

 ෙ  Secondly – a change in the 
demographic structure expressed by 
an increase in the number of people 
over 65 in the population of Poland 
from 18% in 2019 to 23.9% in 2035 
(increase by approx. 1.8 million 
people).

 ෙ  Thirdly – a change in the ratio 
between different age groups. There 
will probably be a dramatic drop in 
the number of people in pre-working 
(from 18 to 14%) and working age 
(from 68 to 50%), i.e. by about 10 

million people. On the other hand, the 
number of people who stop working 
(from 16 to almost 38%) will increase, 
i.e. by around 6 million people. 
Therefore, there will be a significant 
loss of labor resources.

 ෙ  Fourthly – the demographic 
dependency ratio will increase. It is 
estimated that in 2035 there will be 
as many as 45 elderly people per 100 
of working age.

In the view of progressing demographic 
changes in Poland’s neighboring countries 
the situation in this respect is the worst in 
the Russian Federation (RF). It is estimated 
that the population of Poland’s eastern 
neighbor will continue to decline, and it 
will probably not be possible to stop this 
process until 2035 (the population of the 
Russian Federation will fall to around 141 
million in 2035).

Demographic changes will probably lead 
to mass migration of people3 (especially 

³The most important migration aspects, for an outflow country, 
include: outflow of working-age population, decrease in 
birth rate, outflow of labor, reduction of unemployment and 
transfer of money. For an inflow country, this means the arrival 
of population of the most productive age for economic and 
demographic development, the inflow of qualified employees 
and cheap labor, the increase in production and consumption, 
as well as social costs, the deepening of racial and national 

Fig. 3.1. Forecast of the population of Poland by sex and age (2019 vs. 2035)
Source: PopulationPyramid.net [access: 20.12.2019]
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As the migration crisis continues to 
unfold, the International Organization 
for Migration estimates that about  
1 billion people in the world are potential 
migrants who are already in the migration 
movement, e.g. inside their country due to 
displacement, climate change or seeking 
better living conditions. This group declares 
to undertake a migration movement, 
of which 20% intends to reach Europe. 
(Dobosz-Dobrowolska, 2019).

the young generation) to developed 
countries and urbanized areas4, and the 
widespread character of this phenomenon 
on a global scale will lead to the emergence 
of so-called megacities5. In such huge 
clusters of people social problems related 
to the limited access of some inhabitants 
to elementary goods and services, as well 
as organized crime and riots, will generate 
threats to both national and international 
security.

In the opinion of many experts, the 
growing mass movement of people out to 
2035, along with the increase in the flow 

diversity, the creation of enclaves, the emergence of problems 
related to adaptation and stabilization, racial and ethnic 
conflicts, the increase of prejudice, numerous immigration 
acculturation problems and cultural conflicts. Author’s note.

⁴The Strategic Foresight Analysis report (NATO Allied Command 
Transformation, 2017) draws attention to the results of 
analyzes of urbanization processes on a global scale which 
estimate that by 2050 cities may gather 66% of the world’s 
population, i.e. about 6.4 billion people. Author’s note.

⁵Megacities are defined as urban agglomerations with 
population sizes ranging from several to tens of millions. The 
essence of creating megacities is described in Chapter 4 of this 
study. Author’s note.

of information and goods, will significantly 
hinder the provision of an appropriate 
level of international security, including 
the risk of spreading serious diseases on 
a massive scale. In turn, the reluctance 
(resistance) of migrants to adapt to local 
living conditions will often turn out to 
be a source of serious social conflicts. 
Importantly, migration currently causes not 
only temporary problems and challenges 
for the EU member states, but also in the 
long term it can be a real threat to NATO’s 
cohesion. 

In Poland, the number of foreigners 
remained low for many years. Data from 
the 2011 National Census show that almost 
99.8% of the respondents were of Polish 
citizenship. After Poland’s accession to the 
EU, emigration far exceeded immigration 
until the outbreak of the Ukraine crisis 
resulting in a mass exodus of refugees 
from that country6. Poland is characterized 
by quantitatively limited immigration, 
including only several national groups, 
where "undocumented" temporary and 
circular migration and strong desire to 
choose a specific region and sector are 
dominant. These features are shaped 
⁶The reason for the influx of Ukrainian refugees to Poland is 
primarily the geographical, cultural and linguistic proximity, 
low costs of living and good communication links, established 
migration networks, as well as liberal employment legislation. 
However, this trend may soon reverse. The dramatic 
demographic situation of Ukraine, shrinking resources of 
working-age population, problems in local labor markets in 
western Ukraine, and competition for Ukrainian employees 
mainly with Germany (following the entry into force of the 
new immigration rules in 2020) may, over time, result in an 
outflow of employees from this country. Author’s note.

Table 3.2 
Population forecast for the Russian Federation in the years 2020–2050

Year Population Year  
change Migrants Median 

age Fertility rate Urban population

2020 145934462 0,13% 182456 39,6 1,82 107486269
2025 145132729 -0,11% 90313 41,0 1,82 108062384
2030 143347515 -0,25% 93251 42,7 1,82 108336965
2035 141133250 -0,31% 97199 44,0 1,82 108569361
2040 139031164 -0,30% 97171 43,9 1,82 109062126
2045 137298515 -0,25% 97327 42,4 1,82 109795948
2050 135824481 -0,22% – 41,7 1,82 110604995

Source: www.worldometers.info [access 19.12.2019]



27

mainly by refugees from Ukraine, whose 
number according to various data is 
estimated at about 1.25 million. This is due 
to the fact that Poland is usually treated 
by illegal immigrants from more distant 
countries as a transit country on the way 
to a destination (western) country.

Forecasts indicate that in the coming 
years the number of immigrants in Poland 
will be constantly increasing. Analyzes 
conducted by the Center for Migration 
Research of the University of Warsaw 
(from 2017) confirm that by 2050, Poland 
will be inhabited by more than 3.5 
million foreigners. This means that their 
employment will be much more common.

In relation to migration in Poland’s 
neighboring countries, this phenomenon 
takes various forms, which also affects the 
conduct of a relevant migration policy by 
these countries. For example, in Russia 
there are about 10 million foreigners (7% 
of the population) and migration policy 
is currently based on the State Migration 
Policy Concept 2019-2025 which aims to 
reorient Russian migration policy priorities. 
Earlier attempts to adapt this policy to 
the needs of the labor market are to be 
replaced by actions aimed at attracting 
ethnic Russians and representatives of 
linguistically, culturally and historically 

close nations. Belarus, which does not 
have a document regulating migration 
issues, focuses on the economic aspects. 
On one hand, it aims to stop the growing 
outflow of Belarusians outside the 
country, on the other, to create a system 
of incentives for the return of compatriots 
and attracting foreigners, including mainly 
highly qualified specialists with the desired 
skills. Belarus strives to counteract mass 
emigration, motivates to return to the 
country and looks for incentives for 
qualified immigrants.

Experts also point to the growing 
threats of increasing polarization of social 
groups7, countries and entire regions in 
terms of ideological, social and economic 
differences out to 2035, which may result 
⁷Social polarization may result from discrepancies in various 
spheres of life: political (ideological, populist/mainstream), 
social (ethnic, religious, racial, gender, between urban/rural 
inhabitants, the young/the old, the educated/the uneducated) 
and economic (the employed/the unemployed etc.). Each 
time the divergence of individual interests is the factor. It 
is estimated that polarization becomes more severe when 
various factors combine, for example, unemployment, lack of 
equal educational opportunities, asymmetrical demographic 
changes and gender inequality. With respect to polarization 
between countries and entire regions, it is mainly due to 
significant differences in the economic potential of countries/
regions, local quality of life as well as stability and public order. 
It is estimated that these differences may cause international 
friction in the future. It is also worth emphasizing that the 
impact of instabilities in the conflict and crisis regions (Middle 
East, Sub-Saharan Africa, Maghreb, Central Asia) on stable and 
relatively stable areas (e.g. the European Union) is a fact and 
manifests itself in processes such as migration and the spread 
of armed conflicts to neighboring regions. Author’s note.

Fig. 3.2. Polarization in different spheres of life
Source: DTC own study.
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We come to extremely individualized forms 
of religiosity, especially among migrants, 
which may be associated with isolation 
attitudes and disadaptation, leading to 
social aggression against this background, 
including an increase in the terrorist threat. 
(Wróblewski, 2019).

The intensity and speed of propagation 
of each trend increases, causing them 
to strengthen each other, and their 
intersections in the phase part affect all 
aspects of future life, creating places and 
spaces for development or destruction 
(Pawlak, M., 2019a, see also Pawlak, M., 
2019b).

Czech Republic (21% Christians in 2050), 
Estonia (39%) and the Netherlands (47%). 
It is expected, however, that the share of 
Christians will decline - for the benefit of 
both the Muslim population and people 
who do not identify with any religion. 
What is more, the forecasts of the above-
mentioned center show that by 2050 in 
Poland the percentage of non-believers 
will increase, but at the same time the 
number of Muslims will remain unchanged 
(due to the fact that the country lies off the 
main migration routes).

According to the information contained 
in the ‘Concise Statistical Yearbook of 
Poland 2018’, nearly 33 million people 
belong to the Roman Catholic Church in 
Poland. However, this is only the number 
of the baptized; research conducted by 
the Church itself shows that 38.3% of 
the obliged take part in the services, and 
17% enter into holy communion (data for 
2017) (Kopeć, Korzeniowska, Wieliński, 
Czarnecki, Kokot, Uhlig, 2019). 

According to experts, the large scale of 
these phenomena will most likely lead to 
asymmetrical social changes at a regional 
level, which may result in a sharp increase 
in the risk of conflicts potentially affecting 
regional and global relations.

Security implications 

•  In Poland, negative birth rates and 
low fertility rates for women, out to 
2035, will lead to a significant decline 
in the population number. As a 

in regional and even global conflicts. In the 
next two decades, the growing problems of 
states and governments in mitigating the 
causes and effects of fractured and divided 
societies will also be highly probable.

Beginning in the 1960s, violent 
secularization in the context of cultural 
changes across Europe could have been 
seen, which at a social level was manifested 
in the remoteness or complete break with 
institutionalized religion, and at a personal 
level meant cessation of religious practices 
and redefining morality. This phenomenon 
has been defined as the theory of 
secularization, which – in the most general 
terms – suggests that the religiousness of 
a given society decreases with the increase 
of prosperity and technological progress.

Research from the PEW Research 
Center8 shows that in 2050 the religious 
landscape in the world will also change. 
According to the predictions of the PEW 
Research Center published in 2015, if 
current demographic trends persist, there 
will be more Christians, Muslims and Hindus 
around the world. The number of people 
who do not identify with any religion is 
also to increase. The number of the latter 
is to increase by 100 million - from 1.1 to 
1.2 billion. However, when it comes to the 
share of non-believers in the population of 
the whole world, this will mean a decrease 
from 16 to 13%, because other groups will 
simply increase their numbers faster.

In the vast majority of European 
countries, Christians are still to account 
for more than half of the society. The 
exceptions will be the aforementioned 

⁸PEW Research Center - an American research center informing 
the public about problems, views and trends shaping societies 
around the world. Author’s note.
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consequence, labor resources, as well 
as manpower for the mobilization 
needs of the Polish Armed Forces will 
decrease.

•  The continuous aging of the population 
will lead to a reduction in the number 
of people of working age out to 2035, 
which will eventually lead to a change 
in the position of older people on the 
labor market. The family structure 
will also change, which will affect the 
shape of social networks. Consumer 
behavior and trends in social policy 
will also be modified and will have 
to take into account the needs of the 
elderly more than they currently do.

•  A sharp tightening of multifaceted 
social polarization by 2035 will lead 
to a lack of confidence in existing 
political power systems, which in 
turn will potentially push some social 
groups away from active political 
participation. The above changes will 
probably also affect the activation 

and increase of the importance of 
non-state actors in Poland’s socio-
political life. At the same time, the 
fractured and polarized society will 
become even more susceptible to 
manipulation.

•  Massive population migration, which 
is a consequence of socioeconomic 
factors on the one hand, and ongoing 
wars and armed conflicts on the other, 
is likely to facilitate and accelerate the 
spread of infectious diseases, which 
can lead to pandemic and epidemic 
outbreaks.

•  The intensification of secularization 
and the strengthening of entities 
competing with the Church that 
propose different moral values lead to 
a gradual weakening of the position 
of the Catholic Church in Poland. On  
a European scale, this is a common and 
already accepted tendency for society 
to move away from institutionalized 
churches based on traditional values.
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Urbanization aspects of the security  
environment 

CHAPTER 4

The world is experiencing an urban 
explosion – cities are "constantly 
on the rise", and the density 

(concentration) of human population 
occurs "at its own request". In recent 
decades, our planet has become a planet 
of cities, especially the large ones. In the 
process of urbanization, large cities play 
the role of centers that activate and change 
not only their immediate facilities, but 
also entire regions and countries. What is 
urbanization1? What is its phenomenon? It 
is probably one of the most characteristic 
phenomena of the 20th and the beginning 
of the 21st century, and all economic and 
demographic forecasts indicate that its 
dynamics will also persist in the first half of 
the 21st century (Szymańska, 2007).

The aim of this chapter is to explain the 
nature and character of the contemporary 
and future security environment in the 
aspect of progressing urbanization defined 
as a global socio-economic process,  
associated with the progress of the 
¹Urbanization is a process by which a given area and its 
inhabitants acquire an urban character. This applies to both the 
transformation of the place (city) and the people. Urbanization 
means that an increasing share of the population is becoming 
city dwellers, and as this happens, the population of cities and 
their area is increasing, as well as their impact on rural areas - 
both on their appearance and on the lives of their inhabitants. 
More and more areas of the rural landscape are transforming 
into an urban landscape, and people are beginning to live in an 
environment that is physically and socially urban (Szymańska, 
2007).

scientific and technical revolution, with the 
concentration of productive powers and 
forms of social relations, the spread of the 
urban image of life and the modernization 
of the entire settlement network. Due to 
the multi-faceted nature of urbanization, 
to present this process, the authors used its 
basic features, i.e. functional dimensions, 
such as:

 ෙ the demographic dimension, which 
refers to the increase in the urban 
population, mainly as a result 
of increased migration of rural 
population to cities and the extension 
of administrative boundaries of cities 
with adjacent areas;

 ෙ the spatial dimension that leads to 
the spatial development of cities, 

the creation of new cities as well as 
extensive urbanized zones;

 ෙ the economic dimension, which 
manifests itself through the increase 
in the number of people employed 
in non-agricultural sectors of the 
economy, initially in industry and 
construction, later in services;

 ෙ the social dimension, which involves 
popularizing the so-called urban 
lifestyle also among the rural 
population.

This new world of cities won’t obey the same rules as the old 
compact of nations; they [cities] will write their own  
opportunistic codes of conduct, animated by the need for  
efficiency, connectivity, and security above all else. 

Parag Khanna
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Table 4.1
Urbanization – key trends in the security environment 
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In the reference documents of 
NATO member states and commands, 
urbanization is discussed in all of its 
functional areas, however, it is not 
defined and described in detail. Based 
on the conclusions from the seminars 
and bibliographic analysis under the NUP 
2X35 campaign, urbanization has been 
distinguished as a separate area in the 
security environment.

Key trends

On a global scale, an increase in the 
population of cities and in the number of 
cities is being observed. What is more, 
the predictions that "cities are coming 
to an end" have not come true, because 
they have demonstrated their amazing 
vitality and ability to survive and develop 
in a changing reality. At the beginning of 
the 21st century, when one can look back 
at the urbanization process of the 20th 

century, it should be stated that this age 
was the age of urbanization, and the role 

of cities increased significantly. Cities  
developed amazingly quickly, 
developing various settlement forms 
(e.g. agglomerations, conurbations, 
megalopolis, etc.). There is currently no 
alternative to replace cities with a different 
form of settlement. However, it is important 
that at present the rate of population 
growth in cities significantly exceeds 
the rate of overall global population 
growth2 known as a "demographic boom"  
(Szymańska, 2007).

Among the most important problems of 
the modern world experts mention: nuclear 
threat, terrorism, wars, hunger, global 
warming, environmental pollution and 
urban development (Szymańska, 2015). 
What is more, they treat the significant 
acceleration of urbanization processes 
as a global danger, at the same time 

²While in the years 1800-1850 the population growth 
amounted to 30%, in the years 1950-2018 it increased three 
times, while the number of urban population in the years 
1950-2018 increased more than 5.5 times (from 0.756 billion 
in 1950 to 4.3 billion in 2018), representing 56% of the world’s 
population. Author’s note.
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emphasizing the growing role of urban 
areas, which due to their demographic, 
economic and political potential will 
be responsible not only for shaping the 
functioning of societies, entire countries 
or regions, but also security environments 
on a global and regional scale.

In the discussed area the demand for in-
depth analyzes of the role of urban areas 
has immediately increased, both in terms 
of positive and negative impacts on various 
aspects of the functioning of societies 
and countries, including security-related 
aspects. That is why, representatives of 
science, politics, media, as well as city 
authorities meet every two years on the 
World Urban Forum3 to discuss the role 
of cities in achieving ecological balance, 
their importance for the development of 
material and spiritual culture of humanity, 
as well as their safety.

The analyzes carried out so far show 
that the main destabilizing factors in 
urban areas today, and probably also in 
the future, are long-term power outages, 
interruptions of water and food supply, 
ICT network locks, high unemployment, 
religious, ethnic and economic conflicts 
as well as high crime rate. According 
to experts, for the next decades, the 
above-mentioned factors will pose major 
challenges for states and governments in 
terms of guaranteeing public, economic 
and political security. What is more, highly 
urbanized areas were also rated as the 
most susceptible to destabilization due to 
the fact that these areas covering a total of 
about 3% of land on Earth consume 75% of 
all natural resources, and by 2050 probably 
about 6.4 billion of human population 
(66%) will live in urban areas (Szymańska, 
2007).

A special significance of urban areas is 
also emphasized by the Alliance’s analyzes  
³The World Urban Forum has become a global platform for 
the interested in cities and urban development. It gathers 
relevant ministers, government officials, representatives 
of governmental and non-governmental organizations, 
academics, employees of municipal services and activists from 
over 200 countries (for example, in 2018, over 23,000 people 
participated in Kuala Lumpur). Author’s note.

included in 2017 SFA and 2018 FFAO 
reports, which indicate4 that in the future 
the combat area will often be located  
in a city or area with similar characteristics. 
It is believed that this area will be 
equally used by both armed forces as 
well as civilians (refugees, residents, 
representatives of government and non-
government humanitarian organizations). 
What is more, large urban metropolises 
and cities, settlements and villages, as 
well as accompanying human clusters, will 
create specific conditions for the conduct of 
operations. For the opponent these areas 
will be ideal to increase the effectiveness 
of their attacks, inflict significantly greater 
losses, as well as defend and mask their 
own actions. In contrast to open areas, 
urban areas will be a perfect place to 
organize ambushes and set traps, while 
limiting reconnaissance, maneuvering, 
range and precision of intervening forces’ 
fire.

It follows from the above that 
urbanization issues are extremely topical 
and very important both today and will 
be in the future. On one hand, the city as 
a settlement form is an essential means 
to solve many socio-economic problems 
of the contemporary world, on the other 
hand, it is a source and arena of their 
clearest occurrence (Szymańska, 2013). In 
this regard, an extremely important issue 
from the point of view of the security 
environment is the rising pace of growth 
of large cities with a tendency to create 
megacities, i.e. agglomerations of several 
to tens of millions of people. According to 
⁴In addition, other reference publications include: Global 
Strategic Trends - Out to 2045 (The Ministry of Defence UK, 
2014a) and Future Operating Environment 2035 (The Ministry 
of Defence UK, 2014b) published by the British Development, 
Concept and Doctrine Centre under the Strategic Trends 
Program, Strategic Foresight Analysis 2015 Interim Update to 
the SFA 2013 Report (NATO Allied Command Transformation, 
2015) published by the Allied Command for Transformation, 
the White Paper on National Security of the Republic of Poland 
prepared by the National Security Bureau (2013), Sustaining 
US Global Leadership: Priorities for 21st Century Defense (US 
Department of Defense) developed by the US Department of 
Defense, as well as Looking to 2060: Long-Term Global Growth 
Prospects (Johansson et al, 2012) issued by the Organization 
for Economic Cooperation and Development and Strategic 
Horizons (DGRIS, 2013) - the publication by the French Ministry 
of Defense. Author’s note.
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experts, the reasons for creating megacities 
are different, but the most important 
include: rapid population growth and 
acceleration of the economic growth in 
less developed countries. In addition, 
globalization, information revolution and 
the dissemination of the market economy 
model have had a considerable impact in 
recent years.

The process of creating megacities 
is particularly visible in Asia, where it is 
estimated that only this year 15 megacities 
(with more than 10 million inhabitants) 
will emerge, and Tokyo will become the 
largest city in the world (approx. 38 million 
inhabitants). In Europe, this process 
will not be so intense. Warsaw, which 
is the most advanced agglomeration in 

Poland, will not become a megacity, but 
will remain a very strong regional center. 
At this point it is also worth emphasizing 
that megacities do not arise according 
to a uniform pattern. For example, New 

York, Tokyo or London had been growing 
for centuries, but others had grown very 
quickly (as in less developed countries), 
while Chinese cities are an example of a 
partially regulated model5 – not only the 
inflow of population is under control, but 
also the development of infrastructure and 
some public goods.

The importance of megacities for 
the economies of countries and regions 
(today and in the future) is depicted by 
different estimates. For example, out 
of 100 megacities, 25 is in China, which 
(according to various sources) account for 
approx. 25% of Chinese GDP. Almost 500 
million people have moved from villages 
to cities and it is estimated that by 2035 
as much as 70% of China’s population will 

⁵China’s National New-Type Urbanization Plan (2014-2020) 
assumes the transfer of approximately 100 million people 
from villages to cities within 7 years, solving the problem 
of migrants, reducing gas emissions to the atmosphere, 
reconstruction of the industry structure and introduction of 
clean technologies, as well as the construction of new cities 
connected by the system of high speed train. Author’s note.

Fig. 4.1. Number of cities in Chinese provinces in the years 1950–2015 with  
a population of over 1 million and more.

Source: Szymańska D., Wylon M., 2020
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live in cities that will generate about 75% 
of national GDP.

The data regarding Poland indicate 
that this trend plays a significant role 
in generating Polish GDP. According to 

the global PwC6 network data, around 
16.1 million people, or 42% of the entire 
Polish population, live in 12 metropolitan 
areas formed around the largest cities  
(Figure 4.2), generating as much as 
55% of Poland’s total GDP. Moreover, 

⁶A global network of companies providing accounting, auditing 
and consulting services. It belongs to the so-called Big Four 
of audit companies (alongside Deloitte, EY and KPMG). It has 
been operating in Poland since 1990. Author’s note.

Figure 4.2. Population of the largest cities and metropolitan areas in Poland
Source: Own study based on: PwC (2019)

Figure 4.3. GDP of the largest cities and metropolitan areas in Poland
Source: Own study based on: PwC (2019)



35

76% of all Polish IT companies and  
a vast majority of companies in the area 
of innovation and new technologies 
are located in the metropolitan areas 
in question. GDP generated in 12 
metropolitan areas only in the last  
4 years has increased from 46% in the Upper 
Silesian-Zagłębie Metropolis to 118% in the 
Wrocław Metropolis, and, economically, 
the fastest-growing metropolises in this 
period were Wrocław, Rzeszów, Warszawa 
and Kraków – cities of various size, location 
and different development conditions 
(PwC, 2019).

Undoubtedly, a megacity is a challenge 
for the state within which it has developed. 
According to experts, a megacity lives its 
global rhythm, strongly influences the 
structure and hierarchy of the settlement 
network and often develops at the expense 
of the environment. What is more, on one 
hand the increase in population brings 
new development opportunities, improves 
education and public services, but on the 
other – it causes many problems in the 
labor market, housing, infrastructure, 
energy supply, as well as security, let alone 

the increase in poverty, the spread of slums 
and the degradation of urban environment 
(Szymańska, 2013).

In expert opinions, over the next two 
decades a more and more common  
tendency to implement the idea of smart 
cities7 will be a rational way to eliminate 
adverse manifestations of developing 
megacities, and also the entire urbanization 
process. Generally speaking, an intelligent 
city (a smart city or a city of the future) is 
a combination of intelligent use of modern 
technologies and innovative systems 
(which facilitate the management of 
⁷There is no single definition of a smart city in domestic and 
foreign literature. Attempts to define it are made by numerous 
researchers and practitioners, who unfortunately understand 
the concept differently depending on which element of the city 
life they pay more attention to. Nevertheless, experts noticed 
that a smart city should be viewed as a complex aggregate of 
factors in which they are analyzed, such as: the condition of 
hard infrastructure and its care for the natural environment; 
accessibility and use of information and communication 
technologies (ICT) by both residents and public administration; 
quality of human and social capital expressed by the presence 
of the creative class, the level of education and the ability 
to produce knowledge spillover, i.e. the phenomenon of 
productive concentration and knowledge exchange through 
intense face-to-face contacts of city residents. In addition, 
according to experts, urban intelligence should be measured 
by its participatory management, smart economy, smart 
urban mobility, smart strategies in relation to environment 
protection and natural resources management. Author’s note.

Figure 4.4. Smart city components in relation to infrastructure
Source: globalconstructionreview.com [access: 16.12.2019]
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individual agglomeration functions) with 
the potential of institutions and companies 
as well as the creativity and enthusiasm of 
citizens. Therefore, the city of the future 
creates a space where creative citizens use 
modern technologies in a way that serves 
the development of the entire community 
(Szymańska, Korolko, 2015).  

According to many experts, smart 
cities will pose an opportunity, and also 
a big challenge to humanity by the 21st 
century. This is important because not only 
the number of city dwellers, but also the 
number of cities and large metropolises 
is constantly increasing. It is estimated 
that in less than 40 years almost 80% of 
the world’s population will live in cities, 
which will significantly worsen the state 
of the environment, comfort of life or 
safety. The implementation of all possible 
undertakings by 2035 using the latest 
technologies should definitely minimize 
these effects. What is more, one should not 
fight the city as a civilization phenomenon, 
but one must take up the fight against 
urbanization problems.

Security implications

•  The number of cities over 100,000 
residents is constantly increasing. 
In less than 70 years, the number of 
these cities increased from 875 in 
1950 to 4,200 in 2017. It is estimated 
that the number of cities in this size 
category doubles every 35 years.

•  According to the UN, in 2025 around 
20% of the world’s urban population 
will be concentrated in developed 
countries, the remaining 80% will 
live in developing countries. The 
spatial polarization between the old 
and the new wave of urbanization 
will deepen and the dominance of 
underdeveloped and developing 
regions in determining the 
contemporary image of urbanization 
will occur.

•  Contrary to the global tendency to 
address differences in the level of 
urbanization of countries and regions 
in the world, territorial contrasts will 
probably increase by 2035, including 
huge changes in the general system 
and structure of the  world settlement.

•  By 2035, the role of urban areas will 
definitely increase, which due to 
their demographic, economic and 
political potential will be responsible 
for creating the global and regional 
security environment.

•  Megacities/megalopolis, as a form 
of the new era of urbanization, will 
continue to form in all regions of 
the world regardless of their socio-
economic development. Moreover, 
out to 2035 they will become the 
leading links of our planet, the creators 
of a new spatial and urban structure 
of the world, which may constitute 
city-states (sometimes even going 
beyond the borders of states) and will 
play a major role in globalization and 
integration processes.

• The intensive growth by 2035 of cities 
included in the smart city category 
will probably contribute to offsetting 
the effects of urbanization processes, 
including the improvement of natural 
environment, comfort of life and 
safety. The protection of critical 
infrastructure of such a city will be 
the key issue in ensuring the security 
of smart city functioning (due to 
a significant increase in access to 
modern technologies, including 
technologies used in cyber domain) 
out to 2035 and beyond.
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Technology development aspects  
of the security environment

CHAPTER 5

In today's world, no country can 
afford to ignore technology, which 
has become not only an important 

driving force in the lives of citizens, but 
also plays a significant role in shaping 
security. There are many aspects and 
technological challenges that may affect 
human and security environment in the 
future. For instance, the contemporary 
world is characterized by wider autonomy 
of an individual stemming from higher 

education levels, wealthiness and new 
capabilities resulting from technological 
development. 

Modern technologies are a subject of 
numerous analyzes conducted by various 
institutions and organizations, including 
the military ones (NATO, General Staff of 
the Polish Armed Forces) as they currently 
constitute one of the most significant 
factors affecting a human being as well as 
the complex security environment.

Key trends

According to a vast majority of experts, 
the growing level of technological 
sophistication in the coming decades will 
become a dominant trend. It is emphasized 
that the domination of this trend, not 
only out to 2035 but also in the further 
perspective, will be possible thanks to a 
significant growth in the computing power 

of computers, according to Moore’s law1. 
As a result, a growing level of technological 
sophistication will become one of the 
primary determinants of mankind existence 
at all levels, beginning with individual up to 
national. 

It is foreseen that within two to three 
next decades the implementation of the 
artificial intelligence (AI)2, autonomous 
and biomechanical systems, 6G and 
7G technologies, Big Data3, quantum 

¹Moore’s law is used to describe virtually any technological 
progress. Regarding the computing power of computers, it is 
assumed that its potential doubles every 24 months. Author’s 
note.

²According to McKinsey Global Institute report (Bughin, Seong, 
Manyika, Hämäläinen, Windhagen, Hazan, 2019), Europe is 
lagging behind in terms of AI development. It gives way to 
the US as well as China. To make things worse, Poland in this 
regard is one of the EU member states worst prepared for the 
AI wide implementation. In a collated list, Poland has outrun 
only Hungary, Croatia, Greece and Romania. It is also worth 
to note that, according of the authors of the report, AI may 
in a significant way increase productivity without an excessive 
exploitation of employees or halting wages increase. And if 
Europe will develop and implement AI technology based on 
its potential and digital position compared to the rest of the 
world, it would be able to add approx. 2.7 trillion EUR (ca. 20%) 
to its total economic product (this will result in the growth of 
1.4 percent per year until 2030) Author’s note.

³Big Data is the ability to collect and process large amounts of 
data. In 2000, the operation of the most advanced processor 
could be compared to the level of thinking of a spider; today 
these are numbers close to the skills of the mouse brain. If 
work on improving processor performance continues, it is 
assumed that by 2023 some computers will have capabilities 
similar to the human brain, and by 2045 they will exceed 
100,000 times. In 2000, 25% of the information in the world 
was digitally processed, today it is 98%. It is expected that by 
2035 there will be 20,000 times more information saved and 
transmitted digitally. Author’s note.

Our future is a race between the growing power of our  
technology and the wisdom with which we use it. Let’s make 
sure that wisdom wins.

Stephen Hawking
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information science4, robotics,  
nanotechnology, 3D and 4D printing 
technology, chemistry, biotechnology 
as well as fast progress of humanoid 
technology5 and genetic engineering 
will allow significant upgrade to a new 
level of day-to-day human existence 
in technologically advanced reality of 
tomorrow. 

As a consequence, one could state 
that in the next two or three decades a 
considerable growth in employment of 
robots for commercial or military use will 
take place. It is expected that in 2035 robots 
and automatically controlled systems (i.e. 
devices capable of performing complex 
tasks without direct human involvement) 

⁴It is estimated that the use of quantum computing out to 
2035 will fundamentally revolutionize information processing 
methods. Although it is difficult to specify the principle of 
operation and the exact structure and content of a quantum 
computer, if the work on quantum computer science reaches 
an advanced level, its use can become a revolutionary mean 
of ensuring cyberspace security. This will be achieved by 
using quantum cryptography as a guarantee of security 
information. Some experts believe that quantum computing 
will, paradoxically, make it possible to crack virtually any code 
and prevent encryption of messages. Author’s note.

⁵The purpose of humanoid technology is to create a robot 
whose shape will resemble a human body to the maximum 
extent possible. Author’s note.

will become as common as computers are 
today. It is also likely that automatically 
controlled systems will replace people 
in their present jobs, performing the 
same tasks with higher productivity and 
effectiveness. This in turn may lead to a 
mass unemployment as well as an increase 
in social unrest. Facing such a dynamic 
technological development, human 
relationships may suffer from setbacks 
resulting from e.g. robotized imitation of 
human emotions and behavior. According 
to the forecasts, more sophisticated 
capabilities of robots will change the nature 
of warfare. It is probable that in some 
countries by 2035 a significant number of 
the Army, Navy and Air Force personnel 
will be replaced by robots. Nevertheless, 
in Western countries military decisions 
will remain a human competence, mainly 
because of ethical reasons. 

Apart from positive aspects of the 
access to advanced technology, experts 
emphasize that a number of threats 
may lead to catastrophic changes within 
countries’ structures, societies, as well 
as ethical and law regulations, and 

Table 5.1
Technology – key trends in the security environment 

Source: DTC own study
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consequently, the destabilization of 
security, on a local and global scale. It is 
estimated that an increase in crime rate, 
espionage acts and cyber-attacks in the 
civilian, industrial and military areas may 
take place by 2035. The neutralization of 
the above will require the employment of 
far more advanced solutions. 

A significant security threat, which is  
a consequence of the growing 
dissemination of modern technologies, 
will also be the loss of technological 
advantage of state actors over non-
state actors and potential opponents. 
What is more, widespread digitization 
of societies on a global scale, universal 
access to information exchange means 
and a rapid increase in computing power 
will also support the development of new 
technologies, allowing rapid collection, 
analysis and distribution of data necessary 
to make decisions.

In the light of threats resulting from the 
development of modern technologies, it 
is worth emphasizing that by 2035 in the 
area of technological development there 
will be a significant increase in the role of 
the commercial sector in relation to the 
state sector in the further technological 
growth of the societies of tomorrow. It is 
estimated that this will be a consequence 
of a lower growth rate of expenditure on 
research and technology development 
in state-owned entities (as opposed to 
commercial entities). Already today, 
experts note the loss of state monopoly in 
access to the latest technologies (including 
space technology), which carries a serious 
threat at an economic and military level 
for governments on a regional and even 
global scale. In this regard, it is assumed 
that in 2035 the determinant of the state’s 
potential will no longer be economy, 
population or geographical conditions, but 
the possession of advanced technologies 
giving economic and military advantage.

Further "connecting" to the Internet 
by all countries in the world will remain 

an important security issue out to 20356. 
This will support the further development 
of the global network. At the same time, 
some of the countries (North Korea, Russia 
or China) will strive to significantly limit 
access to global networks by building 
so-called intranet networks. Apart from 
the above, it is estimated that in the 
next decades of the 21st century, further 
development of global networks will 
be mainly due to economic, scientific 
and social reasons. In this regard, it is 
assumed that as long as the development 
of IP-based ICT networks is profitable, it 
will progress and ultimately replace the 
existing communication channels, e.g. 
landline telephones (Kwiatkowska, 2014).

Security implications

•  The progressive dependence of the 
functioning of state elements on new 
technologies may reduce resilience 
and undermine state structures 
(increased threats in the cyber 
domain). Probably, the advantage in 
cyberspace, out to 2035, will often 
determine the success of military 
operations.

•  By 2035, there may be an increase in 
human capabilities, e.g. due to genetic 
modifications, implanted sensors 
and computer devices (increased 
situational awareness, health 
monitoring and the ability to change 
human physiological and mental 
states to increase performance and 
immunity).

•  By 2035, the use of robots in the 
functioning of states and societies will 
increase significantly. 

•  Brain-controlled machines will reach  
a higher level of complexity, and 
brain-to-brain communication is likely 
to become possible in 2035.

⁶Even despite the fact that in many of them, mainly those 
ruled autocratically (North Korea, Russia or China), there are 
restrictions on the access of citizens to its resources. Author’s 
note.
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•  Further development of global 
networks may lead to gradual 
disintegration of traditional values 
or even communities, which will 
be replaced by so-called global 
culture (this will apply to both virtual 
solutions, i.e. existing in ICT and 
technological networks). 

•  The development of modern 
technologies out to 2035 will 
probably contribute to the increase 

in the use of e.g. autonomous and 
unmanned systems by the military 
and the private sector, while 
reducing their production costs. 
The consequence of this may be  
a change in the way of conducting 
future military operations, where 
military decisions will still be made 
by man, but real actions can take 
place without the direct presence of 
soldiers on the battlefield. 
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Natural environment and security

CHAPTER 6

Security issues with respect to the 
natural environment are largely 
dominated by climate change 

and its far-reaching and parallel effects. 
Scientific seminars, analyzes conducted by 
the Intergovernmental Panel on Climate 
Change (IPCC), the literature review, as 
well as consultations and interviews with 
experts allowed the authors of the study to 
assume that as a result of climate change 
out to 2035 there will be an increase both 
in air temperature of land and sea areas, 
as well as in the temperature of ocean  
waters. Sea ice, Arctic glaciers and both 

ice sheets will melt, which will increase 
sea levels and change the distribution of 
precipitation. In addition, this change will 
also affect natural ecosystems and human 
habitats, agriculture, water systems and an 
increase in the threat to national security 
in the context of widespread negative 
weather phenomena.

The above disturbances caused by 
climate change are likely to lead to the 
intensification of existing tensions in the 
social, political and economic sphere 
by 2035. That is why climate change is 
often referred to as "threat multiplier". It 
is estimated that despite the increasing 
global warming process in many regions 
of the world, including in a large area of 
Europe, the risk of so-called cold weather 
will not disappear for at least 3-4 decades. 

This may result in a short-term (from 
several days to 3-4 weeks) paralysis of 
economic and social systems, which due 
to global warming will "remove" from 
memory the need to prepare the economy, 
the state and the society to typical winter 
conditions.

Key trends

The vast majority of experts 
unanimously identify climate change as 
a major environmental trend affecting 
security. Researchers' opinions differ only 
in the assessment of what causes this 

change. It is believed that it is caused by 
the influence of both natural factors (the 
influx of solar radiation, volcanic activity, 
internal variability of the climate system) 
and anthropogenic (sulphate aerosol, 
greenhouse effect).

The currently observed (and anticipated 
out to 2035) environmental and climate 
change includes an increase in temperature 
in all seasons, slight changes in the amount 
of precipitation manifested by a slight 

Solving the problems associated with waste 
disposal consists primarily in changing 
the way they are perceived. Instead of 
a troublesome problem, they should be 
seen as a new, rich, fast renewable energy 
source (Wojtasik, 2019).

It is time to understand that nature without man will exist, 
but man without nature will not.

Aristotle
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Table 6.1
Natural environment – key trends in the security environment 
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Source: DTC own study
emissions (CO2, CH4, N2O) is assumed. 
An increase in temperature on Earth will 
cause: 

 ෙ glaciers melting, permafrost thawing, 
and limiting the extent and duration 
of sea ice;

 ෙ global ocean level rise from 0.2 m to 
2.2 m, even before 2050;

 ෙ increasing incidence of extreme 
weather phenomena: hurricanes, 
heavy rainfall, floods, droughts, 
storms, as well as tsunamis;

 ෙ a decrease in agricultural production 
in the tropics and its potential increase 
in temperate zones; 

 ෙ changes in the species composition 
of certain ecosystems, such as forests 
and coral reefs;

 ෙ potential increase in the areas where 
such diseases as salmonella, malaria, 

increase in rainfall from autumn to spring 
and a decrease in summer, shorter duration 
and reduction of snow cover, and also 
an increase in water vapor pressure with  
a decrease in relative humidity. Changes 
in average values are and probably will be 
accompanied by changes in the frequency 
of extreme phenomena, probably towards 
greater intensity. Repeated heat waves, 
but also prolonged dry and humid periods 
can be particularly severe.

According to experts, the impact 
of climate change can be considered 
both on a global and regional scale. On 
the global scale, the expected climate 
changes predicted in climate models 
(provided e.g. by the IPCC) show an  
increase in the Earth’s average temperature 
by 2100 from 1.10⁰C to 6.40⁰C. Such large 
differences result from the adoption of 
various scenarios in which the level of 
increase or reduction of greenhouse gas 
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cholera and other tropical diseases 
are common.

Moreover, a further increase in the 
concentration of greenhouse gases (mainly 
CO2) in the atmosphere may result in:

 ෙ changes in the dynamics of air 
circulation affecting local and regional 
climate in various parts of the world 
and the course of sea currents;

 ෙ changes in the precipitation regime 
directly affecting the state of water 
resources in various parts of the globe.

When presenting the above forecasts 
and anticipated effects of climate change, it 
should be remembered that they are based 
on hypothetical scenarios offering a limited 
level of certainty (credibility) of research 
results. This does not mean, however, that 
making the right decisions and actions to 
limit the effects of changes and adaptation 
to them should be abandoned (Lorenc, 
2012).

The work carried out by the State 
Hydrological and Meteorological Service 
shows that the greatest negative impacts 
of climate change can be expected in 
water management (local water deficits), 
agriculture (decrease in soil moisture 
resources) and forestry. Serious changes 
are also observed in the chemical 
composition of the atmosphere. However, 
it is difficult to predict what the response 
of ecosystems to these changes will be.

An increase in the frequency of 
natural disasters1 is also to be expected. 
These, in turn, can cause human-
made disasters2. It may lead to  
¹Natural disasters include: hurricanes and storms, weather 
anomalies, epidemics and epizootics, prolonged drought and 
fires, floods, etc. Author’s note.

²Human-made disasters include: road, rail, sea and air transport 
disasters; mining disasters; construction disasters (collapses of 
buildings); machinery and equipment failures in plants and 
technical infrastructure failures (water supply system, gas 
supply system, electricity, central heating, sewage system, 
etc.); chemical failures of installations in plants as well as 
during storage and transport; radiation failures and accidents; 
environmental pollution with chemicals; catastrophic 
floodings caused by failures of hydrotechnical structures or 
floods; lifestyle diseases; acts of terror (intentionally causing 
a technical disaster, contamination or infection, placing 
explosives, etc.). Author’s note.

a negative synergy effect in which there is 
a relationship between changes in nature 
and the reaction of technical systems. 

Natural disasters arising both from 
natural processes and from man-made 
ecological disturbances are, and will be in 
the future, a significant source of threats 
to human existence. Importantly, today's 
societies are not prepared for extreme 
natural disasters, the amplitude of which 
exceeds the assumptions adopted for the 
planning of shielding systems. However, 
it is estimated that by 2035 significant 
changes may occur in this area.

Security implications

•  It is estimated that by 2035 there 
will be a significant deterioration 
of hydrometeorological conditions, 
which will result in longer rain-free 
periods, interrupted by sudden and 
heavy rainfall. In addition, as a result of 
this process, the level of groundwater 
will decrease, the duration of snow 
cover retention and its thickness will 
shorten, and the evaporation process 
will intensify, which will reduce the 
country's water resources.

•  Further global warming will shift the 
areas of intensive cultivation to the 
north, the progressing desertification 
of some regions of the Earth, especially 
those in the subtropical and tropical 
zones. Therefore, there should not 
be any problems with food supply 
in Poland. Difficulties with growing 
some crops and raising livestock can 
be offset by better yields from other 
crops (e.g. corn).

•  Rain-free periods as well as 
degradation of water reservoirs, even 
today, cause problems with access to 
water – both to drinking water and for 
technical purposes. In Poland, it may 
affect, among others, the location and 
operation of a planned nuclear power 
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plant, which requires huge amounts 
of good quality water for a proper 
functioning.

•  Progressing global warming is opening 
the Arctic region more and more to 
various activities, for example: oil, gas 
and mineral extraction; exploration; 
hunting; tourism carried out by 
countries located in the vicinity of the 
Arctic and those outside the Arctic. 
The consequence of melting ice in 
the Arctic will be the use of so-called 
Northern Sea Route for the transport 
of goods, including military supplies, 
as well as gas from Russian LNG ports. 
This gives the Russian Federation new 
opportunities to sell fossil fuels, and 
thus increase state revenues.

•  The need to increase the capacity to 
cope with climate change by 2035 
(implementation of appropriate 
measures to adapt to changes, as well 
as preparation of infrastructure and 
equipment) may lead to a change in 
the structure of state expenditure 
– these funds may be redirected to 
measures mitigating the effects of 
climate change. The change in this 
structure will also be affected by 
violent storms, tornadoes, droughts 
and floods occurring in Poland, which 
cause losses among people, crops and 
infrastructure.

•  The increasing likelihood of natural 
disasters may contribute to the 
more frequent use of armed forces 
to carry out humanitarian tasks 
(implementation of crisis management 
tasks). Undertaking civil-military 
cooperation in combating the effects 
of these disasters requires somehow 
greater understanding and trust 
between civilian actors (including 
non-governmental stakeholders) and 
military actors to ensure strategic 
coordination, planning and disaster 
recovery, as well as humanitarian 
support.

•  Na-tech (natural and technical) 
disasters, of a negative synergistic 
nature, which often exceed the natural 
boundaries of their formation will 
continue to pose a significant threat to 
the population of entire regions. This, 
in turn, will force the need to take into 
account the risk of disasters through 
the prism of urbanization (see the 
Fukushima Daiichi nuclear disaster as 
a result of an earthquake).
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The conclusions of the analyzes carried out in six thematic areas identified for the 
purposes of the NUP 2X35 campaign show that the current and future security environment 
will be characterized by high dynamics of changes and uncertainty as well as the occurrence 
of a number of threats. The world in 2035 will probably be more complex than it is today. 
Many trends will interpenetrate, resulting in a comprehensive range of changes and effects 
such as:

 ෙ major changes in world politics,

 ෙ changes in the functioning of individual communities and all humanity,

 ෙ dynamic technology development,

 ෙ implementation of numerous innovations,

 ෙ rise in the level of satisfaction of human needs by the global economy,

 ෙ care for the environment.

It is estimated that these changes will lead to the formation of a future, extremely 
demanding security environment characterized by a much wider range of threats and 
challenges, and the role of the state in this situation will be maintaining readiness to 
respond to these challenges and threats.

The NUP 2X35 campaign is one of the activities aimed at developing the ability to 
identify the conditions for the future security of the state and the requirements that the 
Polish Armed Forces would face. In subsequent cycles of the NUP 2X35 campaign, efforts 
will be made to determine the impact of identified factors and trends in the security 
environment on the operational environment and the way the Polish Armed Forces will 
conduct operations with the application of heuristic forecasting methods (Górka, 2019; 
Lis, Ćwik, 2019) and scenario forecasting based on wargaming. The work will be continued 
in inclusive working groups integrating experts from various scientific disciplines exploring 
the forces and processes in the security environment of the Republic of Poland.

To sum up, we hope that the results of analyzes carried out as part of the NUP 2X35 
campaign will be an inspiration to continue the extensive expert debate on the challenges 
for national security and will contribute to increasing public awareness in this area.

Conclusion
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Annex 1

Security environment trends and implications 

identified in the NUP 2X35 campaign

THEMES TRENDS IMPLICATIONS

G
EO

PO
LI

TI
CS

Multipolarity and polycentrism of 
the world/redistribution of military 

and economic power

•	 emergence of the multipolar political world order
•	 asymmetric challenges
•	 transfer of influence, strengthening of position and economic 

growth of Euro-Asian countries
•	 increasing role of individual and non-state actors
•	 vulnerability of society to manipulation
•	 distrust to authorities, growth of antagonism and ideological 

disputes
•	 emergence of parallel societies
•	 decreasing position of world powers
•	 growing importance of private sector and NGOs
•	 growing responsibility for own security
•	 loss of national identity
•	 undermining of universally legitimate norms

Globalization

Shift of the center of gravity from 
the West to Asia and the Southern  

Hemisphere

Increasing influence of non-state 
actors on national and international 

affairs

Polarization of society/growing  
public resentment

Challenge in management of states

Identity and role of the state

EC
O

N
O

M
Y 

AN
D 

N
AT

U
RA

L 
RE

SO
U

RC
ES

Globalization of financial markets

•	 increase of disappointment over the financial system
•	 limited transparency of financial transactions
•	 economic interdependencies on financial markets
•	 availability and use of natural resources 
•	 close connection between access to natural resources and 

crises and conflicts in the international arena
•	 provoking social conflicts and polarization
•	 increase in defense expenditure
•	 maintaining NATO’s credibility, durability of collective defense 

and deterrence potential 
•	 shift of the economic center of gravity towards Asia  

and the Pacific region
•	 price increase and disruptions of the supply of resources  

to Poland
•	 establishing new economic relations and stronger cooperation 

with the emerging economic powers

Imbalance of global power

Emergence of new strong  
economies of developing countries       

Geopolitical role of natural resources

Increase of economic inequalities 

Challenges in the Western defense 
expenditure



54

Source: DTC own study

THEMES TRENDS IMPLICATIONS

SO
CI

ET
Y

Demographic change/global  
population growth/ageing  
populations in developed  

countries

•• decrease in the number of people of working age
•• decrease in manpower for the needs of the mobilization of the 

Polish Armed Forces
•• change in the position of older people on the labor market 
•• lack of confidence in existing power systems 
•• national, religious or economic conflicts
•• emergence of parallel societies
•• spread of infectious diseases
•• weakening of the position of the Catholic Church in Poland
•• supplanting the Christian tradition with another religion

Population migrations

Polarized societies

Secularization in the context of 
cultural changes

U
RB

AN
IZ

AT
IO

N

Significant acceleration of the  
urbanization process/growing  

role of urban areas

•	 increase in the number of cities above 100,000 residents
•	 deepening of the spatial polarization between the old and the 

new wave of urbanization 
•	 dominance of underdeveloped and developing regions in  

determining the contemporary image of urbanization
•	 intensification of territorial contrasts
•	 transformation of the general system and structure of world 

settlement
•	 increased importance of urban areas in creating the security 

environment on a global and regional scale
•	 megacities as centers of globalization and integration  

processes
•	 smart city as a leveler of the effects of urbanization processes

Intensive development of  
megacities, including smart cities

TE
CH

N
O

LO
G

Y 
 

DE
VE

LO
PM

EN
T

Growing rate of technology advance
•• rapid technology development posing an interoperability  

challenge
•• growing legal and ethical concerns
•• technology access allowing destructive behavior
•• uncontrolled technology access posing challenges for existing 

structures
•• commercial sector actions preceding solutions applied by  

governments
•• need for the protection of critical civilian infrastructure
•• adversary use of global networks for dissemination of fake or 

misleading information

Widespread employment  
of modern technologies

Growing role of the commercial 
sector in further technological 

development of societies of  
tomorrow

Global Network development

N
AT

U
RA

L 
 

EN
VI

RO
N

M
EN

T Environmental/climate change
•• deterioration of hydrometeorological conditions
•• shifting of intensive cultivation areas
•• problems with access to water
•• opening of the Arctic region
•• increased energy demand
•• use of armed forces to carry out humanitarian tasks
•• triggering technological disasters (failures)
•• occurrence of weather extremes

Natural disasters
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