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In the next issue of the Bulletin of the Academic Centre 

for Strategic Communication you will find, among others 

expert analyses on the implementation of StratCom into 

NATO operations and the further part of considerations 

on the final shape of the social communication corps  

in the Polish Armed Forces.

 

We also discussed how to reconcile the freedom of speech 

on the Internet with the security of all of us. In this new 

issue you will read the article on the ways of conducting 

narratives by territorial defense forces, especially in the 

time of fighting a pandemic. We constantly encourage  

everyone close to the subject of communication  

to cooperate. We are waiting for your messages  

acks@akademia.mil.pl.
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In this issue
RESIST – a British idea for MDMI

Is it still a “close-quarters combat”?

Disinformation is discussed by experts as 
often as “StratCom” or “hybrid warfare”. 

A potential reason for this is the oversatu-
ration of the media space with continually-
-appearing disinformation remedies ‒ and 
that’s a good thing. In this case, it is impos-
sible to “kill anybody with kindness”, which 
means, more or less, that we should always 
and everywhere talk about disinformation 
and its harmfulness, and emphasise at every 
opportunity how dangerous, omnipresent 
and, unfortunately, effective it is.

Over the centuries, we have become ac-
customed to the demonstration of physical 
potency, and to the physical clash of war-
riors, knights, lancers and soldiers. Howev-
er, moving from the “rambo” era to the era 
of computerisation and the omnipresent 
“cyber-”1, the method of fighting has also 
been “modernised”. A dedicated expert in 
fighting in the virtual information space 
can be as effective in causing damage as 
a soldier trained in the field. The arena of 

1 Meaning the “cyberneticization” of the real 
environment and transferring it into the virtual 
realm.

struggles has opened up in a  new space 
and the focus of the aggressor states’ ef-
forts has been placed on creating a  threat 
in the information layer. Russia’s anti-civil-
ian assault on Ukraine undeniably proves 
that the factors of destruction can be of 
two kinds, i.e., kinetic attacks with proper 
equipment and non-kinetic attacks with 
(dis)information. In the light of the initia-
tives that are essential for fighting the battle 
in the information space, including coun-
tering disinformation, the fundamental 
problem to be solved remains the question 
of the method or appropriate tools. 

The Ministry of National Defence 
commenting on disinformation

Mariusz Błaszczak, Deputy Prime Minister 
and Minister of National Defence: 
1. “Threats are posed by fake news, disin-

formation and lies that are presented as 
the truth. We must be prepared to ex-
pose such lies to show that they merely 
serve the aggressor’s interests”.2

2 https://wiadomosci.dziennik.pl/wydarzenia/
artykuly/8427136,mariusz-blaszczak-wojsko-woj-
na-ukraina-rosja-bialorus-dezinformacja.html

Lt. Col. Tomasz Gergelewicz
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2. “My job, as the Minister of National De-
fence, is to ensure security, both in the 
military and information dimensions. 
We are mindful of the fact that disin-
formation is a very important element 
in Russia’s war doctrines. As a result, we 
have taken measures to counter disin-
formation. Our task is to create mech-
anisms to distinguish true information 
from false one ‒ mechanisms to counter 
disinformation, to counter fake news”3.

3. “Disinformation is one of the great-
est modern threats; although it is not 
a weapon in the traditional sense of the 
term, it is just as dangerous”4.

4. “When used efficiently, disinformation 
can do great damage”5.

Agnieszka Glapiak, Director of the Oper-
ational Centre of the Minister of National 
Defence, Director of the Academic Centre 
for Strategic Communication: 
1. “Disinformation affects us all and often 

spreads beyond our control. We all give 
in to it and can unknowingly spread it”6.

2. “We are launching the campaign be-
cause we want to make the public aware 
of how often we confront disinforma-
tion and what we should do to tackle it. 

3 https://www.wojsko-polskie.pl/aszwoj/arti-
cles/aktualnosci-2/ruszyla-ogolnopolska-kampa-
nia-fejkoodporni/

4 https://www.pap.pl/aktualnosci/news%2 
C1064403%2Ckampania-fejkoodporni-szef-mon 
-dezinformacja-rownie-niebezpieczna-co

5 http://polska-zbrojna.pl/home/article-
show/36330?t=Polacy-podatni-na-dezinformacje

6 https://www.wojsko-polskie.pl/aszwoj/arti-
cles/aktualnosci-2/ruszyla-ogolnopolska-kampa-
nia-fejkoodporni/

We need to think about the source of 
information and whether we are being 
manipulated”7.

3. “Disinformation does not like the truth, 
bending the truth, and we should do 
everything to see this truth, promote 
it and share it”8.

4. “We are well aware of what is happen-
ing beyond our eastern border. Each 
day soldiers are subjected to all sorts of 
disinformation and have to fight with it 
(...). Our objective is to make the local 
community aware of how to tackle this 
disinformation, and how to become re-
silient”9.

RESIST – time for a toolbox

The UK government, together with its 
overseas partners, has been actively taking 
steps to tackle disinformation. These efforts 
have resulted, inter alia, in establishing the 
RESIST toolbox, which is aimed at sup-
porting institutions and organisations in 
counteracting adverse phenomena in the 
information space. RESIST reflects the new 
reality of threats originating from a broadly 
construed misleading of information space 
actors with correct information that has 
been accidentally distorted, information 
that is deliberately untrue, or correct infor-
mation that has been deliberately distorted 

7 http://polska-zbrojna.pl/home/articleshow 
/36330?t=Polacy-podatni-na-dezinformacje

8 https://www.wojsko-polskie.pl/aszwoj/arti-
cles/aktualnosci-2/ruszyla-ogolnopolska-kampan-
ia-fejkoodporni/

9 https://portal-mundurowy.pl/index.php/com- 
ponent/k2/item/15634-razem-przeciwko-dezin-
formacji
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(mis-dis-mal-information ‒ MDMI)10. RE-
SIST explores new ways that both govern-
mental and non-governmental actors can 
use to effectively identify and tackle disin-
formation. This toolbox adopts a systematic 
approach to supporting the creation of public 
and individual resistance to disinformation11. 
RESIST aims to reduce the adverse impact 
of MDMI targeting the public and national 
interests. Generally speaking, all anti-disin-
formation tools have one common objective, 
i.e., to make the public aware of the fact that 
disinformation exists and of the need for crit-
ical and unfettered thinking that will allow 
them to independently assess the credibility 
of information and to make independent 
decisions. 

RESIST is made up of the names of con-
secutive elements that, when put together, 
form an anti-disinformation package:
RECOGNIZE

The first element of RESIST is recognize. 
It explains the difference between individu-
al components of MDMI: unintentionally 
false information (misinformation), delib-
erately false information (disinformation) 
and manipulation of fact (malinformation). 
RESIST proposes a checklist that can be 
used to determine whether a piece of in-
formation may be false and harmful, and 
how to classify it.

10 More on: https://www.mediadefence.org/eread-
er/publications/introductory-modules-on-dig-
ital-rights-and-freedom-of-expression-online/
module-8-false-news-misinformation-and-propa-
ganda/misinformation-disinformation-and-mal-in-
formation/

11 Alex Aiken, Government Communications 
Executive Director.

EARLY WARNING
The second element is early warning. 

It offers an overview of available tools for 
monitoring the media environment. It ex-
plains how to identify areas of an organisa-
tion that are vulnerable to disinformation, 
allowing key vulnerabilities to be monitored 
by outlining targets, audiences, images and 
information, and determining the degree of 
vulnerability to disinformation 
SITUATIONAL INSIGHT 

The third element is situational insight. 
It explains how the communication process 
actors can transform information into an 
in-depth analysis providing the basis for 
response. It was pointed out that such anal-
yses can be carried out on an ongoing ba-
sis (daily, weekly, etc.) or on ad hoc, i.e., in 
response to some specific emerging risks. 
IMPACT ANALYSIS

The fourth element is impact analysis. 
It explains how message senders can use 
analyses to predict the likely adverse impact 
of disinformation. It highlights the impor-
tance of specific processes and justifies the 
need to follow them so that assessments are 
objective and not based on instinct or “gut 
feeling”.
STRATEGIC COMMUNICATION

The fifth element is strategic commu-
nication. It details the key skills that mes-
sage senders should use when developing 
and implementing communication strate-
gies. It explains how message senders can 
make their content reach and influence 
their recipients. It outlines different ways 
of undertaking communication activities, 
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i.e., proactive, reactive or proactive, and 
details how message senders can evaluate 
and implement these strategies in various 
situations.
TRACKING EFFECTIVENESS

The sixth element is tracking effective-
ness. It outlines the validity and usefulness 
of measuring the degree of effectiveness of 
activities undertaken as part of strategic 
communication. It also proposes examples 
of indicators that can be used to determine 
the effectiveness of communication activi-
ties in relation to the objectives set.

When using RESIST to tackle disinfor-
mation, it is worth noting the proposed 
FIRST model describing the five most 
common elements of disinformation that 
should be analysed as first. It is a set of ques-
tions to ask oneself in order to get closer to 
the truth and to be able to look at informa-
tion more critically.
1. Fabrication 
 Is any content manipulated? For exam-

ple, a forged document, a manipulated 
image or a deliberately modified quote.

2. Identity
 Does anything indicate a hidden or mis-

leading source, a fake social media pro-
file, behaviour or actions inconsistent 
with the author’s profile or account?

3 Rhetoric
 Is any specific tone applied or the man-

ner in which the content is communi-
cated? Are false arguments used to heat 
up the discussion? 

4. Symbolism
 Is there a purpose of achieving an unre-

lated objective through the issues raised, 

the topics addressed, the arguments 
used, and the symbols invoked? This 
may include historical examples taken 
out of context, unrelated facts used to 
justify the thesis put forward, or an im-
proper use of statistics.

5. Technology
 Have modern technologies been used 

as an attempt to manipulate or mislead 
the recipient (such as deepfake12)? Ex-
amples include the use of bots to extend 
the reach of the message or the use of 
machine-generated texts.

RESIST helps you understand 
communication

The RESIST package explains the differ-
ences between traditional and digital com-
munication methods. It discusses in detail:
– proactive communication measures 

taken as an attempt to tackle MDMI 
before it is disseminated. These proac-
tive communication activities are about 
raising the awareness and shaping the 
information environment to mitigate 
risks of harm to the public. The task of 
proactivity is to raise public awareness 
and “pre-shape” the information envi-
ronment;

– reactive information activities, which 
involve countering potentially harmful 
messages, narratives, involved parties or 
their targets. Reactive communication 
activities enable the public to evaluate 
information fairly by juxtaposing falsity 
with the truth. They are aimed directly at 

12 Read more in the special issue of ACSC Bul-
letin No. 2/2021.
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combating disinformation and rebuild-
ing the information environment.

RESIST – virtual HK 41613

The fact that disinformation is evil, effec-
tive, deceitful and ruthless, as well as preys 
on our ignorance and gullibility, is known 
to anyone who has hurriedly withdrawn 
money from an ATM in 2022 or stood in 
hours-long queues for fuel, filling up an ex-
tra jar. As we read: “An ATM has a limited 
capacity, exactly like an underground petrol 
tank at a petrol station. But how often the 
banknote stock is replenished is a matter 
of logistics programmed for normal pop-
ulation behaviour, not panic behaviour”14. 
This time the price we paid was time and 
stress. We must firmly believe that public 
awareness will increase and that critical 

13 Assault rifle, read more on: https://www.spe-
cial-ops.pl/artykul/uzbrojenie/18252,hk-416

14 https://spidersweb.pl/bizblog/polacy-pani-
kuja-przy-bankomatach-glupie-zachowanie/

thinking will be the first protective umbrella 
against information of questionable quality. 
However, disinformation itself is a much 
broader problem than just fake news. The 
accumulation of non-facts, contradictory 
messages and inconsistent signals under-
mines trust in democratic processes, state 
institutions and the unity of societies. The 
state is looking for ways to protect citizens 
from hostile activities in the infosphere, 
including disinformation, and one of the 
basic elements of building protective com-
petences is the creation or adaptation of 
already existing tools. One tool that can be 
used effectively to counterattack is RESIST, 
which as a package proposes a number of 
practical solutions to counter MDMI. The 
effort to transpose the British solution to 
the Polish infosphere was undertaken by 
the Academic Centre for Strategic Commu-
nication, by starting work on the practical 
use of this tool. 



6

The year of StratCom – about the successes of the 
Academic Centre for Strategic Communication

September marked the one-year anniver-
sary of the “Information Independence” 

conference, with which the Academic Cen-
tre for Strategic Communication (ACSC) 
initiated an open debate on the challenges 
associated with communication manage-
ment and cooperation between the media 
and public institutions. Experts from the 
scientific community, journalists, and re-
presentatives of the Polish Army, public 
institutions and independent think-tanks 
exchanged experiences, discussing the issu-
es of identifying hybrid threats, countering 
disinformation and communication in cri-
sis situations. Although the conference was 
held in a stationary mode, it attracted more 
than 1300 online participants from Poland 
and around the world. It was one of the first 
StratCom-themed events organised on this 
scale. Both the panel discussions and the 
opening speeches laid the foundations for 
future endeavours.

One of them was the awareness cam-
paign announced at the conference under 
the slogan #FakeResistance. The campaign, 
conducted in cooperation with the Oper-
ational Centre of the Minister of National 

Defence (OC MND), was addressed not only 
to soldiers but also to the general public. Its 
purpose was to make the society resilient to 
disinformation and fake news. One of the 
communication tools utilised in the cam-
paign was a video spot, with a specific but apt 
metaphor emerging as its symbol. “The cock-
roach ‒ black beetle (blatta orientalis) ‒ is 
a species of insect. It knows no boundaries, 
no barriers, it wants to breed and spoil 
your life. (...) Fake news is similar. Fake 
news is a genre of information - the most 
malicious one, it mixes truth with lies, and 
it proliferates at a frightening rate when we 
don’t react. It feeds on your emotions and 
prejudices, exploits and manipulates”, the 
speaker warned the viewers.

Kamila Dutkiewicz, Dr Marlena Zadorożna

 Source: The Ministry of National Defence
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The January launch of #FakeResistance 
was accompanied by the presentation of 
a report promoting the awareness of fake 
news and hybrid threats. Indeed, already 
three months earlier, in response to the 
situation on the Polish-Belarusian border, 
the ACSC had commenced developing 
assumptions to a disinformation vulner-
ability survey. The survey, ordered by the 
ACSC and conducted by the Institute of 
Market and Social Research (IBRiS), was 
completed in December 2021, i.e., just af-
ter the end of the state of emergency in-
troduced in some regions of the Podlaskie 
and Lubelskie Voivodeships. Residents 
of these areas were confronted with fake 
news and real information, and then asked 
about their authenticity. Respondents from 
across the country, who formed a separate 
research group, were asked the same ques-
tions. The survey also covered their degree 
of trust in the messages spread on the me-
dia, their knowledge about the situation at 
the eastern border, and their perception of 
potential security threats. In addition, in-
depth interviews were conducted among 
residents of the areas covered by the state 
of emergency, regarding their perception of 
the conflict at the Polish-Belarusian border. 
The results of the study were worrisome ‒ it 
was found that being at the centre of events 
increases vulnerability to disinformation. 
Potential access to “first-hand” informa-
tion eliminates the need to verify in detail 
the media information about what is hap-
pening in the neighbourhood. Moreover, 
regardless of the distance from the place of 
events, Poles do not feel the need to combat 

fake news ‒ even when disinformation is 
identified, most of them do nothing to rec-
tify it. The survey only confirmed the need 
to intensify efforts to build an informed 
and resilient hybrid society. The quizzes 
organised on radio stations regarding the 
negative impact of disinformation and 
ways to counteract fake news aptly fitted 
into this task. The project aroused interest; 
it was both topical and most needed. 
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Combating fake news was also the aim 
of the visits paid by ACSC experts to the 
border towns affected by the crisis situation. 
The visits resulted in preparing a report 
based, inter alia, on the experience of local 
authorities, local community, officers and 
soldiers directly involved in protecting the 
Polish border. The information so obtained 

also made it possible to develop a special is-
sue of “The Bulletin of the Academic Centre 
for Strategic Communication”1 dedicated 
to the situation at the eastern border and 
the impact of disinformation on the per-
ception of the crisis. Bearing in mind the 
need to build awareness in this area, in May 
the ACSC organised a conference entitled 
“Frontiers in Disinformation – the East-
ern Edition” in the Sokółka District Gov-
ernor’s Office. The event was yet another 
element of the #FakeResistance campaign. 
When opening the conference, Mariusz 
Błaszczak, Minister of National Defence, 
emphasised: “To counter disinforma-
tion, we have established an institution 
called the Academic Centre for Strategic 
Communication. During the first sym-
posium, we talked about disinformation 
and, based on these talks, discussions and 
studies, an underlying conclusion can be 
drawn that residents of the areas that 
are attacked, as in the case of the hybrid 
attack carried out by the Belarusian re-
gime precisely on Poland, are subjected 
to particular disinformation pressure”2. 

In addition, during the conference the 
ACSC and the Territorial Defence Forces 

1 Since the inception of the ACSC, the quarter-
ly has covered topics related to communication in 
its broadest sense. In addition, in the English-lan-
guage version, the think-tank prepares “Signal In-
formation”, a publication containing summaries of 
articles, analyses and statements on a  wide range 
of disinformation issues, with their original titles, 
main topics and sources. The digital publication is 
made available on the ACSC website.

2 https://www.gov.pl/web/obrona-narodowa/
musimy-edukowac-i-budowac-odpornosc-na-dez-
informacje (accessed on 1 September 2022).

FOUR WAYS TO REMAIN RE-
SISTANT TO FAKE NEWS

1. Find out who is talking to you ‒ 
who is the author of the of the news? is 
it an authority or an expert? Is it a hu-
man or a bot? What are the intentions?

2. Think about what it says to you ‒ is 
the message emotional, filled with hate 
or pseudo-scientific? Who benefits 
and who loses from the message being 
conveyed? Are data sources given? Are 
they quoted from some other official 
websites? Are they up to date? Is the in-
formation written correctly in Polish?

3. Assess the source credibility ‒ is the 
account and profile on social media 
platforms credible? Check post sharing 
times, credibility of friends and pro-
files of the persons you follow. Does 
the account, profile or information 
portal provide contact details?

4. Think about whether you are be-
ing manipulated or not ‒ whether 
the information deliberately triggers 
bad emotions in you: anxiety, fear, an-
ger, hatred?

IF YOU SEE FAKE NEWS, 
DON’T GET INTO THE  

SWING OF IT

Source: The Academic Centre for Strategic  
Communication
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(TDF) signed an agreement on coopera-
tion in the field of education and training, 
thus enabling the commencement of work 
on the organisation of training courses to 
develop the knowledge and skills of TDF 
soldiers in the area of strategic communi-
cation and civil-military cooperation. 

Although the #FakeResistance cam-
paign was a national initiative, Septem-
ber’s “Information Independence” clearly 
indicated yet another direction for ACSC 
activities. Speakers at the conference in-
cluded representatives of NATO’s Strate-
gic Communications Centre of Excellence 
(NATO StratCom CoE), East StratCom 
Task Force (ESTF) operating within the 
European External Action Service (EEAS), 
the European Centre of Excellence for 
Countering Hybrid Threats (Hybrid CoE), 
and the US Department of State’s Global 
Engagement Centre (GEC). Indeed, the 
meeting offered a broader international 
perspective of strategic communication. 
From the very beginning, the international 

cooperation to popularise StratCom issues 
has been one of the core tasks of the ACSC. 
Already in its second month of operation, 
the think-tank opened for signature a letter 
of intent by the Ministers of Defence of the 
Visegrad Group countries on cooperation 
in the area of strategic communication. 
The document strengthened relations be-
tween academic institutions, including 
the War Studies University, represented by 
the ACSC, the Armed Forces Academy in 
Liptovský MikuláŠ, and the University of 
Public Service in Budapest. The ACSC ini-
tiative was a response to the need to share 
information on StratCom in defence mat-
ters, and thus the need to raise awareness of 
the national, regional and global StratCom 
environment in the V4 countries. Strength-
ening cooperation, the Visegrad Group 
countries have started to consider setting 
up a V4 StratCom Defence Working Group 
to run joint projects in the area of StratCom 
and to share the solutions needed to counter 
disinformation threats. The group held its 
first meeting in December 2021.

At the “Information Independence” con-
ference, the international perspective did 
not resonate only in the panels. The discus-
sion was preceded by the signing of docu-
ments for NATO’s course certification be-
tween the ACSC and the NATO StratCom 
COE. A month earlier, the two institutions 
concluded an agreement in Riga regarding 
bilateral cooperation and the exchange of 
knowledge and experience in the area of 
strategic communication. We did not have 
to wait long for the results of this collabo-
ration. Already in October 2021, an ACSC 

Source: The Ministry of National Defence
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delegation participated in the Instructional 
Design Workshop held in Germany on the 
initiative of the NATO StratCom COE and 
SHAPE. In the following weeks, the ACSC 
provided substantive support to the pilot 
edition of the NATO Communications 
&  Information Activities (Comm&IA) 
Planner Course, taking part in the training 
of officers serving in the NATO Command 
Structure, the NATO Force Structure and 
national commands.

International cooperation proves ef-
fective also in the training initiatives that 
the ACSC has launched since its inception. 
They have resulted in broadening the scope 
of military university curricula by including 
strategic communication topics, and in en-
riching the training services package of the 
War Studies University by including spe-
cialist StratCom courses, such as the Basic 
and Advanced Strategic Communications 
Courses and the NATO Strategic Commu-
nications Course. The opportunity to run 
a NATO-certified course has resulted from 
the think-tank’s effective international coop-
eration. The course is run in English and the 
participants gain knowledge of, for example, 
NATO’s role in the information environ-
ment or the use of strategic communications 
during allied operations and exercises.

In the first half of this year, the ACSC 
experts also conducted training sessions 
for employees of the Polish Armaments 
Group (PGZ) and the Polish State Railways 
(PKP). More and more entities, including 
foreign ones, are expressing their interest 
in participating in the courses, as the ACKS 
delegation could observe, inter alia, during 

a visit to Romania. The need to develop at-
tractive programmes constantly encourages 
the team to expand its own competences. 
A unique experience was drawn from the 
participation of the ACKS members in the 
Basic Analytic Wargaming Course organ-
ised by the US Naval Postgraduate School 
at the European Centre of Excellence for 
Countering Hybrid Threats in Helsinki. By 
creating war games, the students developed 
strategies for communication between state 
institutions and the military in a hybrid 
threat situation. Both the course objec-
tives and the teaching materials can now 
be used in the design of decision-making 
games for studies and courses delivered at 
the War Studies University. 

In March, in response to the adoption of 
the Homeland Defence Act, the ACSC and 
the OC MND organised an expert debate 
with Polish Army commanders and military 
experts. At the inauguration of the project, 
the Minister of National Defence empha-
sised: “Our goal is for the Polish Army to 
number 300 000 soldiers ‒ 250 000 soldiers 
of the operational, professional army and 

Source: The War Studies University
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50 000 soldiers of the Territorial Defence 
Forces. What is happening behind our 
eastern border ‒ Russia’s attack on Ukraine 
‒ shows that we were right about the direc-
tions of the upgrading, and that the Polish 
Army must have more troops”3. The debate 
itself was divided into two thematic panels: 
“Modern Armed Forces” and “Become a Sol-
dier”. The discussion concerned, inter alia, 
the benefits of the Act, the upgrading process, 
structures and conditions of military service. 
The issues under discussion referred to the 
system of acquiring candidates for the mili-
tary service and reserves, the cooperation of 
soldiers with pro-defence organisations, and 
the potential of the TDF. The Head of the 
ACSC, Agnieszka Glapiak, presented a bro-
chure for soldier candidates, which clearly 
outlines the stages, conditions, as well as the 
benefits of joining the Polish Army. 

In the middle of this year, the ACSC came 
out with another initiative, organising a sem-
inar under the theme “Strategically about...”. It 

3 https://www.gov.pl/web/obrona-narodowa/ 
ustawa-o-obronie-ojczyzny---fundament-nowej- 
sily-wojska-polskiego (accessed on 1 September 
2020).

is a series of meetings, interviews and debates 
dealing with defence, strategic communica-
tion and security in both the national and 
international dimensions. The seminars are 
open and the opportunity to ask the speak-
ers questions allows for free interaction 
and exchange of views. The series opened 
with a meeting with soldiers of the 112th 
Independent Territorial Defence Brigade of 
Ukraine, supporting strategic communica-
tion at the tactical level. The guests talked 
about their own organisational and combat 
experience, and the process of forming vol-
unteer units in Kiev. The seminar ended with 
a visit by Ukrainian soldiers to the ACKS 
headquarters and familiarising them with 
the think-tank’s mission and tasks.

The undertakings listed in the text are 
some examples the wide range of activ-
ities that the ACSC has carried out over 
the past year. These initiatives effectively 
stimulated public debate and fostered in-
novative thinking in the field of StratCom. 
In addition, they were a reaction to current 
events and threats emerging in the infor-
mation environment. The next edition of 
the “Information Independence” confer-
ence is also in line with these assumptions. 
This time, the think-tank is directing the 
attention of the supporters of the StratCom 
issues to the informational dimension of 
war and the changes that Russia’s aggression 
against Ukraine has brought in the global 
communication. Therefore, the ACSC once 
again meets the needs in the field of strate-
gic communication, quickly recognising 
and analysing them, and then effectively 
responding to them.

Source: The Ministry of National Defence
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The Ministry of National Defence’s response to 
adolescents’ vulnerability to disturbances in the 

information environment

Disturbances in the information environ-
ment, especially those caused delibera-

tely and in a well-thought-out manner in 
order to induce specific changes in the co-
gnitive sphere of individuals and, as a result, 
to give rise to actual actions in the physical 
dimension of the activity of entire groups, 
are currently at the core of deliberations 
on the potential shape of future societies, 
for which the information environment, 
through its increasing share in our daily 
functioning, is becoming the primary ‒ if 
not the only ‒ source of information and 
knowledge about the surrounding world.

The manipulative (beyond ethically le-
gitimate advertising, including social ad-
vertising) nature of information bubbles, 
online games, social media groups, dis-
information or even hostile propaganda 
poses an even greater threat to democratic 
societies because, due to the extreme vul-
nerability of adolescents to impacts from 
outside their family home hitherto shaping 
their values, it makes young people a priv-
ileged target group. The high value of such 
deliberations can, furthermore, be seen in 
the theory of social communication which 

contains, inter alia, the following two im-
portant theses:

 y The effectiveness of a certain impact is 
the greater the farther the individuals are 
in their views and attitudes from their 
final constitution. In other words, it is 
easier to convince those who have not 
yet taken sides.

 y A worldview once constructed (for in-
stance, as a result of the “natural narcis-
sism” identified by social psychologists) 
will be encased by an individual in an in-
formation bubble in which a dissenting 
opinion will be perceived ad personam 
and treated as a direct attack. This con-
sequently leads to the conclusion that 
changing the attitudes of individuals to 
those that are desirable from the point 
of view of groups, organisations or the 
entire state requires a disproportionate 
amount of effort and resources, so it is 
likely to fail.
Adolescence (which falls mostly in sec-

ondary school), as an extremely import-
ant transition time in human life between 
childhood and adulthood, involves inten-
sified psychophysical, but above all social, 

Kornel Bukiel
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development. It is a time to shape the iden-
tity, to establish relationships in new refer-
ence groups, to form the personality, and to 
strengthen the character. While separation 
from the family (in terms of development 
of the individual) is a correct and desirable 
mechanism, the several-year adolescence 
period/stage is also an attempt to fill the 
void, a time to search for new values with 
which one can identify and which would 
set the main goals in life. It may turn out 
that the dogmas instilled in childhood will 
become the natural choice and signpost for 
further functioning, but this should not 
take place without independent trials and 
experiments which, apart from the burden 
of fear caused by clashing with the new and 
stepping out of the family comfort zone, 
constitute the foundation for the newly 
built identity and self-esteem of a young 
citizen, capable of making independent and 
conscious choices. Entering the adult world 
creates numerous challenges for young 
people. On the one hand, it is a fascinating 
time for them to explore, experiment and 
search for new and intense experiences, to 
discover themselves and others, to open 
up new horizons of thought, and to shape 
their identity; on the other hand, it is a time 
of maturing to responsibility, a time when 
odds class, and a time of experiencing crisis 
situations and learning to become adults 
in a more and more complete sense. This 
period is accompanied by numerous ten-
sions, often existential uncertainty, anxi-
ety, etc. The world in which young people 
live requires them to discover, accept and 
internalise it. Hence, young people need, 

and have the right to expect and demand, 
the support from adults (including state in-
stitutions) in orienting them towards true 
values to make it possible for them to fully 
identify their personal and social role. This 
support should, first and foremost, consist 
in protecting young people who will soon 
form the backbone of the state, against un-
conscious (or intentionally directed from 
the outside) escape from the values consti-
tuting the moral fibre of the ethics of a free, 
just and law-abiding state. Young people 
need trusted guides, someone who will be 
an authority and a role model for them to 
follow. They look, in a variety of ways, for 
someone to provide them with answers to 
the questions that bother them and to tell 
them what is right and what is wrong, and to 
show them the path to follow in life. As they 
enter the adult world, teenagers variously 
strive to find their place in it and to form 
their own views, beliefs and opinions, and 
they also seek satisfying relationships with 
those around them and opportunities to be 
actively involved for the benefit of others.

Undoubtedly, young people nowadays 
take advantage of the “market of oppor-
tunities”, allowing themselves to be led in 
the most diverse directions. Undesirable, 
dangerous or controversial individuals and 
groups, motivated by worldviews or mon-
ey, skilfully exploit the uneasy existential 
youth, their natural needs and vulnerability 
resulting from the aforementioned unde-
veloped space. By offering young people 
broad prospects for self-realisation, they 
succeed in recruiting the committed adepts 
of their own ideas.
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Along with the developmental factor, 
an important aspect for young people is 
the psychosocial aspect that highlights the 
role of cognitive processes and individual 
predispositions (personality and tempera-
ment) which, when put together and when 
properly safeguarded by adults, can provide 
an effective response to threats to future so-
cieties, pouring out in a wide stream from 
the modern information environment.

Inherent in the human psyche is a strong 
need for the rational experiencing of one-
self and the surrounding world. With the 
development of cognitive-behavioural psy-
chology, the importance of mental cogni-
tive processes with which modern man is 
legitimised becomes clear. As young people 
enter adult life, they are particularly hungry 
for answers to various questions about the 
world order, the sense of existence, reli-
gion, values and so on. The world in which 
they are growing up seems to be losing its 
unambiguousness, all values appear to be 
relativized and the decay of father figures 
intensifies the feeling of confusion. Cult 
groups, with their often maximally simpli-
fied doctrines, offer young people simple 
and seemingly clear-cut answers to complex 
questions. The proposed patterns very often 
expect, as part of the mechanism of psy-
chological debt, certain “payment”, action 
and support ‒ everywhere and always. As a 
result, this nearly “sectarian trick” seals the 
bubble around the youth, isolating them 
from full participation in the life of the 
country. 

As it stems from school experience 
and the survey on the susceptibility of 

adolescents to social influence, those with 
a strong personality and high temperament 
are more resistant to propaganda. It can, 
therefore, be assumed that adolescents with 
a strong (effectively supported) character 
and personality are more critical of alterna-
tive, utopian ideas and naive prescriptions. 
Such persons establish and maintain healthy 
and creative relations with their peers, cope 
better with stressful situations, as well as 
have a consistent and coherent image of the 
world and their own place in it. Stakehold-
ers, who aim to disrupt the existing order, 
seem to reach with their propaganda mainly 
to people who are often life-lost, insecure, 
gullible and not very critical. Young people 
with a weak mental structure are less crit-
ical of charismatic father figures or radical 
views, which they perceive as support for 
their often unstable and contradictory emo-
tions, desires and expectations.

Another important aspect is the cog-
nitive dimension of young people’s func-
tioning in the surrounding information 
environment, affected by the stress resulting 
directly from confrontation with the new 
adult world, as well as the objective state of 
permanent tension generated by individual 
events, their sequences and the sum of sig-
nals received by the individual, which both 
in their objective nature and through the 
increased sensitivity of young people may 
come to their perception as hostile. Being 
confronted with a phenomenon the effects 
of which in secondary education are cur-
rently encapsulated by the colloquial term 
“overstimulation”, the mechanism that dam-
ages the ability to think logically (critically), 
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induced by stress, may be relevant for assess-
ing the vulnerability of adolescents to dis-
turbances in the information environment. 
To put it simply: examinations with the use 
of magnetic resonance imaging involving 
veterans and child victims of violence con-
firmed the shrinking of the limbic struc-
tures of the brain (the hippocampus and 
the amygdala), which process experiences 
by connecting to its lower vegetative areas 
such as the hypothalamus and brainstem 
and its higher cortical areas, especially the 
prefrontal cortex. They also help to inter-
pret, by referring to the present and past ex-
periences, whether an event is threatening 
or stress-inducing. Leaving aside detailed 
neurological explanations, the relationship 
of the hippocampus damaged by chronic 
stress to cortical areas secondarily impairs 
the ability to think logically and critically. 
While this dysfunction is reversible (e.g., 
through physical activity), this mechanism 
is worth considering in the pool of factors 
influencing adolescents’ susceptibility to 
suggestion, advertising, misinformation 
or propaganda.

Since the emergence of COVID-19, 
there has been no area of private or pub-
lic life not affected by the pandemic chaos. 
Fear of death, uncertainty about the disease 
symptoms, possible mutations, the number 
of conspiracy theories about the virus itself, 
the actions of governments and others, in-
cluding global organisations, the search for 
people and institutions responsible for the 
global health crisis ‒ all these factors have 
led to the creation of a specific situation of 
constant uncertainty and fear, including the 

citizens’ uncertainty and fear for their own 
lives. The measures that had to be taken 
(such as the introduction of remote working 
and learning) created “greenhouse” condi-
tions for those wishing to take advantage 
of the confusion, not to necessarily to serve 
the public good; on the contrary, they were 
keen on winding up the spiral of hatred and 
fear to reinforce the confusion.

The multitude of statements, webpages 
and accounts spreading false or half-true in-
formation, flooding the viewer, contributes 
to creating information overload that makes 
it difficult to find real news. Ultimately, citi-
zens do not know whom they could trust ‒ 
which sites and authorities. A clash of views 
also occurs on a horizontal level between 
people who exchange the news they have 
heard, contributing to the continuation of 
harmful circulation of information. A con-
fused individual looks for people who are 
in a similar situation, creating a group of 
people being similarly bewildered and un-
certain of their situation. This contributes 
to an uncontrollable mechanism of sowing 
panic and building up moods that can fur-
ther undermine a tense situation with their 
statements and behaviour.

Besides the harmfulness of the content 
of false information itself, other important 
factor was the amount of false information 
multiplied by the time spent in the info-
sphere during the period of working and 
learning remotely. Tedros Adhanom Ghe-
breyesus, Director-General of the WHO 
(World Health Organization), stated at 
a security conference in Munich that we 
were facing an infodemic, or “information 
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epidemic” which, just like COVID-19, was 
destructive to our healthy perception of the 
world and our ability to distinguish truth 
from falsehood.

Infodemic as a social phenomenon 
caused by an external factor (COVID-19) 
has made people (especially young ones) 
more vulnerable to disinformation through 
factors such as the chronic sum of stress 
associated with actual deprivation (the 
inability to satisfy the need for social rela-
tionships) and relative deprivation (crisis, 
aspirational, progressive) or being stuck, 
for longer periods than usual, in the family 
circle from which young people should get 
out along with reviewing the values prevail-
ing therein.

Shifting the centre of gravity of social 
relations to the information environment, 
which instead of being helpful (and provid-
ing a source of knowledge and entertain-
ment) was disseminating huge amounts of 
information about the growing threat of a 
deadly disease, contributed to the creation 
of a crucible in which false information 
could be more proliferated than the true 
and necessary data. Besides the mecha-
nism of information bubbles, it should be 
assumed that, in the era of the pandemic, 
the saturation with undesirable phenomena 
increased in proportion to the infosphere 
as a whole and, in the absence of well-es-
tablished tools and methods among young 
people, this might lead to disastrous con-
sequences in the structure or even func-
tioning of the state in the future. Never-
theless, the pandemic not only created an 
opportunity for an increased incidence of 

all sorts of disruptions to the information 
environment but it also let us observe how 
they work and how we respond to their re-
ception. The identified threat has raised the 
need to build public resistance in this area. 
Today we know for sure that the spread of 
false information and its power to influence 
opinions, especially among young people, 
is both significant and dangerous, because 
it leads to a disruption of the proper recep-
tion of content, introducing falsehoods with 
ideological and political backgrounds.

During the progressive identification 
of the problem in the educational space, 
solutions emerged quite quickly through 
government and NGO initiatives to sup-
port schoolchildren in dealing with the 
growing dilemmas in the information 
environment. Such tools include training 
courses for teachers and proposals to make 
teenagers’ time in front of the screen more 
interesting and to strengthen their resilience 
to the situation affecting society as a whole. 
The need for a response was multi-faceted, 
and actions taken by institutions were rarely 
full-scale and multi-channel. The proposed 
aid programmes were very often delivered 
online (and, therefore, within the same dis-
turbed and supersaturated environment) 
and rarely reached a wider audience sys-
temically. Many of these initiatives expire 
when the pandemic is over and restrictions 
are dropped. Some of the initiatives, as it 
turned out, were only set up for the duration 
of remote working and learning in order 
to build specific social capital. Some of it 
dies out naturally with the potentially fad-
ing need, buried deep into the Internet by 
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search engine algorithms promoting new 
attractive content.

While society, including all young peo-
ple, recovers from the trauma, willingly for-
getting the time forcibly spent in front of the 
computer, the state institutions, including 
the Ministry of National Defence, with the 
help of counselling centres, are searching 
for some effective and permanent solutions 
not so much to the effects of the “infodemic” 
itself, but to the effect it has produced ‒ inter 
alia, in the social and information environ-
ment, also in the dimension of state security. 
On the one hand, the multitude of ways to 
disturb the information environment, their 
nature and possible effect, and, on the other 
hand, their identified sources consciously 
and deliberately pursuing their own ob-
jectives, often threatening the security of 
the state and citizens in the broadest sense, 
necessitate the development of new com-
petences in the whole society, also in the 
future. In the present times young people’s 
vulnerability to disinformation definitely 
appears to be a long-term problem, and the 
failure to respond to its intensification in 
crisis situations may turn out to be fatal for 
the next generations and the functioning 
of the state.

The Ministry of National Defence is 
not devoid of relevant tools for shaping of 
civil society. Undoubtedly, in addition to 
social communication that develops at-
titudes of respect for national values and 
patriotism among young people, one of the 
components of building the state security 
for which the Ministry of National Defence 
is responsible is the system of uniformed 

classes in secondary schools, which op-
erates in agreement with the Ministry of 
Education and Science. The solutions ad-
opted earlier on the basis of the introduced 
educational innovation or inter-ministerial 
agreements (existing in the country since 
1998) and the growing interest in such 
a direction of education led to the func-
tioning of uniformed classes (Military 
Preparedness Units) in their present form. 
The experience gained from more than 500 
schools running educational initiatives in 
this area allowed for the launch of a pilot 
solution, which resulted in the introduc-
tion of systemic solutions. The Certified 
Military Uniformed Classes, existing since 
2017, were an important component of 
the development of the idea, allowing the 
training process to be fully implemented 
into secondary schools. Currently, military 
classes function in the educational system 
and the military preparedness conducted 
in them takes the form of compulsory les-
sons. There are 230 hours in total, but this 
number can be increased at the school’s 
initiative. A significant part of these lessons 
is conducted in affiliated military units, in 
addition to which the Ministry of National 
Defence provides financial support to the 
Military Preparedness Branches (MPB), 
mainly for student clothing for the first 
grades and a package of specialist equip-
ment for schools.

From September 2022, 265 MPBs have 
been run in 241 schools. The target number 
of MPBs is projected to reach 330 branches.

Graduation from the MPB gives the stu-
dent an opportunity to undergo a shortened 
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(12-day-long) basic training course and a 
preference in admission to military service 
and military colleges.

Undoubtedly, in addition to the oppor-
tunity to build AF RP personnel resources, 
an important component of the system of 
supporting national security at the level of 
secondary schools in the MPB is the fact 
that MPB training programme is prepared 
on the basis of the soldiers’ training pro-
gramme and built within the Ministry of 
National Defence’s organisational struc-
tures. The consistency of the two pro-
grammes puts graduates of the uniformed 
class on a par with soldiers who have un-
dergone basic training, and the 12 days of 
training in the unit that must be complet-
ed are mainly devoted to shooting training 
with firearms and preparation for taking the 
military oath. At the same time, this unifor-
mity of programmes and the introduction 
of the Homeland Defence Act allowed for 
the simultaneous implementation of new 
content, forms and training methods into 
military training and secondary school 
teaching The process that is now being im-
plemented is intended to make military ser-
vice, at its early stage (in a military unit and 
at the same time in MPB classes), adapted 
to contemporary social expectations and 
needs. Both soldiers of the Voluntary Basic 
Military Service and MPB students, in ad-
dition to the new training model in the new 
educational content, will be provided with 
knowledge and skills that meet the contem-
porary challenges not only of the battlefield, 
but also of the information environment in 
times of peace and crisis. The experience of 

the pandemic and the growing importance 
of the information environment in combat 
operations became the premises for prepar-
ing soldiers for a conscious, planned and ef-
fective functioning also in this domain. The 
awareness of the information environment, 
the ability to identify hostile propaganda or 
resistance to disinformation ‒ all these con-
stitute innovative knowledge disseminated 
through general military training, and the 
implementation of this subject matter al-
ready as part of basic training, together with 
the systemic building of public resistance to 
disinformation through Military Prepared-
ness Branches, may provide a response to 
the need of the whole society. The added 
value of such a solution is that MPB uni-
formed classes are not entities isolated from 
the rest of the educational system. The tools 
introduced from the Ministry of Nation-
al Defence’s level are very likely to quickly 
spread to the rest of the (non-uniformed) 
youth attending MPB schools.

Currently, on the initiative of the Ac-
ademic Centre for Strategic Communi-
cation, the Central Military Recruitment 
Centre is planning to launch a pilot pro-
gramme introducing the subject of strategic 
communication to selected MPB classes. 
The programme involves the introduction 
of two thematic blocks with teaching mate-
rials for teachers or instructors of affiliated 
military units, and supporting materials for 
students. The first part of the programme 
is expected to provide students with basic 
knowledge of the information environ-
ment and the main mechanisms in place. 
The second block will cover knowledge 
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and skills to strengthen young people’s 
resistance to disinformation and, from a 
military point of view, to give soldiers the 
tools to resist the psychological impact 
and propaganda spread by the enemy. The 
forthcoming school year will allow for a 
review of the curriculum assumptions and 
give time for changes to the Basic Training 
Programme for Soldiers of the Voluntary 
Basic Military Service. In addition, there 

are ongoing efforts at the ministry level to 
establish Branch Military Classes in voca-
tional schools. In its thematic structure, the 
programme will also include content related 
to the information environment and resil-
ience to disinformation.

Consistency of the programmes, also 
in the legal dimension, is planned to be 
achieved before the beginning of the 
2023/24 school year. 
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An outline of the communication strategy addressing 
the issue of the upgrading of the Polish Armed Forces 

equipment and the related need to provide  
substantial funds

An alliance of political groups, conventio-
nally known as the United Right (UR) 

[In Polish: Zjednoczona Prawica - ZP], 
has ruled our country continuously since 16 
November 2015.1 This period, in addition 
to other positive achievements of individual 
ministries, is characterised by the dynamic 
development of the Polish Armed Forces 
(PAF), the positive effects of which can be 
seen in all spheres of social functioning 
both directly and indirectly related to na-
tional security and defence.

The initial projects of the Ministry of 
National Defence (MND), expanding the 
capabilities of the Polish Army (PA) - now 
almost iconic - included the creation of the 
Territorial Defence Forces (TDF), which 
was established on 1 January 2017, and the 
formation of the Lieutenant General Tade-
usz Buk 18th Mechanised Division – having 
been staffed since 5 September 2018. The 
aforementioned AF branches and the tac-
tical union – currently still being vigorously 

1 The date on which the President of the Repub-
lic of Poland, Andrzej Duda, appointed and sworn 
in the Council of Ministers under the leadership of 
Prime Minister Beata Szydło.

developed and equipped - will always re-
main a symbol of the army’s recovery from 
the quantitative and qualitative decline in 
which it found itself after the decisions of 
the previous governments, with particular 
emphasis on the negative role of the two 
cabinets headed by Prime Minister Donald 
Tusk, when the Ministry of Defence was 
managed consecutively by Bogdan Klich 
and Tomasz Siemoniak. The two most nota-
ble signs of the times when the Polish Army 
was being downsized by the contemporary 
governments were their decisions to dis-
band two units: the Tadeusz Koścciuszko 
1st Warsaw Mechanised Division, which 
ceased its operations on 1 September 2011, 
and the Defenders of Warsaw 36th Special 
Transport Aviation Regiment, ultimately 
closed down on 31 December 2011. The ex-
amples given above outline two complete-
ly opposing approaches to issues related 
to state autonomy and independence, an 
inseparable element of which is a quanti-
tatively adequate, efficient, well equipped 
and commanded army. In attitudes toward 
the army, the collision of the liberal, and 
now neoliberal, political and cultural trends 

Tomasz Badowski
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with the traditional, conservative trend is 
plain to see - and the sequence of events 
in Ukraine, since the summer of 2014 un-
til today, clearly indicates that the former 
ideology cannot withstand confrontation 
with the geopolitical balance of power we 
have today.

The military aggression of the Rus-
sian Federation (RF) against independent 
Ukraine, which began on 24 February 
2022 without an official declaration of war, 
proved to be another act of international 
violence committed by Moscow over the 
past decade. The clash taking place close 
to the border of our country has forced 
a change in our perception of the role of 
the Polish army. In addition, it got across 
to the civil society, in the broad sense, that 
war has accompanied mankind since the 
prehistoric times and that it is not just as-
signed to exotic countries like Iraq, Congo, 
Chad or Afghanistan, but can also affect 
our closest neighbour. The combat vehi-
cles with St George’s ribbon on their armour 
are inevitably accompanied by the rhetoric 
now carried by Kremlin diplomacy warn-
ing all those who disapprove of forceful 
solutions, which seem to be in the nature 
of the Kremlin. This is nothing new, as 
in May 2015, following the imposition of 
international sanctions on the RF for its 
aggression against Ukraine, Dmitry Ole-
govich Rogozin, Deputy Prime Minister 
of Russia for Defence and Space Industry 
at the time, claimed that: “Tanks don’t need 
visas”2. It is hard to read the sentence of this 

2 Source: https://www.rp.pl/wydarzenia/ art17- 
21561-wicepremier-rosji-czolgi-nie-potrzebuja-wiz

prominence other than as an outright threat 
directed at capitals condemning acts of in-
ter-state banditry.

Today, after six month have passed since 
the beginning of the Russian-Ukrainian 
war, the observed course of the war, which 
analysts find surprising, proven war 
crimes committed by the Russians against 
Ukrainian civilians and – most important-
ly – the traditional and conventional nature 
of the clash, it can be stated with certainty 
that the course of expansion of the Polish 
army, originally adopted by United Right 
governments, is right and proper, and only 
certain spheres require corrections, such as 
those related to the use of unmanned aerial 
systems, commonly referred to as drones. 
The delivery, adaptation and implemen-
tation into service of previously ordered 
armaments, such as tanks, infantry com-
bat vehicles, artillery systems or multi-role 
aircraft, also needs to be accelerated. All of 
this involves costs to be borne by the tax-
payer, and this paper is an attempt – argu-
ably highly imperfect – to indicate a general 
strategy for communicating to the public 
the necessity to bear huge expenses on ar-
maments in such a way, so that the message 
reaching the audience is clear, understand-
able, consistent and effective.
Enjoy the reading!

THE MAIN PART

Armed forces as a guarantor of deve-
lopment and security of the state

A strong economy should be protected 
by a strong army so effectively that no exter-
nal actor has the opportunity to militarily 
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seize the output it has produced or to de-
stroy its human assets or infrastructure in 
whole or even in part. A strong army must 
be provided with sufficiently large financial 
resources, which it can only obtain from 
a strong economy that is able to ensure the 
well-being of the country’s population and 
maintain modern armed forces.

Gian Giacomo Trivulzio - an Italian 
aristocrat, mercenary and Marshal of 
France who lived at the turn of the 16th 
century - is supposed to have said to King 
Louis XII, who was planning a campaign 
against the Duchy of Milan: “To carry on 
war, three things are necessary, my Lord - 
money, money and yet more money”.3. This 
maxim has lost little of its relevance despite 
the passage of hundreds of years since its 
utterance and the complete change in the 
ways and ranges in which modern military 
conflicts are conducted. The greatest art to 
be mastered in designing the development 
and upgrading of armed forces is to work 
out such methods for securing ventures that 
will allow the maximum use of the possi-
bilities to finance them while minimising 
the natural or apparent ‘losses’ entailed by 
diverting the flow of money away from ‘ci-
vilian’ circulation.

The theses presented in the paragraph 
above refer only to a theoretical model, ex-
isting in an assumed normal situation, i.e. 
one in which there are no global or local 

3 M. Sobańska-Bondaruk, St. B. Lenard (oprac.), 
Wiek XVI-XVIII w  źródłach. Wybór tekstów 
źródłowych z  propozycjami metodycznymi dla 
nauczycieli historii i  studentów, Wydawnictwo 
Naukowe PWN, Warsaw 1997, ISBN 8301124385, 
p. 258.

economic perturbations, the state under 
consideration is not threatened - in the fore-
seeable future - by military action from an 
aggressive neighbour, and such a state of 
affairs is of a long-term nature. There are 
few places where these preconditions are 
even partially met. Switzerland seems to 
come closest to this state of affairs, with its 
location, terrain, the specific nature of its 
dominant economic sphere, which allows 
immediate external influence by regulat-
ing the direction of the flow of money, and 
a tradition forged over the centuries.

Poland, a country located in a narrow 
four-hundred-kilometre corridor con-
necting the Ruthenian steppes with the 
Germanic plains, should by no means be 
considered as a subject of theoretical re-
search. Its tumultuous history suggests that 
it could have existed when, and only when, 
the umbo of its shield helplessly bounced 
back the enemy hatchets and the glint of the 
blade of the sword it wielded awed rulers 
from Berlin through Moscow to Istanbul. 
The country’s location, which is a source of 
eternal troubles, can also be used for com-
mercial purposes, but to achieve this, you 
need a good rail and road infrastructure 
and skilful diplomacy firmly based on the 
armour of your own tanks, as only those 
who are strong can make their case effec-
tively at the negotiation table. It is not pos-
sible to function in Central and Eastern Eu-
rope without an army capable of deterring 
any potential aggressor, which is why we 
should allocate proportionally more money 
to the maintenance of the army than coun-
tries located in other areas and operating in 
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a diametrically oppposed, less aggressive 
international environment.

A slightly different sphere, where the 
armed forces also support the achieved 
level of citizens wealth, is the whole range 
of issues relating to responding to crisis sit-
uations. It has now been a quarter of a cen-
tury since the catastrophe described in the 
literature as the Millennium Flood, and if 
we recall the most famous photographic 
footage taken at the time, practically all 
of it shows soldiers evacuating residents 
from flooded areas and salvaging their be-
longings. More recent events, namely the 
outbreak of the COVID-19 pandemic and 
the defence of the Polish-Belarusian border 
against economic migrants from Asia and 
Africa, also had their heroes in soldier uni-
forms. It is even difficult to imagine a fight 
against the epidemic outbreak without an 
active army supporting the activities of the 
health service. It may be boldly argued that 
preventing the thousands of newcomers 
whose march was directed by the Minsk 
regime towards Warsaw from breaking into 
Poland was in a lion’s share attributable to 
the Polish Army, which supported - both 
personally and logistically – the services 
subordinate to the Ministry of the Interior 
and Administration.

There is absolutely no doubt that the 
army is one of the pillars ensuring the de-
velopment and security of our country. The 
above findings, appropriately configured 
and arranged in the desired sequences, can 
help to consolidate this fact in the public 
consciousness, as well as be used as crown-
ing arguments to convince the public of the 

need to allocate substantial budgetary re-
sources to armaments.

We convey the truth, the whole truth 
and nothing but the truth

No one deserves to be deceived, and 
the Polish nation – badly afflicted by fate 
and history – deserves the truth more than 
anyone else.

The above sentence must pervade ev-
eryone who in some way participates in 
the development of communications con-
cerning the security and defence of the state. 
Any message, no matter how small, must 
be based on events and plans reflected in 
the facts. Apart from matters of morality 
in the broadest sense, the dissemination 
of the truth is simply safe for the persons 
performing the respective tasks, responsible 
for conveying the relevant knowledge to the 
public, and builds the credibility and good 
name of all those institutions which carry 
on their shoulders the burden of bringing 
the undertaking to a successful conclusion.

The upgrading of military equipment 
is a complex and complicated operation, 
which depends on many external factors 
and is vulnerable to the attempts to desta-
bilise its various components, so there is no 
way to avoid some failures. However, this is 
the natural and probable course of events. 
Therefore, it is essential to inform the public 
about perturbations, to indicate their source 
and, at the same time, to present the whole 
range of measures which have been taken 
to avoid similar turbulences in the future. 
In order not to create the impression of 
“self-flagellation”, unfavourable news should 
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be skilfully interwoven with a series of in-
formation about successes, and the whole 
story should be concluded by highlighting 
the most spectacular achievement, so that 
the recipients are left with the best possible 
impression in their minds.

One should take into account the fact 
that the international arms lobby has wide 
influence in the media and powerful finan-
cial instruments at its disposal, so all state-
ments related to the purchase of arms are 
intensively monitored and thoroughly an-
alysed, and on the basis of the conclusions 
reached, actions may be taken to depreciate 
both the supplier and the contracting par-
ty. Therefore, if an inaccuracy or even the 
slightest discrepancy between a given mes-
sage and facts is noticed in any statement 
by a Polish official - not necessarily as a re-
sult of an attempt to mislead, but rather as 
a result of a lack of research on the subject 
- then the repercussions may be dispropor-
tionate to the fault, and it is most difficult 
to rebuild trust that has been abused. For 
this reason, under no circumstances should 
one even attempt to smuggle in unverified 
content, and a sincere answer admitting 
ignorance is more graciously received than 
even the least irrelevant item of false in-
formation.

To sum up this pool of issues, it should 
be clearly articulated that uncomfortable 
topics cannot be avoided, shortcomings and 
failures must be reported - in a thoughtful 
and well-balanced way - and that answer-
ing ‘I don’t know’ is no shame. The public 
deserves honesty, so we convey the truth, 
the whole truth and nothing but the truth.

In our message we focus on conveying 
our own achievements rather than  
depreciating political predecessors  
and opponents

Information conveyed to the public 
must evoke positive emotions. All recipi-
ents should feel that an official speaking on 
any defence-related issue is competent and 
knows what he is talking about, and that he 
has appeared in the press, in a radio studio 
or in front of TV cameras for the purpose of 
reporting to the citizens on what has already 
been done, briefly describing current activ-
ities and roughly outlining plans for the fu-
ture. Such officials should and must outline 
in general terms the difficulties that have 
been overcome, and set everything against 
the political and economic background in 
which things have been done. The greatest 
success is ensured by building a narrative 
of daily, arduous and professional work, 
precisely divided into stages, resulting in 
the achievement of all the objectives set. 
There should not be the slightest suggestion 
that any added value came about by chance, 
lucky coincidence or a momentary ‘whim’ 
of an external actor.

Everyone concerned needs to know that 
the next chapter closes with the accom-
plishment of the interim tasks accepted, 
that there are no major risks in meeting the 
deadlines and that everything is calculated 
in such a way that minor perturbations will 
in no way adversely affect the final result.

It seems appropriate, particularly in 
the part that sums up each statement, to 
make only a passing reference to the mis-
takes and inadequate actions committed by 
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predecessors and political opponents on the 
issues under discussion, or even resign from 
this altogether. The flagship example that 
can be cited is the extension of the Suwałki 
anti-tank command into the the Józef Pił-
sudski 14th Anti-Tank Artillery Regiment, 
which was completed in 2019, under the 
leadership of the current Ministry of Na-
tional Defence. Bearing in mind that few 
civilians distinguish and correctly interpret 
the names of military structures, it is neces-
sary to add each time that a regiment is an 
organisation mostly three times larger than 
a command or division and such change 
generates higher combat readiness of the 
unit in question. A similar presentation of 
the matter will not leave any doubt in the 
citizens’ minds about the positive nature of 
the reforms and will facilitate their proper 
visualisation.

It is important to maintain the right 
balance when reporting. Recipients must 
receive positive signals, feel secure and 
believe that everything will end happily. 
Therefore, the main part of any summa-
ry must be filled with an exposition of 
one’s own valuable acts, while the descrip-
tion of the process of repairing the damage 
done by predecessors should only serve as 
a reminder of what went wrong and be used 
to build an appropriate contrast between 
the triumphs of the UR cabinet and the 
failures of neoliberal governments. If there 
are too many complaints about the political 
adversaries, then the overall assessment of 
the statement may become negative. All this 
justifies the thesis that it is important to fo-
cus the message on one’s own achievements 

rather than depreciating predecessors and 
political opponents.

Message for young people
The starting point, from which the con-

cept of a message for young people should 
be created, is the awareness that right-wing 
values – emblazoned with the lofty slogan: 
“God, Honour and Homeland” – most of-
ten lose the clash with the principles pro-
claimed by the liberal-left part of the political 
scene. This is not a new phenomenon and 
is a direct result of the mentality of this age 
group. Freedom – the unfettered one – is 
not perceived by teenagers as anarchy, but 
rather as a condition necessary for self-re-
alisation, self-fulfilment and happiness. An 
encouragement to arduous work and study 
can hardly be attractive when juxtaposed 
with a catchy slogan: “Do what you want!”. 
Moral freedoms – especially those laced 
with eroticism – are more appealing than 
the social teaching of the Church, which is 
the foundation of the legal and civilizational 
norms observed in our region of the globe. In 
addition, pseudo-pacifist narratives spouted 
by some artists, celebrities and academics 
reassure young people that “it is better to 
buy incubators than tanks” and that money 
should be allocated to the construction of 
hospitals, not barracks buildings4.

4 The slogan “it is better to buy incubators than 
tanks” was invented while writing this paper and 
was created strictly for the purpose of this paper. 
It has nothing to do with any social action or cam-
paign. It is only intended to illustrate and enliven 
the material, without depreciating anyone or any-
thing. If we look for inspiration for the shape giv-
en to it, it can only be an anti-war phrase from the 
Vietnam War period: “Make love, not war”.
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The youth’s  inherent combination of 
perversity and hedonism makes it practi-
cally impossible to make them aware – nat-
urally, in a manner similar to mature people 
– of all the advantages of having a strong 
army and the need to allocate funds for this 
purpose. It therefore seems necessary to ex-
ploit these qualities and make an attempt 
to reach this social group in a somewhat 
circuitous way. To the argument appearing 
in the media space about spending a lot of 
money on arms, one should – gently and 
humorously - reply: “After all, this money 
can also be yours, young man, right after 
you put on a soldier’s uniform!” This should 
be followed by a mention that the uniform 
can be taken off at any time without any 
consequences, finishing off with a remind-
er that until the age of 26 the gross wage is 
equal to the net wage.

There is no doubt that this exemplary 
educational and recruitment campaign 
should be conducted on popular Internet 
platforms, its ambassadors could be well-
known sportsmen and sportswomen or 
youth idols, and the campaign should be 
long-term and cyclical. At the same time, 
the agitation campaign encouraging young 
people in their final year of secondary 
school to commit their future to the army 
can be continued in an easily assimilable 
and veiled way. The attractiveness of the 
service can be highlighted, for example, by 
juxtaposing a lorry and a military truck, 
with a comment in the background suggest-
ing: “Driving straight along asphalt roads 
is something anyone can do, but training 
ground roads are only for the best!”. It seems 

obvious that it is necessary to film a series 
of similar videos with the participation of 
the PA and the assistance of a professional 
agency, which will ensure the effectiveness 
of the actions taken.

The task area described above is ex-
tremely difficult to implement, which is why 
so much space and attention has been de-
voted to it. There is no doubt that learning 
through entertainment is the best option 
possible, so the direction set seems most ap-
propriate. The army needs young people, so 
special emphasis must be put on educating 
and appealing to them, and the whole thing 
should be done in a subtle and modern way, 
as this will ensure the effectiveness of the 
message to young people.

Urgent need for procurement
Polish citizens should still be informed 

that Thursday morning of 24 February 
2022 brought a serious disturbance to the 
order prevailing on the Old Continent, and 
that the perturbations were caused by an 
attack by Russian troops on independent 
Ukraine. It should be made clear to the 
people that this aggression was expected, 
but at a later date – when the thaw comes, 
the roads become easier to use, and when 
Moscow’s forces and resources are enough 
to succeed in armed combat.

There is a great need to explain to the 
people of our country why - to every-
one’s surprise and contrary to predictions 
- things turned out differently. Tactics, op-
erational art of war and strategy dictate that 
the attacking force – in order to successfully 
break the defending force – should have 
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an overall minimum advantage of 3:1 in 
people and equipment, and on the main 
lines of attack it should be around 6:1. Ac-
cording to the reconnaissance and intel-
ligence data acquired by NATO member 
states, in winter Moscow dominated Kiev 
only slightly, and the rate of accumulation 
of Russian forces near the Ukrainian bor-
der gave little reason to believe that events 
would unfold so quickly. It should be pub-
licised in the media that the operation was 
started with no regard for the limitations 
described above, which suggests that it was 
an entirely political decision that did not 
take into account the voice of the military 
planners. The course of the combat, which 
was unexpected and unfavourable for the 
Russians practically from the very begin-
ning, shows insufficient recognition of the 
Ukrainians’ combat capabilities, their high 
determination and great will to fight. It is 
the aggressor’s general staff and its top of-
ficers who bear the blame for disregarding 
this sphere; they seem not to have realised 
either the personal, training and equip-
ment downfall of their own troops and the 
low morale prevailing in the ranks of their 
subordinate operational military forces. 
Thanks to these Russian mistakes, Poland 
has time to carefully prepare to counter pos-
sible future aggression, and – which seems 
extremely important – we have gained 
knowledge that the Kremlin commanders 
are most likely subjected to authoritarian 
pressure from politicians, which means that 
their decisions are not characterised by full 
rationality and are therefore sometimes un-
predictable.

Due to the unpredictability of a poten-
tial adversary, we have to expect everything 
from him, so currently the absolute necessi-
ty is to quickly prepare the entire defence ap-
paratus of the state to counter a possible at-
tack, of which the taxpayers must be aware. 
It is necessary to disseminate information 
that it was precisely for this purpose that 
the conclusion of contracts for the supply 
of arms and military equipment from both 
domestic and foreign contractors absolute-
ly had to be accelerated. The Polish MND 
and PA commanders carefully observe 
particular phases of the war taking place 
in our eastern neighbours’ country, make 
a precise analysis of particular clashes, and 
then - having drawn the right conclusions - 
clearly formulate the equipment needs to be 
met first. There is no randomness or hectic 
rush, but these activities are carried out with 
determination and at the right pace, so as 
to be ready to fight when the time comes. 
The determination with which the Ministry 
of Defence decided to supply the PAF with 
the most modern types of weaponry may 
not be liked by the Russian side, which is 
why it has launched its assets in the media 
space, spouting the narrative that these 
activities are being done without a plan, 
decisions on purchases are being made ad 
hoc and without the involvement of the 
domestic defence industry. Similar theses 
are intended to depreciate the work of the 
authorities in the eyes of the citizens, as the 
relevant negotiations have been going on 
for many months, and the outbreak of war 
forced the acceleration of their implemen-
tation, but without detriment to the quality 
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of deliveries and pockets of the taxpayers, 
who will cover the costs.

This is how the matter should be pre-
sented to the public, with clear emphasis 
that our armaments plants will produce and 
supply equipment for the PA in the future, 
but - due to the import of the most modern 
technologies - the process of adaptation and 
implementation takes time, and this, as we 
all know, may not be enough to build an 
army that will deter the Russians. The most 
important task – which every Pole must be 
aware of – is to configure the PA in such 
a way that its potential will preclude an at-
tack on Warsaw. Equipment can always be 
repaired or new equipment can be supplied, 
but human life is priceless, that is why the 
need for procurement is unquestionably 
urgent.

We are procuring American and South 
Korean equipment because it has been 
in combat for decades and is the best 
in the world

The United States - regardless of the 
efforts of the People’s Republic of China - 
is still the world’s sole superpower, which 
means that with its diplomatic efforts the 
White House can influence the behaviour 
of governments in virtually any corner of 
the world, as well as conduct a strategic 
military operation anywhere on the globe. 
It is indisputable that there is no state capa-
ble of threatening Washington militarily in 
a symmetrical clash.

In order to give the public a justification 
for the necessity to procure armaments from 
overseas, we must point out at the outset 

that the US Army has been able to engage 
in almost full-scale war three times since the 
beginning of 1991 – twice in Iraq and once 
in Afghanistan. The equipment at the dis-
posal of its ground forces and air force has 
been checked from every angle thousands 
of times, making it possible to eliminate all 
faults and shortcomings, bringing it to per-
fection. It has always proven its superiority 
over designs developed in the former Soviet 
Union and Russia, and can therefore be said 
to be the best weapon in the world. What 
seems to be of great importance is the ar-
gument that there is a possibility to draw on 
the decades-long experience of its users and 
to implement into the PA – after appropri-
ate adaptations - the entire logistic base and 
procedures necessary to supply and operate 
the weapon procured. Another important 
issue is the prospect of using tanks and ar-
tillery sets for several decades to come and 
their great modernisation potential, which 
– in the long run – will reduce the level of 
costs incurred for armaments and leave 
more money in Poles’ pockets.

When summarising any public speech 
in which the topic of US equipment comes 
up, it would be good to point the following:

 y it is the best in the world;
 y it has fought in the most difficult con-

ditions, from the deserts of Iraq to the 
mountains of Afghanistan;

 y it has always been victorious in clashes 
with Russian armaments;

 y it has finely-tuned logistics that only 
need to be brought over to our ground;

 y it is so state-of-the-art that it will serve 
in the line for decades to come;
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 y it has a huge modernisation potential, 
which will avoid similar procurement 
in the near future and produce tangible 
savings in the country’s budget and cit-
izens’ pockets.
Almost all the aforementioned features 

and advantages also characterise South Ko-
rean equipment. In addition, tanks from 
Asia are lighter than American ones, which 
makes them suitable for operating in for-
estland, terrains near a lake and submon-
tane areas, and also they can cross rivers on 
bridges with a smaller carrying capacity. It 
is necessary to introduce into the public de-
bate theses that speak of the possibilities for 
the development of these combat vehicles at 
Polish armaments plants and – in the near 
future - the realisation of plans to produce 
them in our factories. It should be stressed 
that these are modern, forward-looking ar-
maments, procured at a reasonable price 
and from a reliable contractor. What speaks 
in favour of its effectiveness is the fact that 
an aggressive state - North Korea - has been 
held in check by South Korean equipment 
for decades, and this is its best recommen-
dation.

The media should resound the infor-
mation that Poland procures proven and 
technologically most advanced military 
equipment currently in production from 
the most reliable contractors. If the public 
debate raises the accusation that the MND 
is sourcing it from two different suppli-
ers, which complicates training and use, 
the Liberals’ thesis can be used to counter 
it, saying that ‘you shouldn’t put all your 
eggs in one basket’. This is why the Polish 

government distributes its monetary assets 
and diversifies its sources, and to criticism 
about poor choice of suppliers, it can be 
pointed out that we procure American and 
South Korean equipment because they have 
been fighting for decades and are the best 
in the world.

Experience from Ukraine

The public should be informed that 
the MND, the Polish General Staff, (PGS), 
the Armed Forces General Command 
(AF GC), the Armed Forces Operational 
Command (AF OC), as well as all other in-
stitutions responsible for the security and 
defence of the state, have been relentlessly 
following the course of the war in Ukraine 
since the first day of the war, analysing the 
most important events, drawing relevant 
conclusions and, on the basis of these, for-
mulating appropriate recommendations, 
which are being implemented in the PA. 
Now, thanks to these activities, we can 
group the conclusions and briefly present 
them.

The failure of the Gerasimov doctrine

The Poles need to be reminded that for 
many years Russia intimidated the demo-
cratic world with a package of static and ki-
netic measures designed to upset all areas of 
social activity in other countries. This ideol-
ogy of “stirring up ferment” was commonly 
called the “Gerasimov doctrine”, after its au-
thor, Gen. Valery Gerasimov - Chief of the 
General Staff of the Russian Armed Forces 
and First Deputy Minister of Defence of 
the RF. The main tenets of the philosophy 
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were to foment constant unrest and crises 
in neighbouring countries and those that 
did not submit to the Kremlin’s will, which 
was expected to result in the straining of 
citizens’ trust in the state, social tensions, 
ethnic clashes, economic unrest and so on.

The idea was unveiled in February 2013 
and then its tenets resonated in the media 
space, evoking respect for Russian power. 
Finally, after nine years, it turned out to 
be one big blown egg. Ukraine’s banking 
systems mostly proved immune to hack-
ing attacks, the state administration did not 
succumb to the pressure exerted by Russian 
agents, and the united people of the attacked 
country bravely resisted the invaders. Using 
this example, people can be explained that 
Russia is a formidable adversary, but one 
that can be stopped. It is important to con-
struct the narrative that we must not suc-
cumb to the pressure Moscow is exerting 
with the help of a network of agents that 
has been built up for decades, and we must 
take drastic counter-measures just as Kyiv 
did with its stubbornness in exposing its 
adversary’s shortcomings and making the 
Gerasimov doctrine fail.

The renaissance of artillery and the 
return to favour of combat vehicles

The conflict between Armenia and Azer-
baijan over the territory of Nagorno-Kara-
bakh, which was widely reported in the me-
dia in autumn 2020, slightly changed the 
image of the war that existed in the public 
consciousness until then. Distributed foot-
age showing the precise strikes of UAVs, as 
well as their usefulness for reconnaissance, 

allowed some experts to push the thesis 
that traditional artillery - both tube and 
rocket artillery - even if not approaching 
decline, is already beyond the apogee of its 
capabilities. In addition, the effectiveness 
of loitering munitions seemed to support 
the often-formulated view that this was 
also the twilight of tanks, infantry combat 
vehicles and armoured personnel carriers. 
The public debate began to be dominated by 
ideas advocating the transfer of war to the 
‘non-human’ sphere, where clashes would 
take place between remotely controlled ap-
paratuses, while humans would limit their 
role to controlling the actions of the robots. 
It is not surprising that the public seized 
on this package of ideas, as it seemed to be 
something extremely tempting.

Jacek Bartosiak and his team of experts, 
who a year later - in the winter of 2021 – fit-
ted very seamlessly into such a narrative – 
began pushing a project called the ‘Army of 
the New Design’ (ANW – Armia Nowego 
Wzoru). On the ground prepared by the 
First Nagorno-Karabakh War, the ANW 
gained wide support, because who would 
not want a modern, small and efficient or-
ganisation led by outstanding professionals 
using the most advanced communication 
and information system? Moreover, this 
well-paid handful of soldiers would only 
perform the main tasks, while the rest - such 
as logistical backup - would be handled by 
civilians, thus introducing the theoretically 
cost-cutting ‘outsourcing’. The concept was 
warmly welcomed by the public, as every-
one dreams of war taking place beyond 
themselves and their loved ones, and it was 
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something that was offered to the media 
after the Armenian-Azeri clash and thanks 
to Dr Bartosiak’s project. Time has proven 
that the proposals are, unfortunately, highly 
imperfect.

The war in Ukraine has shown that the 
Russians have not remarkably refined the 
strategy they demonstrated in 2008 when 
they attacked Georgia. They still prefer to 
weaken their opponent’s defence with an 
artillery strike followed by a massive attack 
using combat vehicles. They did not try any-
thing new, and they paid for their slothful-
ness with heavy losses, as the Ukrainian 
troops, equipped with modern ultralight 
M777 howitzers and HIMARS light mul-
tiple rocket launchers, were able to make 
point-blank hits on selected targets, such 
as individual tanks, and deep into enemy 
groupings, destroying fuel and ammuni-
tion depots, causing additional damage 
from intense fires. There were also direct 
clashes between tanks and infantry combat 
vehicles, i.e. typical armoured battles, and 
this particularly highlights the traditional 
and conventional nature of this war, which 
people need to be made aware of.

Referring to Ukrainian events, it needs 
to be explained to the public that the 
MND’s decision to make Poland an artil-
lery and tank power bears no signs of ran-
domness, but is dictated by the strategy em-
ployed by the Russians. The procurement of 
500 HIMARS rocket launchers, K9  cannon 
howitzers, 1,000 tanks and many other sys-
tems is intended to be the clearest signal to 
deter Moscow. The Russians, hard-pressed 
by Ukrainian artillery and tanks, must 

know that a  possible attack on Warsaw 
would be a kamikaze act for them. We hold 
the Kremlin in check by making it realise 
that we have better tanks with which we 
will be able to counterattack effectively, and 
that our missiles will be able to destroy any 
place in the Kaliningrad region and on Be-
larusian territory, from which - in all likeli-
hood – a potential attack on our country is 
also planned. Such capabilities should also 
somewhat cool Minsk’s eagerness to make 
its own military infrastructure available to 
Russian military forces, as this could result 
in real losses during an intended war with 
Poland. The citizens should be made aware 
that today’s costs incurred on armaments 
will be a great gain in the future, as through 
them we will be able to secure our state, and 
such a choice of means of warfare is dictated 
by the renaissance of artillery and the return 
to favour of combat vehicles.

Air superiority

It is noticeable that the public debate on 
the role of aircraft in modern warfare has 
almost completely disappeared. The issue 
came to life a bit after announcing the pro-
curement of 48 FA-50 light fighters from 
South Korea, with the first 12 jets to be de-
livered to Poland in mid-2023, but died out 
practically immediately. It can be assumed 
that the topic is not debated extensively 
partly due to the relatively low activity of 
the Russian air force during the operations 
in Ukraine, which makes it possible to pre-
sume that its condition leaves much to be 
desired. It is on this basis that an intensive 
message can already be built up about the 
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appropriateness of the decision taken by the 
Polish ministry of defence several years ago 
to purchase thirty two F-35 aircrafts due 
to begin service under the red-and-white 
chequerboard in 2026.

It seems reasonable to inject into the 
media space the advantages of having an 
efficient combat aviation capable of en-
suring air superiority. In order to illustrate 
the issue to the Poles, it would be good to 
recall the successes of American aviators 
from the period of the First Gulf War, when 
their aircraft gained such an advantage and 
weakened Saddam Hussein’s troops that the 
operation on the ground lasted only four 
days. In addition, the combined capabilities 
of the F-16, F-35 and FA-50 will enable Po-
land to effectively curb Russian temptations 
to organise provocations over the Baltic, as 
well as seriously threaten Moscow’s troops 
and military installations positioned far be-
hind its first echelon troops. Thanks to the 
gained capabilities to operate freely in the 
airspace, no element of the enemy’s group-
ing will be out of our reach, which will allow 
us to effectively defend the territory of the 
whole country against attacks.

The conclusions drawn by the Polish 
services from the Russian-Ukrainian war 
make it possible to build a package of theses 
according to which the opposing side has 
greatly neglected the air area in recent years, 
which can be clearly seen in the quantity 
and quality of strikes by Russian means of 
air attack carried out in Ukraine. Against 
this background, all Polish decisions ap-
pear very favourably, and it is essential to 
inform our compatriots that the aircraft we 

are about to procure will allow us to build 
up air superiority.

Logistics rose to the challenge

The famous saying: “Logistics is not ev-
erything, but everything without logistics 
is nothing”, proved to be true during the 
Russian-Ukrainian war as a  whole. The 
collapse of the Moscow offensive near Kyiv, 
which was caused in part by the inability to 
supply first echelon troops with means of 
warfare, showed how important material, 
technical and medical security was for the 
fighting troops. The entire world was abuzz 
with photographs of the combat rations the 
Kremlin had provided for its soldiers that 
were many years out of date, of cracked 
tyres of Russian trucks that had crumbled 
to pieces from old age, or of the broken 
clamps with which wounded soldiers with 
the St George’s ribbon on their uniforms 
tried to stop the bleeding. All this was ac-
companied by the picture of tanks stand-
ing helplessly by, incapable of performing 
the task due to lack of fuel, and everything 
was made complete by videos showing the 
aggressor’s reservists dressed in dungarees, 
wearing wellingtons and armed with early 
20th-century Mosin-Nagants.

Polish citizens should be informed that 
our logistics were comprehensively prepared 
for the tasks ahead. The flagship of this is 
its long-lasting and effective operation on 
the Polish-Belarusian border, where – in the 
period of the greatest intensity of operations 
– it was able to secure the needs not only of 
several thousand soldiers, but also of po-
lice officers, the Border Guard and the fire 
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brigade, with whom the army cooperated. 
This exam was passed with a perfect score, 
and everything was made possible thanks to 
earlier decisions worked out by the MND.

People in the media need to be remind-
ed that such measures as the transformation 
of divisional logistics battalions into reg-
iments, i.e. units with capabilities (practi-
cally three times greater), as well as large 
equipment orders made in advance, main-
ly for Jelcz all-terrain trucks, placed by the 
ministry of defence as early as 2019, have 
contributed to the success of logistics today.

The aforementioned actions unques-
tionably prove that the analytical and plan-
ning process is going well in the PA, and the 
solutions implemented through this pro-
cess give an optimistic view of the future. 
It seems natural that the Polish taxpayers 
should know that their money has been 
used properly, that the costs incurred are 
now more than paid back, and that thanks 
to the good work of officials and soldiers, 
logistics have risen to the challenge.

Transfer of equipment to Ukraine

There is much public controversy 
surrounding the transfer of armaments 
and military equipment by Poland to the 
Ukrainian armed forces. The delicacy and 
complexity of the historical and political is-
sues that unite, but also divide Warsaw and 
Kyiv, dictate that we should very carefully 
and sensitively try to convey to people the 
necessity of supporting our eastern neigh-
bours.

It is in our vital interest to arm Ukraine, 
because every day of its resistance brings 

tangible losses in terms of people and equip-
ment on the Russian side, and this puts off 
all of Moscow’s plans for a possible further 
invasion for an unspecified future. State-
ments on the matter in question can be 
concluded with the phrase: “It is better for 
Russian tanks to burn at Kharkiv rather 
than at Hrubieszów”. By giving away com-
bat vehicles, we are saving something that 
is most precious to us - the lives and health 
of Poles.

It is also important to build a block of 
information proclaiming that by sending 
to war the ‘Piorun’ (Thunder) portable an-
ti-aircraft missile set, designed to combat 
low-flying aircraft, the product has won 
the highest recognition around the world, 
and its manufacturer, Skarżysko Mesko, 
received many orders, including from the 
Americans. Such advertisement will allow 
the company to develop, make money, and 
the Polish weapon may become no less leg-
endary than the ‘Stingers’.

After an in-depth analysis of the afore-
mentioned arguments, it can be said with 
certainty that all of them - comprehensively 
and completely - legitimise the transfer of 
equipment to Ukraine.

Alliances are important, but deterrence 
is most important

Politicians and media in the opposition 
depreciate every move of the ruling party 
regardless of the substantive legitimacy of 
the criticism. It is customary that whatever 
the UR government does, it is immediately 
stigmatised and ridiculed. The same hap-
pens, unfortunately, with individual MND 
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decisions, and this phenomenon can be ob-
served most strongly in the performance of 
arms contracts. One of the most astonishing 
and extremely dangerous theses is the one 
which undermines the legitimacy of devel-
oping the Polish Army, claiming this is due 
to our participation in NATO. It is hard to 
resist the impression that the threat posed 
by similar ideas is twofold, since attempts 
are being made to convince Poles that: first-
ly - we do not need to buy weapons, as the 
North Atlantic Alliance will defend us, and 
secondly - if we do buy weapons, it means 
that we ourselves do not believe in the du-
rability of the ties linking the Pact signatory 
states. A similar, highly misleading and un-
favourable picture of NATO has been por-
trayed for many years by media outlets that 
are mouthpieces of Russian propaganda. It 
cannot be assumed that Polish opposition 
parliamentarians are consciously partici-
pating in Moscow’s propaganda war, but, at 
least due to certain intellectual deficiencies, 
it is plausible that they are unconsciously 
copying the Kremlin’s theses.

To counterbalance the threat described, 
it is necessary to push hard the message 
that the primary and main purpose of 
militarisation is to avoid war by discour-
aging a potential adversary from attacking 
Poland, popularly known as deterrence. 
Only the next desirable package of effects 
of the PAF development is - already after the 
outbreak of a possible conflict - to stop the 
opponent’s offensive, to move on to count-
er-offensive and to force its troops to leave 
the territory of the state, which will make 
it possible to negotiate a truce or peace on 

terms favourable to us. It is worth emphasis-
ing that all current actions are being taken 
to preserve the inviolability of the borders 
of the Republic of Poland in accordance 
with the maxim: “If you want peace, prepare 
for war”.

Another argument that should reach 
the public is the one about the multiplicity 
of interests of the Alliance. Besides Russia, 
the democratic world is also threatened by 
China or Iran, so our country cannot have 
a monopoly on the protection offered by 
NATO. If we are strong, then not only will 
we be able to avoid war on our territory by 
deterring Russia, but we will also be able to 
come to help other threatened or attacked 
countries, in fulfilment of the obligations 
under Article 5 of the North Atlantic Treaty. 
It is important to mention that, as a NATO 
member, we have not only rights but also 
obligations, and that armaments are neces-
sary to accomplish all the missions we are 
obliged to perform.

It is worth reminding people that not 
all countries of the Old Continent - with 
particular emphasis on Germany - enjoy 
such credibility as Poland. It should be add-
ed that Berlin has long struggled to define 
its alliance identity. This can be illustrated 
by serious perturbations accompanying 
the march of US troops through German 
territory in the spring of 2016, when the 
US army was heading to Poland for the ‘An-
aconda-16’ exercises, and governments of 
federal states (Länder) searched - with the 
silence of the central power apparatus - for 
further reasons to prevent the passage of 
military vehicles on German roads and 
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motorways. It therefore seems reasonable 
that whenever the opposition undermines 
the credibility of NATO, we should imme-
diately retort with an example of Germa-
ny’s passivity as an ally and its close ties - 
including military ties – with Russia.

Taxpayers should be made aware that 
the colossal expenditure on armaments 
that our country is currently incurring is 
aimed at one thing only: keeping Russian 
armoured troops away from the Polish 
borders. It is a well-known fact that no one 
wants to attack a strong country with a well-
equipped and well-trained army. Indeed, we 
are members of the most powerful military 
alliance in the history of the world, but we 
are obliged to defend our territory first and 
only then can we provide or expect help 
from other partners. Every war, even the 
shortest one, brings death, destruction, suf-
fering, physical and psychological wounds, 
so it is more beneficial to prevent it than to 
engage in a battle, even a victorious one, 
and then - over many decades - to undo 
the resulting social and economic effects. 
It should be emphasised that we have full 
confidence in the trustworthiness of all 
NATO countries, but the most important 
thing for us is to avoid war, which is why 
we act according to the principle that alli-
ances are important, but deterrence is most 
important.

CONCLUSIONS AND RECOMMENDATIONS

The PAF modernisation is currently 
progressing extremely intensively, which 
is why it is also becoming necessary to im-
plement a whole range of informational and 

educational undertakings whose task will 
be to explain precisely to the citizens of our 
country how it will be carried out and what 
scope it will cover, as well as to highlight 
the intended net result. It is the duty of the 
Ministry of Defence to publicly indicate the 
criteria by which specific equipment was se-
lected, to give a detailed account of the costs 
incurred, and to credibly justify the need for 
the fast pace of the purchases made.

Having analysed the various areas pre-
sented in this paper, we are able to draw the 
following main conclusions:

 y the PAF are the main pillar of the coun-
try’s security system, as well as the guar-
antor of its stable development;

 y the message in the media describing the 
completion of particular stages of the 
modernisation of the army must be true 
to the core;

 y each message for young people should 
be distinguished and prepared very 
carefully and in detail;

 y it is essential to explain to the Poles 
where the necessity of fast purchases of 
weapons comes from;

 y there is a need to indicate the arguments 
for procuring US and South Korean 
equipment;

 y the citizens of our country need to know 
that the main institutions responsible 
for national defence, such as: MND, PA 
GS, AF GC, AF OC and other related 
units collect and compile all the expe-
rience they gain from the ongoing war 
in Ukraine;

 y it should be thoroughly explained in the 
media – in a frank and understandable 
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way – why it is justified to transfer 
equipment to Ukraine;

 y there is a need to explain to the Poles 
why deterrence is more important than 
waiting for a move from the North At-
lantic Alliance;

 y it should be pointed out that money 
spent on armaments is not a cost but 
a good investment.
The conclusions articulated above al-

low a precise identification of the steps to 
be taken in order to properly carry out the 
information process, which can be pointed 
out as the following recommendations:

 y it should be explained to the citizens 
systematically and over a long period 
of time that the PA protects us from ex-
ternal invasion and is also the main force 
during crisis response operations and 
support during recovery from natural 
disasters;

 y the knowledge that will be conveyed to 
the Poles about the status of the mod-
ernisation process must be complete, 
true and must not omit failures, while 
the latter should be skilfully interwoven 
with successes so that the final picture is 
unambiguously positive;

 y when making media statements, it is es-
sential to describe one’s own successes 
and the difficulties that have been over-
come, while the omissions or failures 
of previous cabinets should only serve 
as a  background for current positive 
achievements;

 y it seems reasonable to isolate the mes-
sage for young people from the pool of 
informational activities undertaken, to 

involve youth idols and to depict the 
military as a reliable employer as well 
as an institution providing the adventure 
of a lifetime;

 y the reasons for procuring the equipment 
so urgently must always be indicated and 
in this area we should not avoid placing 
emphasis on Russia’s aggression against 
Ukraine as the main factor determining 
such action;

 y when conducting an information and 
education campaign, a strong empha-
sis must be placed on explaining to the 
Poles that we are procuring US and 
South Korean equipment because it has 
been in combat for decades and is the 
best in the world, plus it has easy-to-im-
plement logistics and will serve for many 
decades to come, thus saving money in 
the future;

 y the media message addressed to the 
public should include a package of infor-
mation stating that all the steps currently 
being taken to increase the combat capa-
bilities of the PAF are carefully thought 
out and undertaken after analysing 
Russian operations in Ukraine, which is 
why we are procuring the most modern 
artillery in the world, the best armoured 
units that have been produced, the most 
advanced aircraft and are developing ex-
tensive logistical facilities;

 y information about the legitimacy of the 
transfer of equipment to Ukraine should 
be conveyed on the basis of the rationali-
ty of this step (it is better for the Russians 
to bleed to death in Kharkiv rather than 
in Hrubieszów), and it should also be 
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reminded that each day of Kyiv’s resis-
tance moves away the perspective of 
Moscow’s invasion of Warsaw;

 y every media message should point to 
the fact that it is cheaper, better and 
more effective to deter the enemy 
than to expose ourselves to even the 
shortest war, therefore - despite the 
fact that NATO is a strong and cred-
ible alliance - our aim is to build such 
a power that will discourage the Rus-
sians from making any attempt to en-
ter into armed conflict with us, which 
is why we are building a modern and 
efficient army;

 y it is essential to explain to taxpayers that 
allocating money for armaments is nec-
essary in order to preserve the integrity 
of borders and avoid war damage, and 
therefore the money spent today should 
be regarded as a future investment and 
not as a cost.

The main conclusions that can be drawn 
from the analysis of the issues related to the 
problem of informing the public about PAF 
upgrading as well as the recommendations 
which - in the opinion of the author of the 
document - would be good to implement 
in the nearest future, have been presented in 
the summary above. The development and 
modernisation of the army and the resulting 
significant expenditures from the state bud-
get require a good, balanced, and non-intru-
sive awareness and information campaign in 
order to make them fully understood and 
accepted by Poles. Its execution involves an 
applied planning process and continuous 
cooperation with the state and commercial 
media, as well as the transfer of a part of the 
efforts to the Internet, mainly social media. 
The success of the undertaking is highly 
feasible, but it is dependent on good quality 
persuasion and the implementation of all the 
issues raised in the public debate.
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A wonderful new world 

In the document “2030 Digital Compass: 
the European way for the Digital Deca-

de”1, the European Commission outlined 
its vision for a digital Europe that empowers 
citizens and businesses in this area in the 
2030 perspective. With eight years to go, 
digital tools are already deeply embedded in 
the daily life of European citizens, they are 
used for work, communication, education 
or access to public and private services. 

However, the digital evolution of society 
raises questions about issues of fairness, re-
flecting deep pre-existing social, economic, 
generational and geographic inequalities. The 
COVID-19 pandemic exposed these differ-
ences. According to the vision proposed by 
the European Commission, digital technol-
ogies, automation, artificial intelligence and 
data improve productivity and efficiency at 
work and create new opportunities for both 
the European economy and its citizens. 

This is the message of Margrethe Vestag-
er2, Vice President of the European Com-

1 https://eur-lex.europa.eu/legal-content/pl/
TXT/?uri=CELEX%3A52021DC0118 (accessed on 
22 July 2022)

2 https://twitter.com/vestager [accessed on 
1 September 2022]

mission for A Europe Fit for the Digital Age. 
She consistently uses the terms “ecosystem 
of trust” and “ecosystem of excellence”, argu-
ing that as digital technology becomes more 
central to all aspects of life, people should 
be able to make the most of it. 

In short, the Commission believes that, 
provided safeguards are in place to avoid 
the worst effects of digitisation, a wonderful 
world (or market) will emerge and Europe 
will be able to succeed in the digital trans-
formation that is considered inevitable. 

In this context, the 5th of July 2022 is 
a very important date, as on that day the 
European Parliament adopted two Regu-
lations: the Digital Services Act3 and the 
Digital Markets Act4. On the other hand, on 
the 18th of July the Council of the European 

3 Regulation of the European Parliament and of 
the Council on a Single Market for Digital Services 
(Digital Services Act): https://data.consilium.eu-
ropa.eu/doc/document/PE-17-2022-INIT/pl/pdf 
(accessed on 1 September 2022)

4 Regulation of the European Parliament and 
of the Council on Contestable and Fair Markets 
in the Digital Sector (Digital Markets Act): https://
eur-lex.europa.eu/legal-content/PL/TXT/PD-
F/?uri=CELEX:52020PC0842&from=en (accessed 
on 1 September 2022)

 Anna Pacholska 

A series of legal deliberations. Part 4. Groundbreaking European Union 
legislation on digital services and digital markets
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Union approved the Parliament’s position 
on the latter Regulation, meaning that it 
was accepted.

What does this mean for us? 

First of all: as Regulations, these Acts will 
be directly applicable throughout the EU. 
According to Article 288 of the Treaty on 
the Functioning of the European Union5, 
the adoption of a regulation means that, 
once it enters into force, it applies directly 
in all Member States and confers rights and 
obligations without further action by the 
Member States.

It is worth pointing out the scope of the 
two Regulations. The legislation will take 
effect by two stages. The provisions of the 
Digital Services Act will take effect in the first 
place with respect to very large online plat-
forms and very large online search engines 
(implicitly the Meta or Google type). Such 
players will be directly supervised by the 
European Commission with regard to sys-
tem-related obligations. Firstly, however, the 
Commission must classify certain players as 
very large online platforms and very large on-
line search engines. The Commission makes 
this classification on the basis of the num-
ber of users notified by such players. Service 
providers will have three months from the 
entry into force of the Digital Services Act 
to make this notification. Subsequently, the 
Commission-designated players, classified 
as very large online platforms, will have four 
months to comply with the Regulation. 

5 https://eur-lex.europa.eu/legal-content/PL/
TXT/PDF/?uri=CELEX:12012E/TXT (accessed 
on 3 September 2022)

With regard to general applicability, the 
Regulations will enter into force 20 days af-
ter their publication in the Official Journal, 
but will be directly applicable throughout 
the European Union 15 months after entry 
into force or from 1 January 2024, whichev-
er is later. Until then, Member States must 
prepare to enforce the new legislation.

The regulation of online platforms used 
by everyone 

These long-awaited legislation is expect-
ed to create a safer digital space. Accord-
ing to the declarations of commissioner 
Margrethe Vestager, Vice President of the 
European Commission for A Europe Fit 
for the Digital Age: The Digital Services 
Act enables the protection of users’ rights 
online. The Digital Markets Act creates 
fair, open online markets. As an example, 
illegal hate speech can also be dealt with 
online. And products bought online must 
be safe. Big platforms will have to refrain 
from promoting their own interests, share 
their data with other businesses, enable 
more app stores. Because with size comes 
responsibility – as a big platform, there 
are things you must do and things you 
cannot do”.6

The Digital Services Act, which I would 
like to focus on, introduces, among others, 
new regulations for social media, e-com-
merce and other online platforms operating 
in the European Union. 

6 https://ec.europa.eu/commission/presscorn-
er/detail/en/IP_22_4313 [accessed on 3 Septem-
ber 2022]
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It regulates key current issues such as the 
removal of illegal content from the Internet, 
protection of the freedom of speech, rules 
for content moderation by online platforms 
and online advertising.

Given the global reach of many plat-
forms, it was assumed that this legislation 
is applicable in the EU internal market and 
applies also to online intermediaries estab-
lished outside the European Union that offer 
their services in the EU market. The Digital 
Services Act applies to a wide range of online 
intermediaries, which include, in particu-
lar, providers of internet services, cloud ser-
vices, messaging services, shopping services 
or social networks. Specific due-diligence 
obligations apply to hosting services and, in 
particular, to online platforms such as so-
cial networks, content sharing platforms, app 
stores, online marketplaces, and online travel 
and accommodation booking platforms. 

The most far-reaching provisions in the 
Digital Services Act focus on very large on-
line platforms that cause significant social 
and economic impacts and reach at least 
45 million users in the EU (representing 
10% of the population). Very large online 
search engines, which serve more than 10% 
of EU consumers, will also bear a greater 
responsibility for curbing illegal content on 
the Internet.

In comparison, under the Digital Mar-
kets Act, specific duties have been imposed 
on the so-called “gatekeepers”. Thus, a very 
large online platform and a very large online 
search engine can be classified as a “gate-
keeper” (controlling access to information 
and services) if: 

 y has a strong economic position, signifi-
cant impact on the internal market and 
is active in multiple EU countries;

 y has a strong intermediation position, 
meaning that it links a large user base 
to a large number of businesses;

 y has (or is about to have) an entrenched 
and durable position in the market, 
meaning that it is stable over time if the 
company met the two criteria above in 
each of the last three financial years.7

Fight against illegal content and goods 

The Digital Services Act also includes 
mechanisms to fight against illegal content 
and illegal goods and services. Thus, it im-
poses on online platforms an obligation to 
implement procedures for the removal of 
illegal goods, including dangerous or coun-
terfeit goods. The idea behind the legislation 
is to ensure that users feel more secure and 
free to express themselves, communicate 
and shop online, as they are less likely to 
be exposed to illegal activities and goods.

Online marketplaces will have to iden-
tify their business users and explain who is 
selling the product and who is offering the 
service. This will help identify rogue traders 
and protect online customers from illegal 
products, such as counterfeit and dan-
gerous products. An online marketplace 
will be required to inform consumers who 
have purchased a product or service, when 
it becomes aware of the illegality of such 

7 https://ec.europa.eu/info/strategy/priorities 
-2019-2024/europe-fit-digital-age/digital-markets 
-act-ensuring-fair-and-open-digital-markets_pl 
(accessed on 4 September 2022)
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products or services. Online marketplaces 
are also to randomly check the documen-
tation of the products sold in their mar-
ketplace to test their compliance with EU 
requirements.

At the same time, citizens will be able to 
notify illegal content, including the prod-
ucts they are dealing with, and challenge 
the decisions of online marketplaces when 
they remove content. Online platforms, on 
the other hand, are required to notify users 
of any decisions made, the reasons for those 
decisions, and to provide a mechanism to 
contest the decision.

Citizens will also receive more infor-
mation about the advertisements visible 
on online platforms - for example, wheth-
er and why an advertisement is specifically 
targeted at them. 

Users will be able to seek compensation 
from providers of intermediate services for 
any damage or loss suffered as a result of 
such provider’s violation of the Digital Ser-
vices Act.

Less manipulation of information 

The Digital Services Act offers provi-
sions on transparency in content moder-
ation practices. For very large platforms, 
users and consumers should be able to 
better understand how platforms affect our 
societies and how they will be required to 
mitigate risks, including with regard to the 
freedom of expression. 

The Digital Services Act also introduc-
es two new restrictions on the profiling 
of advertisements on online platforms. 
First, it prohibits profiling-based targeted 

advertising to minors. Second, it prohibits 
profiling-based targeted advertising with 
the use of special categories of personal 
data, such as data on sexual orientation or 
religious beliefs.

Dark patterns8 are also prohibited un-
der the new legislation. Providers of on-
line platforms will not be allowed to design, 
organise or operate their online interfaces 
in a way that deceives or results in manip-
ulation or otherwise materially distorts or 
impairs the ability of the users of such ser-
vices to make free and informed decisions.

Additional restrictions have been im-
posed on very large online platforms and 
very large online search engines, given their 
enormous impact on shaping public debate, 
economic transactions and the dissemina-
tion of information, opinions and ideas. 
They will have to assess and mitigate the 
societal risk posed by their services. They 
will also have to put in place mechanisms 
to protect users from illegal content, goods 
and services. In addition, where such plat-
forms recommend content, users will be 
able to change the criteria used and choose 
not to receive personalised recommenda-
tions. A control mechanism has also been 
created in the form of reports from inde-
pendent auditors and verified analysts.

The war in Ukraine also had an influence 
on the shape of the document. Considering 
the effects of manipulated information on 
the Internet, an article has been added to the 
Regulation that introduces a crisis response 

8 https://cyberdefence24.pl/technologie/cyber-
magazyn-czym-sa-dark-patterns-i-jak-sie-przed-
nimi-chronic (accessed on 4 September 2022)
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mechanism. It is intended to make it possi-
ble to analyse the impact of the activities of 
very large online platforms and very large 
online search engines on a given crisis and 
to implement countermeasures.

In addition, the Act lays out a frame-
work for co-regulation, i.e. for instance the 
use of codes of conduct by service providers 
to address the negative effects of the rapid 
spread of illegal content, as well as manip-
ulative and abusive activities. These include 
the Strengthened Code of Practice on Dis-
information9, which was signed by  3410 
signatories such as Meta, Microsoft, Goo-
gle, TikTok, and the Polish Demagog, and 
published on 16 July 2022.

In this context, it is worth noting that 
the provisions on tackling illegal content 
include ensuring freedom of expression and 
an effective right to pursue claims - to avoid 
both insufficient removal and excessive re-
moval of content due to illegality.

The idea is for users to be able to notify 
illegal content in a simple and effective way. 
Thus, the Regulation allows users to con-
test decisions of online platforms to remove 
content also in cases where these decisions 
are based on the platforms’ terms and condi-
tions. Users may lodge a complaint directly 
to the platform, turn to an out-of-court dis-
pute resolution body, or seek compensation 
in court.

9 2022 Strengthened Code of Practice on Dis-
information: https://digital-strategy.ec.europa.eu/
en/library/2022-strengthened-code-practice-dis-
information (accessed on 3 September 2022)

10 Signatories of the 2022 Strengthened Code of 
Practice on Disinformation | Shaping Europe’s digital 
future (europa.eu) (accessed on 3 September 2022)

Shared supervision over compliance 
with the legislation

The supervision over compliance with 
the legislation will be split between the 
Commission - responsible mainly for on-
line platforms and online search engines 
with more than 45 million users in the EU 
- and Member States responsible for any 
smaller platforms according to where they 
are established.

Member States will be required to des-
ignate Digital Services Coordinators to 
oversee whether service providers estab-
lished on their territory comply with the 
new legislation and to participate in the EU 
cooperation mechanism provided for in 
the Digital Services Act. The Digital Ser-
vices Coordinator will be an independent 
body that is expected to perform the tasks 
assigned to it in an impartial and transpar-
ent manner. It will also be an important reg-
ulatory centre to ensure consistency and 
digital competence.

Interestingly, the costs of all these activ-
ities will be borne by the providers of very 
large online platforms and online search 
engines in proportion to the size of the ser-
vice provided as reflected by the number of 
its recipients in the Union. The individual 
annual supervisory fee should not exceed 
the level of 0.05 % of its worldwide annual 
net income.

Virtual rules, real penalties 
As part of the new enforcement mech-

anism, involving cooperation at national 
and EU level, online intermediaries will 
be monitored to see how they adapt their 
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systems to the new requirements. Each 
member state will have to designate a Digi-
tal Services Coordinator - an independent 
body that will be responsible for the mon-
itoring of the services of intermediaries 
established in the territory of a given state 
or for the coordination with specialised 
sectoral authorities. To this end, the au-
thority will be able to impose penalties, 
including fines. Each Member State will 
clearly define the penalties in its national 
law, in accordance with the requirements 
specified in the Regulation, ensuring that 
they are proportionate to the nature and 
gravity of the violation, while also being 
dissuasive to ensure compliance with the 
legislation.

As for very large online platforms and 
very large online search engines, superviso-
ry and enforcement powers will be vested in 
the European Commission, which will be 
able to impose fines of up to 6% of a service 
provider’s total turnover.

Groundbreaking legislation 

We are therefore dealing with current-
ly most important legal acts on the use of 
services and the conduct of business online. 
They are of major importance for online 
users, traders and online platforms as pro-
viders of digital services.

The Digital Services Act offers a single 
set of rules for the entire EU. All EU citi-
zens will enjoy the same rights, a common 
enforcement system will provide them with 
the same protection, and regulations for on-
line platforms will be the same across the 
Union. This means standardised procedures 
for notification of illegal content, equal ac-
cess to mechanisms for lodging complaints 
and pursuing claims in the entire internal 
market, equal standards of transparency for 
content moderation or advertising systems 
and a uniform monitored strategy for the 
mitigation of risks in the case of very large 
online platforms.
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NATO’s military strategic communications doctrine 
and its relevance to Poland

Strategic communications is a  rapidly 
growing area of both NATO as a whole 

and individual Allied nations. Its growing 
importance has become particularly appa-
rent in the face of the rapid development of 
mass media, especially the Internet and the 
social media which have made both infor-
mation and disinformation widely availa-
ble on a global scale, competing in a race to 
convince an ever-larger audience. Properly 
tailored, whether globally or for a specific 
audience, message has practically become 
a weapon in the global information warfare 
waged by all players in the global security 
environment. The above applies to states, 
groupings, coalitions, non-state players, as 
well as international organizations such as 
the UN, the European Union and NATO. 

Following the outbreak of the Russian 
Federation’s conflict with Georgia in 2008, 
NATO began to work on acquiring and de-
veloping a sustainable capability to count-
er hybrid threats, including the creation 
of a strategic communications doctrine to 
enable the Alliance to operate and counter 
more efficiently in an information environ-
ment. 

Strategic Communications (StratCom) 
is a key capability for responding to hy-
brid threats, the vast majority of which are 
created precisely in the information envi-
ronment (IE), with a particular focus on 
cyberspace. 

It should be noted that hybrid activities 
against NATO and Allied nations have been 
for instance carried out by the Russian Fed-
eration since it recovered from the period 
of weakness that was associated with the 
transition from the Soviet Union to the 
Russian Federation at the turn of the 20th 
century. Since the conflict with Georgia 
in 2008, we can even speak of a “new cold 
war”1 ‒ a war waged in accordance with the 
so-called Gerasimov doctrine2.

Therefore, the development of NA-
TO’s  StratCom capabilities took place 
simultaneously with their expansion in 

1 The term was first used by Edward Lucas in 
2008 in his book The New Cold War, where the 
author claimed that in fact the war was already be-
ing waged by the Russian Federation, see: The New 
Cold War, Kurhaus Publishing, 2015.

2 The doctrine presented, inter alia, in an arti-
cle published by the “Military Industrial Courier” 
‒ https://www.vpk-news.ru/articles/14632

Col. Dariusz Niedzielski
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the broader context of countering hybrid 
threats.

The first document of the Alliance, the 
NATO Strategic Communications Policy3, 
was drafted as early as 2009, and it laid the 
groundwork for the activities of diplomatic 
and press services in the information envi-
ronment, but did not provide a clear inter-
pretation for such activities with regard to 
military capabilities in the area of strategic 
communications. 

Over the next several years, NATO 
has consistently developed and improved 
its own and Allied nations’ capabilities to 
function effectively in the information di-
mension of the international security en-
vironment. 

Such concrete action, for example, is 
the establishment in 2014 of the Strategic 
Communications Centre of Excellence 
(StratCom CoE) in Riga, of which Poland 
is also one of the founding nations. Howev-
er, the Centre’s activities focus on analytical 
and expert work in the main sub-areas of 
strategic communications, as defined by the 
Alliance: public diplomacy, military pub-
lic diplomacy, outreach and psychological 
operations. The StratCom CoE is thus, so 
to speak, the intellectual backbone of the 
Alliance, its work serving more to build in-
formation awareness and point to potential 
directions than to achieve specific civilian 
or military capabilities. 

In the military dimension, the first 
document of the Alliance guiding work 
in the area of strategic communications 

3 PO(2009)0141, NATO Strategic Communi-
cations Policy, 29.09.2009.

was the policy on strategic communica-
tions adopted by the NATO Headquarters 
Military Committee in 20174. Inter alia, it 
defined the general principles of interac-
tion between kinetic and non-kinetic ele-
ments, mainly by conducting information 
operations as a coordinating function be-
tween kinetic and non-kinetic operations, 
in accordance with the policy on strategic 
communications. Coordinated civil-mili-
tary strategic communications give NATO 
the tools to conduct effective defensive and 
offensive operations in the information en-
vironment and, through this, to influence 
the international security environment.

It should be emphasized that while the 
“civilian” StratCom basically applies only 
to public diplomacy, its military aspect 
broadens, through the use of the tools in-
tended for psychological and information 
operations, the scope of effective impact 
of strategic communications during op-
erations and crisis situations. This enables 
the Alliance to carry on broader and more 
effective operations in situations where, for 
instance, it considers operations conducted 
against NATO or Allied nations a threat, 
including a hybrid threat.

NATO continued to recognise the need 
to ensure capabilities not only to respond 
to current events, but also to actively, stra-
tegically influence the international security 
environment, including, and perhaps espe-
cially, through coordinated communica-
tions efforts that encompass all capabilities, 
including in the military dimension. That 

4 Military Committee (MC) 0628, NATO Mili-
tary Policy on Strategic Communications.
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is why the Alliance has begun to work on 
a military doctrinal document that would 
regulate the interoperability of all commu-
nications capabilities within unified strate-
gic communications structures. 

Undoubtedly, the Russian-Ukrainian 
conflict initiated by the Russian aggres-
sion against Ukraine and the annexation of 
Crimea in 2014, which turned into an open 
war following the Russian Federation’s at-
tack on the territory of eastern Ukraine in 
2022, provided an additional impetus for 
this work was. One of the key aspects of this 
aggression was Russia’s information warfare. 

The conflict, currently in the phase of 
a hot war, for which the Russian Federation 
has been carefully preparing over the past 
several years, is also the first in the history of 
conflicts hybrid war, i.e., a conflict using the 
whole range of political, economic, cyber 
and especially information activities that 
have been conducted below the threshold 
of traditional warfare. 

However, despite the multiple differ-
ences in the potentials of its armed forc-
es, technological advantage and years of 
preparation, the Russian Federation not 
only failed to achieve its intended military 
and political goals, i.e., the dismantling of 
Ukraine’s armed forces and the political 
subjugation of the defeated state, but it was 
actually defeated. In the conflict that has 
been taking place since February 2022, 
Russian troops have gone on the defensive 
in many places. However, the Russian Fed-
eration suffers its greatest defeat not on the 
physical, but on the information battlefield, 
where its dominance seemed so obvious 

at the outbreak of the active phase of the 
conflict. 

Indeed, the Ukrainian party rapidly 
adapted the structures of the entire state to 
conducting effective information warfare, 
as well as ensured the coordination of me-
dia coverage and the effective interaction 
of all kinetic and non-kinetic capabilities 
in countering Russian aggression. In oth-
er words ‒ Ukraine has built and launched 
a very effective StratCom system, imple-
mented at all levels of the state. 

The effectiveness of Ukraine’s strategic 
communications system in countering 
Russian aggression has impressed the Al-
lied nations, proving in practice what an 
essential component of the modern battle-
field the information environment is, and 
demonstrating how effectively a coordinat-
ed strategic communications system can 
affect the results of combat operations. The 
conclusions drawn from Ukraine’s infor-
mation operations also provided evidence 
of the importance of an effective and coor-
dinated strategic communications system 
in the broadly construed hybrid conflicts, 
especially in the information environment.

It is worth noting that the aggression of 
the Russian Federation in Ukraine is not 
only a conflict between two states ‒ at the 
same time, the aggressor conducted exten-
sive hybrid operations against NATO and 
its Allied nations. The purpose of these op-
erations was to eliminate or at least reduce 
support for the attacked state while using 
the conflict to undermine unity and mu-
tual trust among the Allied nations and, in 
a more long-term perspective, to challenge 
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the entire existing international security 
system. 

NATO, during its work on developing 
a holistic strategic communications system, 
observed activities and countermeasures 
in the information environment, under-
taken by both parties to the conflict, and 
incorporated these observations and con-
clusions into the Allied Joint Doctrine for 
Strategic Communications (AJP-10) de-
veloped by NATO’s Military Committee5. 
The document complements the afore-
mentioned 2009 Civilian Doctrine and the 
2017 Policy on Strategic Communications. 
All three documents jointly represent the 
Alliance’s holistic approach to StratCom. 
Such a long interval between the creation 
of various documents was due, inter alia, 
to the fact that strategic communications 
was for many years seen mainly as the ex-
clusive domain of public diplomacy con-
cerning NATO’s  political activities with 
relatively little military input, consisting 
mainly in supporting and amplifying the 
theses of public diplomacy. It was not until 
the Russian Federation’s hybrid attack on 
Ukraine in 2014 that the impetus ‒ rais-
ing the awareness of the role of military 
aspects of strategic communications in  
effective influence and counteraction in the 

5 NATO’s Military Committee (MC) is the high-
est military authority of the Alliance. In relation to 
the North Atlantic Council, which is the supreme 
political authority of the Alliance, the MC has an 
advisory role in military matters. The advisory is 
based on a consensus developed jointly by all mil-
itary heads of defence of NATO Allied nations. 
http://www.cyberdefence24.pl/398863,na-ba-
zie-cert-polska-rusza-narodowe-centrum-cy-
berbezpieczenstwa (accessed on 1 August 2022).

information environment ‒ initiated active 
work by NATO, as well as individual Al-
lied nations, to build, maintain and develop 
StratCom military operational capabilities.

The primary objective of AJP-10 is to 
ensure the effective functioning of stra-
tegic communications, its components, 
including the operational functions and 
communications capabilities of the Allied 
commands, and their integration into plan-
ning processes, as well as the conduction 
and evaluation of operations with regard to 
the strategic, operational and tactical levels. 

The substantive context of the docu-
ment, as indicated by the authors, is the op-
eration of the Alliance’s military structures 
in an international security environment 
where military and non-military actors 
pose constant conventional, unconvention-
al and hybrid threats. This is expressed in 
information activities targeting NATO as 
part of a continuous global information cy-
cle. In the face of these challenges, strategic 
communication is becoming a key element 
in maintaining the Alliance’s strategic rele-
vance and a sine qua non for the success of 
the operations undertaken. Coherent stra-
tegic communication ensures that kinetic 
and non-kinetic activities, as well as exter-
nal and internal messages, are consistent 
with the adopted strategic communications 
narrative, so as to produce the maximum 
synergy. 

AJP-10 indicates the key role of strategic 
communications as the basis for all Alli-
ance outreach and communication activ-
ities. Thus, it becomes the main function 
ensuring that all planned and undertaken 
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activities take into account the requirement 
to inform and influence the perceptions of 
and attitudes towards NATO, and to influ-
ence the behaviour of target audiences, so 
as to achieve the set objectives through this. 

The implementation of the AJP-10 Al-
lied joint doctrine as a superior document 
will also force the adaptation of other al-
ready existing StratCom component areas 
of joint publications, namely the doctrines 
of military public affairs (MPA), informa-
tion operations (InfoOps) and psychologi-
cal operations(PSYOPS), so that they could 
be integrated into the StratCom commu-
nications. 

AJP-10 is also a set of guidelines for NA-
TO’s commanders and staffs at all levels of 
command, enabling them to understand 
the information environment and to ac-
tively contribute to shaping it in accordance 
with the Alliance’s objectives. It describes 
the main principals of StratCom and the 
principles of its integration into planning 
processes, as well as defines roles and re-
sponsibilities at all levels of command and 
its relations with information operations as 
an operational function and information 
capabilities, which are MPA and PSYOPS.

As a binding doctrinal document for the 
Allied structures, AJP-10 is also a reference 
document for the Allied nations and part-
ners, offering a reference framework for 
missions, operations and tasks conducted 
within coalitions of the Allied nations and 
other partner states and organisations.

The document defines strategic com-
munications in the NATO context as the 
integration of communication capabilities 

and the operational function of information 
operations with other military operations, 
with the aim of understanding and shaping 
the information environment in accordance 
with the Alliance’s strategic objectives.

In line with the provisions contained 
in the document, J-10 strategic commu-
nications cells (chief offices) (see Figure 
2 – StratCom in the structure of NATO 
commands) will be established in the Al-
lied structures, at both the strategic level 
(NATO Headquarters, Allied Command 
Operations ‒ ACO, and Allied Command 
Transformation – ACT) and the operation-
al level (Allied Joint Force Commands in 
Brunssum and Naples, and the commands 
of services), which will be responsible for 
StratCom as an operational function of the 
command. 

It is worth noting that, in accordance 
with the solution adopted in AJP-10, both 
the J-10 StratCom Chief Officer and the 
Chief Public Affairs Officer (CPAO) will 
retain direct access to the Commander, 
the latter functioning as a direct indepen-
dent advisor to the Commander on public 
communications. Other areas of strategic 
communications (Info Ops, PSYOPS) will 
report to the J-10 StratCom Chief Officer. 

As an operational function, the Strat-
Com cell will be responsible for ensuring 
that the full spectrum of the information 
environment is understood across all com-
mand-relevant audiences, and for exerting 
influence based on this knowledge, using 
all modes of communication, involving 
actions, images and words, to properly 
inform and influence the perceptions and 
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Figure 2 StratCom in the NATO’s Command Structure

Figure 3. NATO’s Strategic Communications Process
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behaviour of target audiences. The Strat-
Com implementation process will be car-
ried out at all levels of command, according 
to the scope indicated in Figure 3 ‒ NATO 
Strategic Communications Process. 

The solutions adopted in AJP-10 allow 
full synchronization and coordination of all 
activities undertaken in the information en-
vironment, unlike those currently in place, 
which divided individual areas between the 
competencies of different command sec-
tions (Info Ops – J-3 or J-9, PSYOPS – J-2, 
J-3, J-9, MPA – the Commander’s adviso-
ry cell), which made their cooperation and 
coordination much more difficult, which in 
turn translated into limited effectiveness of 
StratCom as such and largely nullified the 
synergistic effect. 

The document, once ratified by the Al-
lied nations earlier this year, will come into 
use within the Alliance in 2023 and will be 
binding on all Allied commands. It will also 
provide the substantive basis for the con-
struction of the relevant national structures 
in NATO states. 

The AJP-10 represents a  major qual-
itative change for NATO and the Allied 
nations. Its entry into force will mean 
structural and competency changes in all 
component areas, and will force the adapta-
tion of their doctrinal documents to ensure 
their effective cooperation within a unified 
StratCom structure. 

As a result of its implementation with-
in the Alliance and the adaptation of na-
tional solutions making them consistent 
with those of the Alliance, not only NATO 
as such but also the ministries of defence 

and the armed forces of individual nations 
will become capable to exert a synergistic 
impact on the information environment. 
Making doctrinal solutions identifiable will 
also provide a possibility of taking a holis-
tic approach to strategic communications, 
where the operations of NATO and the Al-
lied nations will complement each other, re-
sulting in a quantum leap in their effective-
ness and synergy at all levels of command.

However, this will require updating and 
adapting current doctrinal documents and 
regulations on strategic communications 
and its various areas, including the national 
level. 

The Doctrine and Training Centre of 
the Polish Armed Forces at the Ministry of 
National Defence has already begun work 
on developing the DD-10 national doctrine 
that will be consistent with the Allied doc-
trine and will allow soldiers of the Polish 
Army to cooperate effectively within NATO 
structures, as well as at the bilateral level with 
other NATO allies and partners. In addi-
tion, the national document will also enable 
proper coordination of StratCom areas at 
the national level, along with its inclusion in 
training and operations. The establishment 
of strategic communications cells (chief of-
fices) in the commands at operational and 
strategic levels will also foster better coop-
eration between the staff of communication 
services, Info Ops and PSYOPS, as well as 
better coordination of their activities. It will 
also improve the interoperability of troops 
in kinetic and non-kinetic activities at all 
stages of preparation, training and opera-
tions of the Polish Armed Forces. 
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The strategic communications system 
implementation will also make it possi-
ble for specialists in its various areas to 
train and serve together in unified cells, 
which will in turn promote a better under-
standing of each other’s tasks and resulting 
needs. 

Ukraine’s experience gathered during 
the defensive war, resulting from Rus-
sia’s  aggression, shows that information 
countermeasures and active information 
operations based on a viable structure and 
effective strategic communications capabil-
ities are resultful insofar as they are under-
taken in a coordinated manner at the level 
of the entire state, within the clearly defined 

competencies of individual political and 
military actors. 

Therefore, NATO and the Allied na-
tions are putting in place some solutions 
to maximise the use of these experiences 
in the development and implementation 
of relevant doctrinal solutions. 

The coming years will see the dynamic 
development of strategic communications 
at all levels in the national, allied and Alli-
ance’s dimensions. The experience gained 
through this will allow the effective oper-
ation and impact of the armed forces, but 
also of the StratCom system as a whole, on 
the international security environment, and 
especially on the information environment.
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A review of publications on disinformation

28.04. A new narrative of the Russian 
propaganda: Poland wants to reclaim 
its historic territories in Ukraine (Cy-
ber Defence24). “Poland is planning to 
reclaim its historic territories in Ukraine 
through a strong alliance with Washing-
ton”, said S. Naryshkin, Head of the Russian 
Foreign Intelligence Service. This is a new 
narrative of the Russian propaganda.
29.04. Selected disinformation theses 
as part of Russian information opera-
tions (Disinfo Digest). Poland is losing 
control over US forces in Poland as Polish 
law does not apply to them. 1) Soldiers 
of the allied forces in Poland are afraid of 
the potential conflict with Russia; 2) US 
troops deployed in Poland lack the proper 
morale to engage in a war; they can only 
prove themselves in confrontations with 
unarmed civilians; and 3) NATO soldiers 
are increasingly avoiding serving in Poland 
by taking sick leave or not renewing their 
contracts. 
29.04. An analysis entitled: Poland 
“is preparing” to attack Ukraine while 
also equipping the Ukrainian army – 
the current Kremlin propaganda 

message (CBWŚB Foundation). The 
Kremlin has refreshed the topic of Po-
land’s alleged preparations to get control 
of western Ukraine. False narrative lines: 
1) Poland cannot be trusted; 2) The Polish 
army has begun drills to take control of 
Ukraine; 3) Poland is helping Ukraine in 
order to divert attention from its “aggres-
sive intentions”; 4) Poland will partition 
Ukraine together with Romania; 5) Po-
land, together with Romania, will launch 
an attack on Moldova; 6) Poland has been 
for many years preparing to seize Ukraine; 
and 7) Ukraine is disintegrating and this is 
happening through the West’s fault.
30.04. The Ukrainian Minister of Cul-
ture: Russian disinformation spreads 
chaos in Europe (PAP). “Russian dis-
information spreads chaos in Europe”, 
warned O. Tkachenko, Ukrainian Minister 
of Culture. When the war began, Russian 
propaganda channels such as First Chan-
nel, Ntv and others changed their schedules 
to become completely devoted to news. 
They receive a lot of money to spread dis-
information, not only in Russia but also 
in Europe.

Bogumiła Piekut
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30.04. Sadowski: “Russian and Ukraine 
information front lines. The messag-
es sent are often contradictory” (Cy-
ber Defence24, CyberMagazyn). Rus-
sia’s launch of an aggressive war in Ukraine 
has been widely analysed in terms of the use 
of elements of information warfare by both 
parties and the imposition of their narra-
tives, related to the ongoing events. Both 
“information front lines” show the same 
events in a completely different light, often 
contradicting one another. According to 
a Levada Centre survey conducted in April 
2022, for as many as 70% of respondents, 
television channels are the main source of 
news. Given the 54% trust rate, this implies 
that the Kremlin’s  narratives published 
on TV are fairly well received by the en-
tire society. Undertaking communication 
with a society that has been isolated and 
subjected to disinformation for so long is 
extremely difficult, not only because of the 
lack of viable communication channels but 
also due to developed cognitive cages which 
effectively block messages that clash with 
the official government message. 
1.05. The Kremlin disinformation 
campaign on the war in Ukraine. The 
troll factory was active on social me-
dia (Głos Pomorza). The UK Ministry of 
Foreign Affairs has reported that Russia was 
using a troll factory to spread disinforma-
tion about the war in Ukraine. The trolls are 
active on social media, and they also attack 
politicians in many countries, including the 
UK and South Africa. The UK quoted an 
expert study funded by the country, which 
it did not publish. The analysis revealed that 

the Kremlin disinformation campaign was 
aimed at manipulating international public 
opinion about Russia’s invasion of Ukraine, 
increasing the support for it and recruiting 
new supporters. 
1.05. The Russians are lying again that 
Poland wants to get control of Lviv. 
“They are presenting Poland as an 
evil power and a puppet of the USA”, 
Ż. Gotowalska (Wirtualna Polska). 
The Russian propaganda suggests that the 
Poles want to take over Lviv and seize the 
western territories of Ukraine. This is part 
of an alleged conspiracy with the West. For 
many years, the Russian propaganda appa-
ratus has been presenting Poland as an “evil 
power” that is disturbs peace in the region 
through its “vile intrigues and Russophobia”. 
2.05. Zharyn: “The Belarusian propa-
ganda continues to put pressure on Po-
land” (PAP). The “Belarusian propagan-
da continues to put pressure on Poland 
to accept the route of illegal migration”, 
said Stanislav Zharyn, Spokesman for the 
Minister Coordinating Special Services . 
He added that the Belarusian media were 
writing about the damage that the erected 
fence will cause in Belarus. 
2.05. Russian diplomats are the ones to 
blame for disinformation This is part 
of their duties (Cyber Defence24). The 
Russian diplomatic corps features hundreds 
of social media accounts, as was pointed 
out by The Washington Post. These are 
functioning like a global propaganda net-
work in which the same statements are 
processed again and again, and tailored to 
different audiences in different countries. 
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“Every week since the start of the war, 
diplomats have published thousands of 
posts, attracting more than one million 
Twitter interactions a week”, remarked M. 
Schliebs, a disinformation researcher at the 
Oxford Internet Institute at Oxford Univer-
sity. He has been involved in tracking more 
than 300 social media accounts linked to 
Russian embassies, consuls and diplomats. 
3.05. From an infodemic to informa-
tion warfare (EDMO BELUX). From 
anti-vaccinationists to war propaganda. An 
analysis of 225 Dutch-language Telegram 
channels, some of which are based in Bel-
gium, has shown that the COVID-19-re-
lated disinformation was, to some extent, 
linked to pro-Russian war propaganda. The 
study has also demonstrated how this phe-
nomenon fits into the global trend of con-
vergence of narratives on these two topics. 
4.05. Zharyn: “The Russian propagan-
da suggests that the Polish government 
has clear-cut territorial claims against 
Ukraine” (PAP). “The Russian propa-
ganda has been slandering Poland for 
many months, suggesting that the Pol-
ish government has clear-cut territorial 
claims against Ukraine or Belarus”, not-
ed S. Zharyn, Spokesman for the Minister 
Coordinating Special Services . According 
to Zharyn, this narrative is used to create 
divisions between Poles and Ukrainians. 
4.05. Zharyn: “The Kremlin propa-
ganda is again trying to intimidate the 
West by presenting a vision of nuclear 
war” (PAP). “The Russian propaganda 
is once again trying to intimidate the 
West by presenting a vision of nuclear 

war” wrote S. Zharyn, Spokesman for the 
Minister Coordinating Special Services on 
Twitter. This time, the Kremlin’s propagan-
dists are threatening to attack US facilities 
in Germany. 
4.05. An analysis entitled: The Russian 
propaganda content currently appear-
ing in the Polish infosphere (CBWŚB 
Foundation). Main narrative lines: Polish 
authorities want to drag Poland into the war 
with Russia; the Polish Army is weak and 
unable to defend itself; the membership 
in NATO is a manifestation of subordi-
nation to the USA, which will lead to Po-
land’s destruction; sanctions on Russia are 
problematic only for the Polish economy; 
Poland will soon run out of gas; Ukraine 
must surrender for its own good; the war in 
Ukraine is a NATO provocation; the West 
seeks engagement in the war with Russia 
and the destruction of Poland; Poland ap-
plies censorship (“independent, truly Pol-
ish media” are being destroyed), Poland is 
undergoing “Ukrainianisation”; Ukrainians 
are “degenerate Nazis”, they threaten Poles; 
the Ukrainian state is a “Nazi” structure, so 
it will threaten us all. 
4.05. Polish army put “on full combat 
alert” to protect Lviv and Volhynia? 
This order is a fake (Konkret24). An 
alleged order from the Commander Gen-
eral of the Armed Forces to put three Polish 
battalions on full alert is circulating on so-
cial media – this is a fake document. This 
message came to the Polish network from 
the Russian network. 
  4.05. How Russia uses fake verifi-
cation in its disinformation arsenal 
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(DFRLab). The Kremlin-linked entities 
use open-source research and fact-check-
ing to make disinformation more credible. 
Russia’s use of fake fact-checking poses a tri-
ple threat because it: (1) distorts Russian 
citizens’ perception of the war in Ukraine 
and of the West; (2) distorts the global 
perception of the war in Ukraine; and (3) 
undermines the credibility of legitimate 
fact-checking institutions by polluting the 
information environment. 
5.05. The Russian propaganda is at-
tacking Poland again. Poles are said 
to be spying for Ukraine (Radio ZET). 
The RIA Novosti Russian news agency re-
ported, referring to the Russian Security 
Service sources, that Poles have been work-
ing as agents for the Foreign Intelligence 
Service of Ukraine for the past ten years. 
Poles are working for the Ukrainian intelli-
gence service, according to the RIA Novosti 
reports. This is yet another manifestation 
of the Russian propaganda, which strong-
ly attacks Poland for its support for the in-
vaded Ukraine. According to the Russian 
agency, intelligence cooperation between 
Poland and the Foreign Intelligence Service 
of Ukraine has continued since 2012. This is 
another example of Russia’s accusing Poland 
of espionage. 
5.05. In the land of colourful matriosh-
kas – how the Russian disinformation 
work (Demagog). A matrioshka ‒ you 
take it apart and believe that you are close 
to unravel the secret. You look for its source. 
And in the end, it is always the same co-
lourful – though much smaller – doll. The 
Russian disinformation works in an exactly 

the same way. Its core mechanism is the pro-
liferation of information sources based on 
a certain pattern. It is the matrioshka sys-
tem ‒ this was described by M. Świerczek, 
a historian and an author, as “a perfect disin-
formation”, in which each successive tossed 
source gains our growing trust, constantly 
leading us astray. The key to the effective 
Russian disinformation is to run it on at 
least several levels simultaneously. The eco-
system of the Russian agitprop (agitation 
propaganda) consists of five pillars. Each 
of these involves the use of official govern-
ment messages, state-sponsored informa-
tion, supplementary sources, the “arming” 
of social media and disinformation using 
cyberspace to advance specific narratives 
that favour the Kremlin’s policy. 
7.05. It was announced in Warsaw 
that Polish soldiers are already taking 
part in the fights in Ukraine (RIA No-
vosti). The Russian propaganda spreads 
this thrilling news, quoting the pro-Russian 
Polish “political scientist” Konrad Rękas. 
He claims that Polish citizens are engaged 
in that war not as volunteers but as mer-
cenaries and “soldiers acting on orders”. In 
his view, Russia is indeed at war with the 
entire pro-American bloc, and military 
activities may continue “until the last 
Ukrainian soldier sent to the front line 
as part of Kiev’s and the West’s criminal 
plans”. And even then, Ukraine will not 
cease to be a battlefield, as Poles, Canadians, 
Britons and others will continue to fight in 
Ukrainian uniforms.
8.05. OKO.press published an article 
by Anna Mierzyńska entitled: Russian 
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counterfeits. How do the Kremlin’s pro-
pagandists fabricate fake news? As the 
author noted, the Kremlin’s propagandists 
on the front line in the information warfare 
have been making more and more blatant 
mistakes in fabricating fake news. One ex-
ample is the non-existent Polish order dis-
tributed online – it was supposed to be ad-
dressed to a Polish general who had left the 
service a few weeks earlier. The fabricated 
order first circulated widely on Telegram, 
and then became news on Russian-language 
blogs and Russian media. It was obviously 
presented as an authentic document. One 
could read about it on the following portals: 
EADaily, sm.news, news2.ru, Pravda, APN, 
Rambler, Donpress, Vojennoje Dielo and 
on social media and blogging platforms 
popular in Russia (VK, OK, LiveJournal). 
Only some of these indicated that the doc-
ument had not yet been confirmed. 
9.05. Russian propaganda activities in 
the context of the 9th of May – “Vic-
tory Day” (CBWŚB Foundation). Key 
propaganda narratives emerging as a result 
of Putin’s speech and those created after-
wards: 1) Russia offered the West to make 
a “fair” deal on regional security. The West 
rejected that offer, remaining indifferent 
to Russia’s requests and suggestions; 2) The 
Donbas and Crimea are historic Russian 
lands; 3) Russia is fighting for its faith, his-
tory and values; 4) The West induces Rus-
sophobia and falsifies history; 5) The West 
sought to shatter Russia on the inside and 
to weaken it (through hybrid and military 
actions); 6) Russia is defending itself against 
the West; 7) The so-called Donetsk and 

Lugansk People’s Republics are fighting for 
“their land”; 8) The West supports Nazism; 
and 9) Russia (as a multicultural country) is 
fighting for all peoples and cultures.
9.05. Disinformation experts on the 
war in Ukraine (Cyber Defence 24). 
On 21 April 2022, the second edition of the 
international conference entitled “Informa-
tion – disinformation – cybersecurity”, or-
ganised by the Academic Centre for Cyber 
Security Policy, took place in the Library 
Auditorium of the War Studies University. 
The leading motif concerned the imple-
mented Polish-Ukrainian research project 
focused on information and disinformation 
in the cyberspace environment. 
 10.05. Putin’s speech consists of disin-
formation and absurd (PAP). “In his 
speech given on the Victory Day, Vladi-
mir Putin presented a revisionist version 
of history and disinformation; his accusa-
tions that the USA is to be blamed for the 
aggression against Ukraine are absurd”, 
said J. Psaki, White House Spokeswoman.
10.05. Zharyn: “A publication by the 
Russian Academy of Sciences on ag-
gression against Ukraine is in line with 
Moscow’s interests” (PAP). “The special 
publication by the Russian Academy of 
Sciences on aggression against Ukraine is 
in line with Moscow’s interests; it reiter-
ates the Kremlin’s main lies about the ‘spe-
cial operation’”, said the Spokesman for the 
Minister Coordinating Special Services on 
Twitter. On 10 May, S. Zharyn reported that 
Russian academics are joining the Kremlin 
propaganda efforts aimed at covering up the 
truth about the war against Ukraine, as well 
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as manipulating the relationship between 
the West and Russia (...).
11.05. Polish authorities will force ref-
ugees from Ukraine to work on con-
struction sites (Delfi.ru). A video with 
information about the authorities in Poland 
forcing refugees from Ukraine to work on 
construction sites has gained hundreds of 
thousands of views on social networks. It 
has been established that the author of this 
video was lying, and the Prime Minister of 
Poland had said no such thing. 
11.05. Disinformation narratives on 
Poland and its alleged plans to seize 
the Transnistria, present on social me-
dia groups operating for the Russian 
Federation (RCB). 1) Poland intends to 
send a combat group of the Polish Armed 
Forces to Moldova to seize Transnistria and 
to enter Ukraine; 2) Poland has launched 
the process of establishing strike forces in 
the territory of Romania; and 3) The Pol-
ish government is planning to establish 
a foothold in the territory of Moldova for 
the operational seizure of Transnistria and 
to introduce a peace-keeping contingent in 
the Odessa Oblast. 
11.05. Zharyn: “In Russian disinforma-
tion campaigns, Poland is presented as 
an aggressive state, and in addition to 
the accusations regarding aspirations to 
seize western Ukraine, Russia spreads 
disinformation regarding our plans to 
attack Belarus and Moldova” (PAP). 
11.05. Russian propaganda changes its 
message. “Ukraine is a tool at the US 
hands” (Onet.pl). Until recently the pro-
paganda media in Russia have presented 

Ukraine as an “enemy” that needs to be 
subjected to “demilitarisation and denazi-
fication”. This, in Russia’s eyes, was supposed 
to justify the brutal and groundless attack 
on Ukraine by the Russian army. Since 
then, the Russian propaganda has clearly 
changed its direction, presenting Ukraini-
ans as a “tool” that Western countries are 
using to pursue their own objectives.
12.05. Putin’s  speech on the Victory 
Day: Training in false claims for war 
(DFRLab). The key theses formulated in 
the speech to justify the military aggression 
are as follows: 1) Defending “our people” 
in the Donbass, opposing “the Ukrainian 
genocide” and seeking to take back its 
“historic territories” (Crimea) from Rus-
sia by force; 2) Kiev could “acquire nuclear 
weapons” – a suggestion referring to the 
groundless claims that Ukraine is preparing 
a “dirty bomb”; 3) NATO provoked Rus-
sia – a reference to the Alliance’s rejection 
in December 2021 of the Russian demand 
for assurances that Ukraine would never 
join NATO; 4) The invasion of Ukraine was 
a “pre-emptive strike” against the Ukrainian 
offensive actions planned and supported by 
the West; 5) The war against Ukraine was 
“inevitable” as a clash with “neo-Nazis and 
Banderovites” supported by the U.S. and its 
local partners; and 6) The West is “falsifying” 
the history of the Second World War – de-
preciating the role of the USSR is meant to 
shatter Russia’s sense of superpower.
12.05. Fake: Ten thousand soldiers 
from Poland and Lithuania to enter 
the Ukrainian territory – a  docu-
ment (StopFake.org). Russian media 
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are circulating a  “document” in which 
the command of the Armed Forces of 
Ukraine has allegedly ordered the border 
service to allow four battalions of a “Lith-
uanian-Polish peace-keeping contingent” 
into the Ukrainian territory between 22 and 
24 May to protect and ensure the securi-
ty of the western part of the country. The 
“document” was first published by Russian 
Military Commissar Yuri Kotenok on his 
Telegram channel. “Yet another confir-
mation of the concocted plans to occupy 
and further divide the country”, wrote 
the propagandist. A number of errors in 
the text clearly suggest that the document 
is false. For example, the authors misspelled 
the name of the city of Rawa Ruska, and 
in the words “Polish-Ukrainian cordon” 
and “Ukraine”, instead of the letter “ї”, “ii” 
was used. Moreover, in some sentences the 
grammatical cases do not match and there 
are many punctuation errors. 
12.05. Mass graves near Mariupol: Rus-
sians deny and perform false fact-check-
ing (Konkret24). These are not mass but 
individual graves, and the gravedigger claims 
that the bodies were buried in coffins – this 
is the narrative that pro-Russian services are 
using in an attempt to undermine the fact 
that mass graves of civilians murdered by 
Russians soldiers have been discovered near 
Mariupol. The “proof ” for this narrative is 
supposed to be provided, inter alia, by a vid-
eo made by an “independent Canadian ac-
tivist”, but this is merely yet another example 
of the Russian false fact-checking. 
13.05. Selected disinformation the-
ses formulated as part of the Russian 

fact-checking efforts targeting the per-
ceptions of the US military presence in 
Poland (Disinfo Digest). 1) The Polish 
special services have lost control of the US 
military presence; 2) The Defender Europe 
2022 and Swift Response 2022 drills prove 
[the concoction of ] plans to attack Rus-
sia; 3) Poland is exploiting the situation in 
Ukraine to increase the US military pres-
ence, which will eventually destabilise the 
European Union; and 4) The US military 
bases in Poland are extraterritorial and 
“outlawed”.
14.05. Fake: Russia is the scapegoat of 
the Ukrainian genocide (Stop Fake). 
“I would like to note that the Ukrainian 
security services, with the aid of West-
ern countries, orchestrated a brutal and 
bloody provocation in Bucha, one of the 
aims being to complicate the negotiation 
process”, said S. Lavrov, Head of Russian 
Diplomacy in an interview with the Xin-
hua news agency on 30 April this year. In an 
interview with the Chinese agency, Lavrov 
argued that a special military operation was 
underway in Ukraine to “protect against 
genocide by neo-Nazis, demilitarise and 
denazify Ukraine”. 
14.05. The information space is a sep-
arate domain of conflict (CyberDe-
fence24). The infosphere is a separate do-
main of conflict that should not be seen as 
tantamount with cyberspace or merely as 
one of its areas. This stems from the fact that 
influence campaigns can be conducted out-
side the virtual world, relying on traditional 
media such as the press and television. The 
war in Ukraine has exposed the importance 
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of this issue. Campaigns launched in the in-
fosphere have allowed Moscow to establish 
a tightly-sealed propaganda bubble with-
in which the Russian people live. It is, on 
the one hand, quite fascinating to see how 
the state apparatus has been able to create, 
over the years, a machine that exerts such 
a strong impact on the public that even the 
undeniable facts about Putin’s war atrocities 
are perceived by citizens as lies and “West-
ern fake news”. On the other hand, this phe-
nomenon is terrifying because the Krem-
lin’s control over Russian consciousness 
effectively refutes the world’s arguments and 
makes it impossible for Russian people to 
realise that what the state provides them 
with is merely propaganda built on lies. 
15.05. Ukraine/The authorities: occu-
piers are preparing a disinformation 
campaign involving deported children 
(PAP). As was reported the Centre for Stra-
tegic Communications and Information 
Security, Russian occupiers are preparing 
a new disinformation attack in Ukraine 
involving children forcibly deported from 
Mariupol to Donetsk and their parents. 
“Using threats of separation from their 
children forever, parents are being forced 
to appear in recordings that will <testi-
fy> that the separation of parents and 
children was caused by the soldiers of 
the (Ukrainian) Azov regiment (which 
was defending the last point of Ukrainian 
resistance in Mariupol, the Azovstal 
combine) and the military nationalists 
of Ukraine”, reported the Centre, quoting 
P. Andriushchenko, an adviser to the Mayor 
of Mariupol. According to Andriushchenko, 

a second series of recordings is planned to 
show parents getting their children back. 
16.05. Russians are preparing an infor-
mation and psychological operation in 
Mariupol (Belsat.eu). InformNapalm, 
one of the leading international think-
tanks founded during the first phase of the 
Russian-Ukrainian conflict in 2014, and 
composed mainly of volunteers, reported 
on 15 May 2022 that a propaganda and psy-
chological operation was being prepared 
by the Russian occupation forces to show 
the alleged surrender of Ukrainian soldiers 
defending the Azovstal factory in besieged 
Mariupol. 
16.05. False information about chem-
ical weapons being stored in Poland 
to be later used for provocations in 
Ukraine against Russia (Disinfo Di-
gest). This is a continuation, inter alia, of 
the Russian disinformation operation (that 
has been going on since 2017) suggesting 
US production of chemical weapons in 
Ukraine.
16.05. StopFake has released a mate-
rial entitled: Manipulation: Ukraine 
is planning to draft one million peo-
ple into its army. The Kremlin’s media 
are spreading disinformation by reporting 
that “Ukraine’s Defence Minister Oleksiy 
Reznikov announced the Ukrainian au-
thorities’ intention to draft one million 
people into its army”. This “revelation” was 
instantly commented on by the so-called 
LPR envoy to Russia who simply repeated 
the widely spread the Russian narrative pre-
senting Ukraine’s Armed Forces as “cannon 
meat for American money”. Spreading their 
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fake news, the propagandists refer to Min-
ister Reznikov’s post on Facebook, where 
in fact there is no mention of any draft, but 
rather of “launching processes to ensure the 
building of Ukraine’s defence capabilities”.
17.05. Poland according to Russian re-
ports – a source of “Russophobia” and 
a direct threat to Russians (CBWŚB 
Foundation). Poland continues to bear 
responsibility for spreading “Russophobia” 
in the European area. Poland is not only 
said to stimulate resentment towards Russia 
in the European Union and NATO, doing 
so “for no reason”, but it is also supposed 
to “infect” its eastern neighbours with so-
called Russophobia. 
17.05. Zharyn: The Head of Rosko-
mos supports Russian disinformation 
(PAP). The Head of Russia’s space agency 
Roskomos, D. Rogozin, supports Russian 
disinformation activities, manipulating 
NATO-Russia relations and attempting 
to intimidate the West, as was claimed by 
the Spokesperson for the Minister Coor-
dinating Special Services . Rogozin, who 
had made numerous comments in recent 
months that fit into the Kremlin’s narrative, 
said that NATO was waging war against 
Russia despite not officially declaring it. 
17.05. Analyses of cases of pro-Krem-
lin media manipulation (Portal Delfi.
ru). Analysis 1: A short video attempting 
to convince viewers that Ukraine is ex-
terminating civilians in the Donbass has 
appeared on social media. This material 
seeks to manipulate viewers and justify the 
Russian Federation’s military aggression 
against Ukraine. Analysis 2: Russian media 

continue to talk about threats posed by the 
West to Ukraine’s territorial integrity. The 
Vzglyad.ru portal published another article 
whose author claims that European Union 
countries (and, more specifically, Roma-
nia, Hungary and Poland) are “ready to take 
a piece of the Ukrainian cake”. 
18.05. The Deputy Prime Minister of 
Ukraine about Russian propaganda: 
it is meant to divide Poles and Ukrai-
nians, N. Bochynska, N. Bochyńska 
(CyberDefence24). Disinformation nar-
ratives focus on dividing the two nations, 
Poles and Ukrainians, to make it easier to 
manipulate society. According to M. Fe-
dorov, Deputy Prime Minister and Min-
ister for Digital Transformation, there are 
several narrative lines. One is to claim that 
>>Ukrainians are neo-Nazis<< and, refer-
ring to the memory of the Second World 
War, to present Russians as those who are 
again liberating people – this time the peo-
ple of Ukraine – from neo-Nazism. The 
second line of disinformation is that it is 
going so hard for them (the Russians – ed.) 
in the Ukrainian territory because they are 
fighting de facto not against Ukraine but 
against NATO. 
18.05. Is China supporting the Kremlin 
in the European media? “Propaganda 
spread by the authorities” (Interia). 
“When the Russian news agency Sputnik 
disappeared from the European market, 
the Chinese media started spreading the 
Kremlin authorities’ propaganda in our 
region”, noted Alicja Bachulska, Chinese 
politics analyst at the Asia Research Centre 
of the War Studies University, engaged in the 
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MapInfluenCE project. The most intense 
Chinese propaganda activities have been 
observed in Bulgaria, the Czech Republic, 
Poland and Romania. The media controlled 
by the Chinese government often repeat, 
word by word, the Russian narrative of the 
war in Ukraine and this hardly changes as 
the military conflict progresses. Bachulska 
further noted that Ukraine is presented as 
a passive actor with no power to act. The 
Chinese media’s message to Europeans also 
emphasises the negative impact the war is 
exerting on the economy and security of 
the European Union as a whole. 
18.05. Selected disinformation the-
ses on the dismantling of Red Army 
monuments in Poland contained in 
statements by Maria Zacharova (Dis-
info Digest). 1) Poland is desecrating the 
corpses of Red Army soldiers; 2) The dis-
mantling of the Red Army monuments is 
illegal; 3) Acts of vandalism of burial sites 
have formed an intrinsic part of Polish poli-
tics; 4) Attempts to dismantle the Red Army 
memorial sites are driven by Russophobia; 
5) Attempts to dismantle such monuments 
constitute deliberate desecration of burial 
sites; and 6) Poland is seeking to rewrite its 
history and distort the image of the “liber-
ation of Poland” by the Red Army. 
 17.05. EDMO: we are flooded with fake 
news about the war [in Ukraine] (Dem-
agog). Topics related to the war in Ukraine 
continue to be the main object of disinfor-
mation in EU countries. April saw a slight 
reduction in disinformation content re-
garding the events taking place behind our 
eastern border. Disinformation regarding 

the war in Ukraine slowed down the activ-
ities of the EDMO (the European Digital 
Media Observatory). Together with its part-
ners, the EDMO develops monthly reports 
to summarise disinformative content. The 
eleventh issue of the report was devoted 
to April’s events. In the previous month, 
a total of 1337 analyses of false informa-
tion were published by EDMO member 
organisations, with as many as 580 (43%) 
of these concerning disinformation related 
to Ukraine. March was a record-breaking 
month in this respect (59%). The decrease 
in the percentage share of Ukrainian disin-
formation content resulted from a number 
of factors, including a slowdown in the Rus-
sian offensive in April, a reduction in the 
shock effect that occurred in March, and 
some local events of political significance 
(e.g., election in France and Slovenia). Based 
on the prepared summary, the following 
false content received most attention: the 
horrific scenes recorded in Bucha which 
had been allegedly orchestrated by Ukraine; 
the recordings and photographs showing V. 
Zelensky taking cocaine; the missile whose 
serial number was said to suggest that the 
attack on the Kramatorsk railway station 
was conducted by Ukraine; and evidence 
of alleged electoral fraud in France. 
18.05. How Russia is expanding its 
pro-war propaganda (DFRLab). The 
Kremlin is trying to maintain support in 
Russia by advertising patriotic symbols 
and slogans, as the letter Z or the “I am 
not ashamed” slogan. In order to provide 
justification for the “special operation” in 
Ukraine and to maintain support in the 
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country, the Kremlin is seeking to expand 
its pro-war propaganda tools. A recent sur-
vey by the independent Russian centre Le-
vada indicates that the Kremlin’s escalation 
of internal pro-war rhetoric may bring some 
effect. The approval ratings for President 
Putin rose from 63% in November 2021 to 
83% in March 2022. In the Centre’s latest 
opinion poll, 81% of respondents said they 
“strongly support” or “mostly support” the 
Russian military forces actions’ in Ukraine. 
19.05. What can be expected of Rus-
sia on the information warfare front? 
(EUvsDISINFO) The information war 
conducted by Russia is aimed at dividing 
Ukrainians and redirecting attention to ir-
relevant issues. The information stability 
and morale of every single Ukrainian is of 
utmost importance. It is worth bearing in 
mind that Russia will try to create divisions, 
so the best you can do is to stick together. 
19.05. A growing body of disinforma-
tion content to discourage Ukrainians 
(CyberDefence24). A growing body of 
disinformation content connected with 
current events can be observed online, as 
was pointed out by NASK experts. Among 
them, they mention the Eurovision Song 
Contest 2022 or the murder of 8 May this 
year in Warsaw’s  Nowy Swiat, allegedly 
committed by a Ukrainian. In both cas-
es, the authors of disinformation content 
seek to groundlessly develop a narrative 
of “ingratitude to be shown by Ukrainians 
towards Poles”. 
20.05. Information wars: Putin’s propa-
ganda infiltrates Italian media (Politi-
co). The Italian COPASIR (Parliamentary 

Commission for the Security of the Repub-
lic) has launched an investigation into the 
disinformation content supporting Putin, 
spread through news channels. Russian 
efforts to confuse Italians seem to be effec-
tive – according to a recent opinion poll, 
half of Italians believe that media reports on 
Ukraine are distorted and 25% say they do 
not believe those reports. According to the 
poll, Italians are also much less supportive 
of rearming Ukrainians than other Western 
allies – only around 30% are in favour of in-
creasing arms supplies, compared to around 
60% in the UK and the USA.
20.05. The Kremlin propaganda narra-
tives in the Polish infosphere (CBWŚB 
Foundation). The main lines of narrative: 
1) The war in Ukraine is meant to distract 
Poles’ attention from “more serious prob-
lems”; 2) Polish services are invigilating 
Poles with the aim of restricting our free-
dom; 3) The presence of more US troops 
in Poland brings the prospects of war to 
our country; 4) The Polish government 
is seeking war with Russia; 5) American 
soldiers disrespect Poles (they are our en-
emies); 6) Ukrainians massively break the 
law (harassing Polish women, killing Poles, 
stealing); 7) Ukrainian soldiers are “Nazis” 
who deserve no support from Poles; and 
8) By supporting Ukraine, the Polish army 
deprives itself of its own equipment (be-
coming defenceless).
20.05. How is China fighting with “dis-
information from abroad”? They reveal 
users’ location (CyberDefence24). Chi-
na’s censors have a new way of fighting with 
“disinformation from abroad”. It consists of 
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revealing the location of social media users 
and stating it under their posts, in order to 
expose the extent of the alleged manipula-
tion by foreign actors in China’s infospace. 
China’s previous range of censorship tools 
was mostly limited to blocking the accounts 
of users sharing posts that were considered 
dangerous to Beijing, as well as deleting 
these posts. Recently, however, President 
Xi’s censorship apparatus has been reach-
ing for a new tool: the automatic posting 
of users’ locations under their posts on so-
cial media. The aim is to expose the scale of 
manipulation which, as Chinese authori-
ties believe, foreign actors are using in the 
country’s infosphere with destabilisation 
attempts. 
21.05. Russian media: Poland has a “vi-
cious plan” for Ukraine (DoRzeczy.pl). 
As was stressed by the authorities in Kiev, 
Russian propaganda is spreading a false 
narrative that Poland intends to occupy 
the western part of Ukraine. The Centre for 
Combating Disinformation at the National 
Security and Defence Council of Ukraine: 
The narrative that Poland is allegedly pre-
paring for the annexation of the western 
regions of Ukraine continues to be one of 
the main narratives used in Russia’s hy-
brid information war against Ukraine, 
aimed at turning Ukraine and Poland 
against each other. 
22.05. Zharyn: The Russian propagan-
da will attempt to conduct information 
attacks (PAP). The Spokesperson for the 
Minister Coordinating Special Services 
has warned that the Russian propagan-
da will make further attempts to conduct 

information attacks against Poland as a re-
sult of Poland’s growing position. We are 
now the most important country on NA-
TO’s eastern flank, crucial for providing 
an adequate response to the Russian war 
against Ukraine. The Russian propaganda 
and disinformation industry will make 
further attempts to perform information 
attacks against Poland. Such measures are 
of strategic importance to the Kremlin. 
22.06. Disinformation about the war 
in Ukraine is gradually slowing down 
(Demagog). EDMO published a report in-
cluding an analysis of the infosphere, reveal-
ing that in May one in three disclosed fake 
news in EU countries concerned the war 
in Ukraine while in March this was near-
ly 60%. This decline may indicate that the 
media and public attention in Europe fo-
cused on Ukraine-related topics is gradually 
diminishing. The previous month, in con-
trast, saw a rise in disinformation content 
on health-related issues, with monkeypox 
and the WHO as the targets. The summary 
shows that the following misinformation 
was the most popular on a European scale: 
1) Finland is moving its military equipment 
to the eastern border with Russia; 2) Adolf 
Hitler had Jewish roots; 3) The Ukrainian 
music band, Kalush Orchestra, saluted in 
the Nazi style during the Eurovision Song 
Contest; 4) A trans woman was responsible 
for the school shooting in Uvalde, Texas; 
and 5) Bill Gates predicted a monkeypox 
pandemic. In addition, false information 
concerning the alleged electoral fraud in 
France was circulating in the infosphere of 
at least ten countries (including Poland).
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23.05. Great Britain/ Media: YouTube 
removed 70 000 videos promoting the 
Russian pro-war narrative (PAP). You-
Tube has removed more than 70 000 vid-
eos and 9000 channels related to the war in 
Ukraine for violating content guidelines, 
including one that called the Russian inva-
sion a “liberation mission”, as was reported 
by The Guardian. 
23.05. Twitter’s new disinformation 
policy will be tested during the war in 
Ukraine. Will it spread chaos? (Cy-
berDefence24) Twitter’s new global policy 
on crisis disinformation assumes that no 
misleading content will be promoted or rec-
ommended by algorithms. The new policy 
will be tested in de facto war circumstances, 
which – as experts say – could cause infor-
mation chaos. Twitter owners declared, in 
a statement on the company’s official blog, 
that they would be taking action on crisis 
disinformation. The new policy will enter 
into force instantly and will be tested in the 
real-case scenario, in the context of disinfor-
mation on the war in Ukraine. According to 
experts quoted by the Protocol service, this 
is not only a major change but also a huge 
challenge for the platform’s administration. 
The first reason is that the potential owner 
of Twitter considers himself a “freedom of 
speech absolutist”, and this can make him 
unwilling to delete controversial tweets that 
do not fully correspond to reality. Further-
more, Twitter will need to verify what the 
truth is and what it is not, and a war con-
text can easily spread information chaos. 
An additional difficulty concerns judging 
what is already defined as a “crisis”. “In crisis 

contexts, including international armed 
conflicts, public health emergencies and 
large-scale natural disasters, disinforma-
tion is found to undermine public trust 
and cause further damage to already vul-
nerable communities”, remarked Y. Roth, 
Head of Security and Integrity at Twitter. 
23.05. Zharyn: Russian media acting 
in the Kremlin’s favour, slandering the 
President of Poland (PAP). “Russian 
media and news channels working for 
the Kremlin continue to display distinc-
tive elements of a campaign launched to 
slander the President of Poland”, said S. 
Zharyn, Spokesperson for the Minister Co-
ordinating Special Services . He added that 
lies are being promoted regarding President 
Andrzej Duda’s family.
24.05. Robotrolling 1/2022 report 
(NATO StratCom COE). NATO’s Ex-
pert Centre for Strategic Communica-
tions has published another edition of its 
Robotrolling bulletin, which addresses the 
issue of information activities concern-
ing preparations for Russia’s  invasion of 
Ukraine. Inter alia, the authors assessed 
that: 1) Since the illegal annexation of 
Crimea, it was expected that kinetic actions 
would be preceded by large-scale informa-
tion activities. However, between August 
2021 and 20 February 2022, there was an in-
crease in elite statements (and troop move-
ments) unmatched by pro-Kremlin social 
media activity. This may reflect a top-down 
communication hierarchy in which lower 
levels either receive little or no guidance 
from the leadership; 2) The intensity of au-
tomated activities was too low to give any 
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credible signal of an impending invasion. 
In February 2022, pro-Kremlin channels 
and reports promoted the narrative that 
the “genocide” of the Russian-speaking 
community in the Donbass had justified 
the intervention. The viral character of this 
narrative can be attributed to Putin’s own 
statements rather than to online propagan-
da channels; and 3) The comparative lack 
of pro-Kremlin activity on Twitter, com-
bined with increased activity on VKontakte 
(VK), may suggest that the Kremlin’s pro-
pagandists put a priority on the domestic 
audience. On Twitter, the increase in the 
number of Russian-language tweets about 
NATO was, to a huge extent, driven by an-
ti-Kremlin and pro-Ukrainian messages. 
The share of automated messages on Twitter 
and VK about the Baltic States, Poland and 
NATO dropped in relation to a significant 
rise in the overall traffic. Bots accounted for 
30% of the Russian-language and 12% of the 
English-language messages on Twitter, and 
for 15% of messages about the region on 
VK. In February 2022, the number of En-
glish-language tweets was seven times high-
er compared to Russian-language tweets.
25.05. “Polish battalions have left Kiev” 
to march to the frontline? MON: Rus-
sia’s disinformation activities (Konk-
ret24). A message is being spread across 
social media about the alleged activity of the 
Polish army in Ukraine. A representative 
of the Press Department of the Operations 
Centre of the Ministry of Defence dis-
missed these reports, calling them “absurd 
fake news and part of Russia’s disinforma-
tion activities”. Similar information about 

the alleged activity of Polish units or “Polish 
mercenaries” in Ukraine regularly appears 
online. These are elements of a far-reaching 
disinformation campaign aimed against the 
Polish army.
27.05. The so-called weekly Russian 
War Report (Atlantic Council). Russian 
narratives that are under analysis: 1) The 
Pro-Kremlin Telegram channels twist 
the IAEA Director’s words, claiming that 
Ukraine is preparing a “dirty bomb”. The 
Pro-Kremlin channel Readovka misrep-
resented comments made by R. Grossi, Di-
rector of the International Atomic Energy 
Agency (IAEA), to claim that Ukraine was 
creating a “dirty bomb”. DFRLab previously 
analysed similar statements made by Rus-
sian politics and media; 2) Pro-Kremlin 
sources are attempting to deny evidence 
from the New York Times about the Bucha 
massacre. A recent New York Times article 
contains CCTV footage, witness statements 
and unpublished drone footage confirming 
that Russian soldiers were killing civilians. 
Based on earlier denials from Russia, the 
pro-Kremlin channel on Telegram Агент 
Госдепа (Department of State agent) pub-
lished three posts attempting to refute the 
new evidence of the crime; 3) Russia accus-
es Poland of occupying the Ukrainian ter-
ritory. Seeking to create divisions between 
Ukraine and its allies, Russia has launched 
a disinformation campaign accusing Po-
land of plans to occupy Ukraine. Such dis-
information narratives have been spread 
by high-level Russian officials, including 
the Spokeswoman of the Foreign Minis-
try, the Deputy Chairperson of the Security 
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Council and the Head of the Foreign Intelli-
gence Service (FIS), as well as the proponent 
of Eurasian imperialism, philosopher Alex-
ander Dugin; and 4) Russian commentators 
make false statements about the deploy-
ment of Polish battalions in Ukraine. On 
23 May this year, the pro-Kremlin Vargon-
zo channel of Russian journalist Semyon 
Pergov claimed, though without providing 
any evidence, that 2 battalions of Polish in-
fantry, equipped with 4 Rapira anti-tank 
guns and armoured personnel carriers, had 
arrived in Pavlohrad (situated between Dni-
pro and Donetsk). The post stated that “Pol-
ish infantry” troops were being prepared 
for redeployment to Avdiyevka to the front 
line near Donetsk; it further remarked that 
it was unclear whether they were regular 
soldiers or mercenaries. That information 
was repeated on TV Rossija1 by Viktor Ba-
ranets, an expert of Komsomolskaya Prav-
da. As early as 22 May, the Rybar channel 
on Telegram reported that Polish mercenar-
ies had appeared in Kharkov. A number of 
Russian media disseminated reports of the 
Polish military presence in Ukraine; these 
statements were also reinforced by several 
Polish Twitter accounts.
27.05. Sites persistently engaged in the 
Russian disinformation activities are 
attempting to affect the perceptions of 
the Polish Army (RCB). False narrative 
lines: 1) Poles do not want to serve in the 
Polish Army; 2) A high level of crime in the 
army discourages Poles from joining the 
ranks; 3) Crime in the Polish army mainly 
affects civilians, including children, with 
frequent fights, assaults and kidnappings; 

4) Polish soldiers abuse alcohol, resort to ag-
gression, and are keen on engaging in fights; 
and 5) Polish soldiers have no regard for the 
safety of Poles. 
27.05. Poland continues to pose 
a  “threat” to Belarus and Russia – 
propaganda messages from Minsk and 
Moscow (CBWŚB Foundation). 1) Rus-
sia continues to spread messages implying 
that the Kremlin was forced to issue an or-
der to attack Ukraine to make a pre-emptive 
strike against the “NATO-Banderlin prov-
ocation”. That message complements the 
narrative of the need to “denazify” Ukraine, 
which has been pushed to the background 
in recent times; and 2) In the perception of 
the Russian propaganda apparatus, once 
it has occupied western Ukraine, Poland 
is expected to focus on attacking Belarus 
in order to re-create “Greater Poland” that 
poses a “real threat” to both Ukrainians and 
Belarusians. Looking at Moscow’s role in 
Europe from this perspective, for those in-
fluenced by the Kremlin propaganda, Rus-
sia is the only force that can spare Belarus 
and Russia from the “return of the Polish 
masters” and from the “Polonisation of the 
Holy Orthodox Rus”.
27.05. Disinformation at the eastern 
border. “Part of Lukashenko’s plan” 
(CyberDefence24). During the press 
conference titled “Frontiers in Disinforma-
tion – the Eastern Edition”, an agreement 
on cooperation in the field of education 
and training was signed in Sokółka be-
tween the Academic Centre for Strategic 
Communication and the command of 
the Territorial Defence Forces. One of the 
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objectives is to provide training on disinfor-
mation addressed to the local community. 
The conference, devoted to disinformation 
issues at the eastern border with Belarus, 
was opened by Mariusz Błaszczak, Minister 
of National Defence, who spoke about the 
influence which fake news exerts on both 
internal and external security – not only in 
Poland but also across Europe. 
27.05. The Head of the Ministry of De-
fence: We need to be prepared to combat 
disinformation (PAP). “We need to be 
prepared to combat disinformation and to 
show that fake news merely serves the ag-
gressor’s interest”, said Mariusz Błaszczak. 
He added that it is important to engage the 
Territorial Defence Forces in this fight, as 
they could counter disinformation in their 
local communities. The head of the Minis-
try of Defence visited Sokółka (Podlaskie 
Voivodeship), where he took part in drills, 
a military picnic, as well as a conference en-
titled “Frontiers in Disinformation”. During 
his opening speech, he stressed that infor-
mation spreads instantly in today’s world, 
which brings some benefits but also threats. 
27.05. How the narrative about refu-
gees and the war in Ukraine is being 
manipulated (Demagog). Linguistic 
manipulation is sometimes referred to as 
the “bad sister of persuasion” since it makes 
recipients unable to see the true intentions. 
Persuasion is merely an attempt to con-
vince the recipient of other person’s line 
of reasoning while manipulation carries 
negative consequences. The aim of manip-
ulation is to mislead recipients, to evoke 
their emotions, and to make them follow 

the false thesis presented in the message. 
There are numerous techniques of linguis-
tic manipulation. These include linguistic 
valuation both by means of specific words 
and whole sentences; using an emotional 
language with various stylistic figures to 
highlight strong feelings in the audience; 
question phrases and specific punctuation 
marks which, with the aid of the specific text 
construction, have the potential to mislead 
recipients; and unstated suggestions which 
may contribute to misinformation due to 
their ambiguity and various possibilities 
of interpretation on the basis of existing 
stereotypes.
Linguist Dr. L. Polkowska said that linguis-
tic manipulations and valuation of Ukrai-
nians in disinformative messages not only 
“intensify anti-Ukrainian sentiments in 
Poland” but also “foster the spread of ex-
tremely dangerous hate speech”.
28.05. A history of two ghost battal-
ions. Russian disinformation practice 
in action (CyberDefence24). A  case 
study of the fictitious Polish battalions that 
are allegedly fighting/used to fight on the 
Ukrainian side demonstrates Russia’s re-
surgent ability to implement a full range of 
disinformation activities. Tracing and ana-
lysing this course of events also highlights 
attempts to drag Polish politicians and party 
activists into a discussion on this fancied 
topic in order for it to become part of public 
debate.
29.05. Moscow’s propaganda speaking 
about the annexation of part of Ukraine 
by Poland. Zharyn: This is nothing but 
disinformation (GazetaPrawna.pl). The 
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Russian propaganda is implementing suc-
cessive stages of a disinformation operation 
against Poland; recently, it has used, inter 
alia, President Andrzej Duda’s visit to Kiev 
as a pretext, as was noted by the Spokes-
man for the Minister Coordinating Special 
Services. “The Kremlin is disseminating 
further insinuations against Poland, re-
peating lies about Poland’s alleged plans 
to attack western Ukraine”, Zharyn point-
ed out. 
29.05. Poland as portrayed by the Rus-
sian propaganda – from a “hyena of Eu-
rope”, to “the Nazi hegemon of Central 
and Eastern Europe” (StopFake). For 
many decades, Poland has been portrayed 
in the Russian propaganda as a country that 
has not fulfilled all its ambitions. A country 
that always works at someone else’s side and 
follows foreign orders, often unfavourable 
to the Polish raison d,etat. A country that 
will continue to take advantage of its neigh-
bour’s dire straits to achieve its own specific 
interests. A country inhabited by people 
with an over-inflated sense of self-impor-
tance, with generically-encoded – “Russo-
phobia”.
30.05. Support given to Ukraine 
“harms Poland”– the current mes-
sage spread by the Kremlin (CBWŚB 
Foundation). False narrative lines: 1) Po-
land supporting Ukraine exposes itself to 
a  retaliatory attack from Russia; 2) The 
whole Europe is changing its approach to 
Ukraine (“only Poland continues to support 
Ukraine”); 3) Germany is pursuing a “sensi-
ble policy”, recognising that Europe cannot 
function without Russia and its resources 

(the message being: without Russian gas 
we will freeze); 4) Ukrainian women are 
a  “threat” to Polish families (extending 
the message that Ukrainian refugees are 
a “threat” to Poles); 5) The presence of US 
troops in Poland is a “threat” to our nation; 
6) The Polish government “represents the 
interests” of Americans and Ukrainians, and 
not the interests of Polish people; 7) The 
Polish army is “depriving itself ” of its de-
fence capabilities by sending its equipment 
to Ukraine; and 8) Russians are bringing 
“peace and liberation” to Ukrainians (in 
other words, Russia is reclaiming “histor-
ically Russian territories”). 
30.05. Manipulation: we must vol-
untarily restore the Soviet Union and 
make the Baltic states rejoin it. A vid-
eo is circulating among Russian-speaking 
social network users in Lithuania that not 
only spreads disinformation but also calls 
for the restoration of the Soviet Union 
and for making the Baltic states rejoin the 
revived USSR. The author of the video is 
manipulating viewers, trying to justify the 
validity of the war that the Russian Feder-
ation has commenced against Ukraine by 
calling for the overthrow of the state sys-
tems in the republics that he claims are in 
the Russian impact zone (i.e., Lithuania, 
Latvia, Estonia, Moldova and Ukraine), 
for making them rejoin the revived USSR. 
This is sheer manipulation and falsehood. 
An analysis of the webpage in the Lithua-
nian-Russian segment of the social network 
which disseminated this video revealed an 
unusual number of views, consisting of vid-
eos uploaded in the last ten days of May. 
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This prompts an assumption about a pos-
sible intervention to increase their reach by 
third parties.
30.05. A  wave of lies. The war in 
Ukraine and the Kremlin propaganda 
in the Balkan states (Radio Svoboda). 
Bulgaria has proposed that the European 
Commission should establish a  special 
mechanism to control the algorithms of so-
cial networks that increase the effectiveness 
of troll attacks, including mainly pro-Krem-
lin ones. Bulgaria really has something to 
worry about: according to a study by the 
Foundation for Humanitarian and Social 
Research (FHSR), the intensity of Russian 
propaganda in that country grew ten-fold 
after Russia’s invasion of Ukraine.
31.05. Polish-language Telegram chan-
nels are disseminating anti-refugee 
narratives (DFRLab). Telegram chan-
nels are spreading groundless statements 
about Ukrainian refugees, the apparent 
aim being to influence public opinion re-
garding the issue of an influx of Ukrainians 
into Poland. DFRLab analysed 27 channels 
that disseminated anti-refugee, pro-Krem-
lin and sometimes also anti-vaccine con-
tent, some of which appear to be connected 
as they publish identical posts or pass them 
on to each other. Several channels originally 
published content in the Russian language, 
but later on switched into Polish. Using the 
TGStat analytical tool, it was established, 
inter alia, that by 10 May 2022 they had 
gathered over 120 thousand followers, 
and seven of them had been launched af-
ter 24 February, i.e., after Russia’s invasion 
of Ukraine.

31.05. Disinformation targeted against 
the army. Russian propaganda target-
ing the army (CyberDefence24). As 
pointed out by the Government Security 
Centre, disinformation from the East has 
taken the Polish Army as its target. Russian 
activities are aimed at contributing to a neg-
ative perception of Polish soldiers. Such 
messages are intended not only to arouse 
mistrust in the Polish army and doubts 
about the Polish Army’s actual capabilities, 
but also to spread a sense of insecurity and 
internal instability. The overall idea is to cre-
ate chaos and make it easier to manipulate 
the public.
31.05. Fake: Ukrainian authorities 
want to put part of the country under 
Polish control (StopFake.org). The text 
is devoted to the disinformation in a state-
ment made by Russian Foreign Ministry 
Spokesperson Maria Zakharova on 25 May. 
Elements of the false narrative: 1) During 
speeches given on the occasion of the 
Polish Day and the Constitution Day on 
3 May this year, Polish President A. Duda 
said that “one nation forming part of the 
Republic is now defending its state”, and 
that there will be no border between Po-
land and Ukraine in the future. This is an 
indirect confirmation of Poland’s recent 
idea to send a “peace-keeping mission” to 
Ukraine to develop a plan for Poland to take 
control of its “historic possessions”; 2) This 
is not the first such signal – let,s just recall 
the layout of a Polish passport prepared by 
Poles as part of celebrations of the 100th 
anniversary of the country,s regaining in-
dependence in 2018, with images of Lviv 
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and Vilnius, which are not Polish cities, or 
the train ordered at the same time by the 
authorities of the Podkarpackie Voivode-
ship decorated with an image of Józef Pił-
sudski and scenes from the 1919-1921 war, 
outlining the borders of the Second Polish 
Republic, which included the lands of West-
ern Ukraine; and 3) One cannot rule out 
a possibility that plans are being made in 
Warsaw for a “creeping expansion” into the 
territory of a neighbouring country. Facts 
seem to support this. Connecting this with 
a Russian special military operation is noth-
ing more than a pretext in this case. These 
are questions that should be addressed to 
the authorities in Kiev by Ukrainian peo-
ple. This can no longer be overlooked. The 
“takeover” of the Ukrainian territory by Pol-
ish authorities, citizens and security forces 
is becoming a reality.
31.05. Marines seek to create a com-
mand for their information operations 
(CyberDefence24). The US Marine Corps 
want to create a new command focused on 
information operations and better coordi-
nation of operations, according to the May 
update of Force Design 2030 (a document 
of 2020). The idea of establishing the US 
Marine Corps Information Command is 
motivated by the Pentagon’s awareness that 
the country’s adversaries, including Russia 
and China, are investing in cyber capabil-
ities which threaten the US military and 
critical infrastructure.
1.06. Manipulation: Most Poles sup-
port the idea of troops entering Western 
Ukraine’s territory to occupy it (Stop-
Fake.org). Russian mass media (MK.ru, 

Wojennoje Obozrenije)and Internet users 
(the NewsFrol blog) are disseminating 
information that more than half of Pol-
ish citizens allegedly support the intro-
duction of troops into Ukraine and only 
33% oppose this scenario. In reality, this 
concerns the possible participation of the 
Polish army in a peace-keeping mission in 
the Ukrainian territory – if such a decision 
is made. Representatives of Polish author-
ities have repeatedly declared that they 
respect Ukraine’s sovereignty and support 
its integrity. The materials disseminated in 
Russian media are a manipulation of the 
data gathered as part of the Rzeczpospoli-
ta survey, in which 56.8% of the surveyed 
were in favour of the Polish armed forces’ 
participation in a peace-keeping mission 
in Ukraine, organised by NATO, the UN 
or the European Union. Only 32.5% of re-
spondents opposed Poland’s participation 
in such a peace-keeping mission and 10.7% 
abstained from providing a response.
2.06. Instead of golden oldies, the 
pro-Kremlin outlets keep playing the 
same broken record (EUvsDISINFO). 
Mass media supporting Putin have long 
been desperately trying to improve Rus-
sia’s global image, shattered by the docu-
mented criminal acts of its troops in Bucha 
and other localities. Both the media and 
the diplomatic services promote disinfor-
mation about, inter alia, food security in 
order to shift the blame for the disruption of 
global food supplies caused by the invasion 
of Ukraine and the blockade of Black Sea 
shipping. They occasionally use a mixtape 
in which the “old beats” have found a new 
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use: coronavirus has been replaced by the 
so-called monkeypox originating, quite ex-
pectedly, from some “American laboratories 
around the world”. It is worth noting that 
such distorted narratives developed by the 
Kremlin are also propagated by Chinese 
media. The Kremlin’s last week “playlist”: 
1) Poland wants to enter the western regions 
of Ukraine; 2) Russian activities in Ukraine 
are meant to help civilians, and Kiev has no 
right to interfere; and 3) Ukraine has fallen 
victim to the collective West, and the loss of 
sovereignty is barely a consequence. 
6.06. The Pentagon is examining inter-
cepted Russian equipment in the hope 
of acquiring “advanced technology” 
(StopFake.org). Citing The New York 
Times, Russian media reported that the 
Pentagon officials are closely examining the 
“advanced” Russian equipment captured 
during the fights in Ukraine, allegedly “in 
the hope of copying and acquiring some-
thing for themselves”. In reality, the purpose 
of the experts’ visit to Ukraine was to assess 
the Western technologies that are used by 
the Russian military-industrial complex. 
According to the delegates, the equipment 
used by the Russian forces mostly contains 
US and EU-made components. 
6.06. The Belarusian propaganda 
against Poland. Zharyn: they want 
to force us to stop erecting the border 
wall (PolskieRadio24). The Belarusian 
authorities are once again using propaganda 
against the construction of the Polish-Be-
larusian border wall. These disinforma-
tion activities are aimed at hindering the 
completion of the project that is crucial 

to Poland’s  security. V. Makey, Head of 
the Belarusian diplomacy, expressed his 
deep “concern” about the construction of 
any border wall that would pose a “serious 
threat” to the ecosystem of the Białowieża 
Forest. He remarked that Minsk expected 
works on the border section to be stopped, 
the barrier already installed to be removed, 
and the process of repairing the damage 
caused to the ecosystem to begin. As as-
sessed by a spokesperson for the Ministry 
and the service coordinator, “this is anoth-
er attempt to use lies and propaganda to 
force Poland to stop erecting the border 
wall, which is being built in connection 
with Belarus’ hybrid operation against 
Poland”. 
7.06. A report entitled: Russian dis-
information activities on social media 
(Korporacja RAND). Russia is engaged 
in a  wide-scale information war with 
the West. A vast part of this war is being 
fought on social media which Russia uses 
to spread disinformation and interfere in 
the internal policies of other countries. The 
report describes Russian offensive activi-
ties in the social media sphere (as of 2019) 
and provides recommendations on how 
to counter this evolving threat in a more 
effective manner. Key findings: 1) Russia 
perceives social media as a double-edged 
sword, fearing that they could undermine 
Russia’s  security and, at the same time, 
recognising its advantages as a cheap and 
potentially effective weapon in asymmet-
ric warfare; 2) Russia’s information warfare 
based on social media is evolving. In addi-
tion to pursuing fixed objectives, Russian 
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propagandists are developing increasing-
ly sophisticated techniques to circumvent 
Western countermeasures.
8.06. The army the Russian propagan-
da crosshairs: beware of Anushuskas 
and the purchase of a “poor Lithuanian 
drone of a low value” (RiTV Litwy). The 
Strategic Communications Department of 
the Armed Forces: Lithuania’s initiative to 
purchase and donate a “Bayraktar” com-
bat drone to Ukraine has not only received 
wide coverage in Western media, but has 
also fallen into the Russian propaganda ma-
chine. In Russia, the fact that the Lithuanian 
Minister of National Defence supported 
the public initiative caused a very nega-
tive reaction. It was stressed that Arvydas 
Anuszauskas was the ideator of a campaign 
encouraging donations and fund-raising 
for armaments. Attempts were also made 
to undermine public efforts to support 
Ukraine. It was stressed that “the poor Lith-
uanians had raised a sum for one drone of 
a low value”. Most of the disinformation is 
spread via social networks like Telegram 
and VKontakte. Dominyka Daszkevic-
ziute, representing the Lithuanian military 
StratCom, reported that there has also been 
widespread coverage of the Seym resolu-
tion to recognise the actions of the Russian 
Federation in Ukraine as genocide and to 
establish a special international criminal 
tribunal to investigate Russian crimes, with 
much aggressive rhetoric, misleading inter-
pretations and threats against Lithuania.
9.06. The Kremlin’s hate speech calls 
for committing war crimes in Ukraine  
(EUvsDISINFO). Former Russian 

President Dmitry Medvedev, using the 
Telegram platform, published a piece of 
hate speech, suggesting that all Ukrainians 
should be wiped off the face of the earth. 
And this is not the first attempt to incite 
violence or justify war crimes. The Kremlin 
is blaming the whole world for “Russopho-
bia”, promoting the #StopHatingRussians 
campaign with a  new video, advancing 
groundless accusations regarding Western 
attempts to wipe out Russian culture, while 
its own disinformation rhetoric calls for the 
elimination of innocent people. As long as 
Russia, by its conduct (crimes against hu-
manity, violation of global food insecurity, 
etc.), wants to “hold the world hostage in an 
unjustified war”, any pretences of humanity 
will be a questionable issue.
9.06. Divide and rule – how Russia 
wants to win the information Cold War 
(Visegrad Insight). The main objective of 
Russia’s information policy and disinforma-
tion activities – both before the aggression 
and during the war in Ukraine – is the de-
sire to break up the unity of European coun-
tries and NATO. Russia wants to strengthen 
its position by building antagonism both 
between states and within individual states 
and their societies. It also seeks to blame the 
West for the war in Ukraine. The material 
outlines key narratives to be found on the 
Polish internet – mainly those based on 
disinformation – slandering various states 
or their governments. 
3.06. The US Congressional Research 
Service published a report on the issue 
of deepfake technology. Main theses: 
1) The material outlines what deepfake is, 
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and how it is created, used and detected. It 
highlights the dangers posed; although it is 
currently no longer difficult to detect fake 
recordings, the rapid development of tech-
nologies is forcing the establishing of addi-
tional safeguards to prevent deepfakes from 
being used to generate sensitive content; 
and 2) In order to improve defence against 
this type of operations, the US government 
has launched a  number of programmes 
dedicated to the issue (including research 
by DARPA: MediFOR, SemaFor). 
7.06. A  feature article entitled: 
Don’t tell me the truth: the pitfalls of 
combating disinformation, by Michael 
Bröning, President of the German 
Ebert Foundation (Politico). In Ger-
many, France, the UK, Australia, Denmark, 
New Zealand, India, Sweden and South 
Africa, the fight against “hate speech” has 
been codified. South Korea’s parliament has 
called on a panel of experts to separate the 
“real story” from conspiracy theories. And 
in the US, President Biden’s administration 
has announced the establishment of an in-
ter-agency Disinformation Governance 
Board. International organisations are 
following suit The EU has enacted a Dig-
ital Services Act, enabling Member States 
to stamp out political propaganda or hate 
speech. And the UN has seen a significant 
shift from saving future generations from 
the scourge of war – as was promised in 
the UN Charter – to combating the ev-
er-spreading information wars. Nonethe-
less, expecting politics too often to draw 
the line between fact and fiction boils down 
to getting the wolf to look after its sheep. 

Freedom of opinion is the operating sys-
tem of democratic societies. It is not only 
a result, but also a prerequisite for democ-
racy. “In a world so full of disinformation, 
don’t tell me the truth and give me a de-
bate”, Bröning concluded.
7.06. The recently-established British 
CETaS will use OSINT (CyberDe-
fence24). The recently-established British 
CETaS (Centre for Emerging Technology 
and Security) will be helping to counter 
Russian disinformation exacerbated by 
the war in Ukraine. Established within 
the Alan Turing Institute, CETaS will use 
OSINT (white intelligence) methods to this 
end. The principal objective of establishing 
CETaS is to develop information warfare 
competencies outside government insti-
tutions, and to influence public opinion 
that, despite many efforts, is still extremely 
vulnerable to Russian information opera-
tions. The CETaS is planning to use OSINT 
(white intelligence) methods, based on the 
publicly available information sources, in-
cluding social media as the main arena of 
information warfare.
10.06. Propaganda reinforces the image 
of Ukraine as a despicable state, with 
the army mining the country’s borders 
(The Kyiv Independent). The Belaru-
sian propaganda is increasingly keen on 
presenting Ukraine as a despicable state. 
Meanwhile, the army is shelling the bor-
ders with Ukraine and Poland. Repressions 
of trade unions and healthcare workers in 
Belarus have led to mass arrests and the 
suicide of one of the activists. At the same 
time, the Belarusian economy is turning to 
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piracy and contraband in order to counter 
the growing number of sanctions imposed 
by Western countries in response to Belar-
usian involvement in Russia’s ongoing war 
with Ukraine.
13.06. Russian disinformation takes 
the Lithuanian Bayraktar campaign 
as the target (Lrt.lt). Disinformation ef-
forts have recently intensified in Lithuania 
targeting, inter alia, the Bayraktar cam-
paign to raise funds for Bayraktar combat 
drones – Lithuanian citizens have been 
ridiculed and called “beggars” collecting 
funds for “a dressing for the already dead”. 
According to an analysis by the armed 
forces, “the flow of disinformation aimed 
against Lithuanian defence capabilities, as 
well as national and international NATO 
drills, accounted for 41.61% of the total flow 
of disinformation”. Such rhetoric from Rus-
sia is meant to intimidate the public and 
to deliberately weaken the country’s image 
in the Russian-speaking news community.
13.06. Wikipedia fights against the 
Russian order to remove information 
about the war in Ukraine (Reuters). The 
Wikimedia Foundation (the owner of Wiki-
pedia) has appealed against the Moscow 
court’s decision that ordered it to remove in-
formation related to the Russian invasion of 
Ukraine, arguing that people have a right to 
know the facts about the war. The Moscow 
court fined the foundation RUB 5 million 
(USD 88 000) for refusing to remove mis-
information from Russian-language Wiki-
pedia articles: “Russia’s invasion of Ukraine”, 
“War crimes during Russia’s  invasion of 
Ukraine” and “Slaughter in Bucha”. This 

decision suggests that any verified infor-
mation on Wikipedia which is inconsistent 
with the Russian government’s narratives 
constitutes disinformation. The Moscow 
court presented arguments that what it 
described as disinformation on Wikipe-
dia constitutes a threat to public order in 
Russia. Wikipedia is one of very few mass 
media sources of fact-checked information 
in the Russian language, which is not fully 
controlled by the Kremlin censorship.
13.06. Disinformation threatens our 
social cohesion based on principles – 
an opinion shared by Marcus Kolga, 
an IML employee and a creator of the 
DisinfoWatch platform and by Nova 
Scotia Senator Stan Kutcher (Macdon-
ald-Laurier Institute). The social and 
political polarisation in Canada [and some 
other countries, too] partly results from 
toxic disinformation that undermines trust 
in democratic institutions, elected officials, 
the media, academics and even the rule of 
law. The main beneficiaries of this pecu-
liar termination of the social contract are 
domestic extremists and foreign author-
itarian regimes. Although hostile foreign 
actors are not the only ones to blame for 
polluting the Western information envi-
ronment, they have successfully exploited 
and exacerbated divisions in society over 
the past decade. For instance, Russian 
propagandists have become adept at iden-
tifying and “weaponising” social issues, 
further deepening our differences through 
state-controlled media, social media and 
numerous intermediary platforms linked 
to authoritarian states.
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13.06. Basaj: Disinformation is one of 
the numerous tools used in the Kremlin 
propaganda operations (Biznes Alert). 
Disinformation influences the perception 
of situations, emotions and recipients’ de-
cisions. The Russian Federation constantly 
conducts manipulative activities that will 
be effective in direct proportion to the 
time they are conducted. In operational 
terms, disinformation means information 
aimed at generating an effect determined 
by the disposer through “modelling” the 
infospace, i.e., selecting forces and means 
in such a  manner as to create a  distinct 
Russian-controlled information environ-
ment. One of the requirements of such an 
operation is consistency, logical continuity 
of action and the distributed nature of the 
operation. Organisations and actors that 
are apparently non-governmental pursue 
the Kremlin’s objectives by creating events 
and suggestive reports, and by seeking to 
influence the discourse through “experts”. 
These are operations carried out globally: 
against the West as well as other states out-
side the transatlantic area. The European 
Union should adapt its counter-measures 
to actual threats by creating organisational, 
legal and personal tools to enable EU states 
and their security apparatuses to counter 
Russian Federation information opera-
tions. Russia’s disinformation campaigns 
can be seen in various fields. The [Russians] 
are masking the war crimes they are com-
mitting in Ukraine, falsifying evidence of 
armed aggression and conducting psycho-
logical operations against societies support-
ing Ukraine.

13/14.06. Veronika Kraszewniko-
va’s analysis titled Poland is building 
a great power from sea to sea [an ex-
ample of Kremlin propaganda rheto-
ric] (RIA Nowosti Portal). Main theses: 
1) Warsaw has a unique opportunity to take 
control of the Ukrainian land as part of the 
Intermarium concept. Marshal Piłsudski 
proposed this idea 100 years ago, and Po-
land has tried for centuries to realise its am-
bitions for Eastern Europe and Ukraine with 
Belarus; 2) The Intermarium concept seems 
even more useful when combined with the 
larger Turkish neo-Ottoman project, which 
will push Russia from the south. Both these 
regional centres are driven by imperialist 
retaliation and seek to gain maximum 
benefit from the re-division of Europe and 
Eurasia that began with Russia’s  special 
military operation in Ukraine; 3) While 
the Presidents of Poland and Ukraine fall 
into each other’s arms, only one in seven 
Poles is prepared to accept Ukrainians with 
the same family and social benefits as they 
themselves receive. According to the UN, 
Poland has welcomed more than 3.5 million 
refugees, but its generosity has barely lasted 
three months: benefits are now cancelled 
and travel concessions are taken away. Poles 
do not regard Ukrainians as their “fellows” 
– what they care for is not Ukrainians them-
selves, but simply western Ukrainian land, 
economic exploitation, and using Ukrai-
nians against Russia; 4) The takeover of 
Ukraine by Poland has entered an active 
phase. Presumably, the part of Ukraine 
that will not be seized by Russia will come 
under Polish control – and this does not 
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barely concern the Lviv Oblast. At the end 
of its special military operation, Russia will 
need to face a radicalised Ukrainian-Pol-
ish-American military-political alliance 
and NATO; 5) Currently there are no in-
dications that this alliance would agree to 
peace, so regular bombing of the eastern 
regions [Donbas?] and Russia’s response to 
it, as part of a low-intensity conflict, are to 
be expected; and 6) At the same time, Po-
land’s internal problems will undermine its 
stability and reduce its inclination towards 
military brawls. However, in the current sit-
uation, some irrational actions are possible, 
especially those connected with damping 
domestic problems. So, the issue of Rus-
sia’s future western border is likely to remain 
“hot” in the upcoming years.
14.06. Russian disinformation in Can-
ada. What does it focus on, and what 
is it about? (Demagog) Russian dis-
information is visible all over the world, 
including Canada. A  research team has 
collected and analysed 6.2 million tweets 
in terms of the influence of Russian nar-
ratives on Canadian social media since 
early January. The analysis reveals that the 
pro-Russian narratives promoted in Cana-
dian social media originate mainly in two 
groups: 1) accounts influenced by the Unit-
ed States; and 2) accounts that were largely 
influenced by China, Russia or Europe. 
The disinformation content in both these 
groups is similar: NATO is to blame for the 
Russian-Ukrainian conflict, the West has no 
moral right to condemn Moscow because it 
has its own interests in the ongoing war, and 
fascists are in power in Ukraine. Another 

pro-Russian narrative attempts to reinforce 
distrust in democratic institutions.
14.06. Google, Facebook and Twitter 
must combat deepfakes or will other-
wise be fined by the EU (CNN). In line 
with the updated EU Code of Conduct 
on Combating Disinformation, corpora-
tions such as Google, Facebook etc. will be 
obliged to take action to combat deepfakes 
and fake accounts on their platforms; oth-
erwise they may be fined by the EU. The 
signatories concerned will adopt, reinforce 
and implement clear principles regarding 
the unacceptable conduct and manipula-
tive practices on their platforms, based on 
the latest evidence on the mode of conduct, 
tactics, techniques and procedures (TTPs) 
used by malicious actors. Russia’s invasion 
of Ukraine has definitely contributed to the 
tightening of the code.
14.06. The annual report on the condi-
tion of the Czech disinformation arena 
for 2021 (European Values – Security 
Policy Centre). The core of the Czech 
disinformation arena has long consisted 
of around 40 active websites. This number 
is subject to some slight fluctuations, as 
the network of disinformation websites is 
changing, with some of them disappearing 
and being regularly replaced by new ones. 
The major issues, both Czech and foreign, 
discussed on the disinformation arena in 
the past year include the explosion of an 
ammunition depot in Vrbětice, attacks on 
the Information Security Service [BIS – 
the equivalent of the Polish ABW] and its 
Head, Michal Koudelka, the attack on the 
Washington Capitol, the withdrawal of US 
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troops from Afghanistan, the energy crisis 
and Nord Stream, events in Belarus. 
15.06. A new disinformation attack is 
underway, with Russian propaganda 
being active again (RCB). After several 
weeks of relative silence, another increase 
in the activity of the Russian propaganda 
apparatus was recorded, resulting in nu-
merous actions aimed at showing Poland 
in a negative light. Between 6 and 13 June, 
five major false Russian narrative lines were 
identified: 1) Poland, under the pretences of 
providing assistance to Ukraine, is planning 
to actually annex its territory; 2) Poland is 
hindering the peace talks between Ukraine 
and Russia; 3) The West has given tacit con-
sent to Poland’s establishing the protector-
ate in Ukraine; 4) The Ukrainian President 
controlled by Poland consents to plans for 
the incorporation of western Ukraine; and 
5) Poland is pursuing covert “Polonisation” 
of Ukraine. 
16.06. Another shade of hatred (EUvs-
Disinfo). Disinformation accompanied 
by hate speech continues to pour out of 
the Russian state-controlled media. This 
week we have witnessed another variation: 
in order to slander the Ukrainian armed 
forces, the Kremlin’s chief propagandist, 
EU-sanctioned Dmitry Kiselyov, resorted 
to homophobia. In his programme, Kise-
lyov aired footage allegedly showing the 
interrogation of a captured Ukrainian sol-
dier who referred to himself in a demeaning 
manner (using the Russian-language vocab-
ulary that denigrates LGBTQI+) and said 
that his commander had “roasted him un-
der his tail”. Kiselyov further suggested that 

Ukraine was pushing its LGBT soldiers to 
the foreground to create a favourable Euro-
pean image and to hide Nazism: “what kind 
of Nazism is that if there are gay soldiers in 
our ranks?” This is not an isolated incident 
of the Kremlin propaganda resorting to 
slander of the LGBTQI+ community for 
political purposes. In fact, homo- and trans-
phobia are key components of pro-Kremlin 
disinformation, in particular that aimed at 
native Russian-speaking recipients.
17.06. When words kill – from Moscow 
to Mariupol (EUvsDisinfo). Hate speech 
gave rise to atrocities in many wars (e.g., the 
Holocaust, the Rwandan genocide, the wars 
in the former Yugoslavia). Similar mech-
anisms are at work in Russia’s war against 
Ukraine. This example illustrates that hate 
speech always goes hand in hand with dis-
information and media manipulation. For 
many years, the Kremlin has been devel-
oping a narrative that was ultimately used 
to justify aggression and crime. The main 
theses were included by V. Putin in an arti-
cle dated 2021, titled The Historical Unity 
of Russians and Ukrainians, which was 
also circulated among soldiers: 1) A vast 
part of Ukraine includes land seized from 
“historical Russia”; 2) The Ukrainian nation 
is an artificial idea, and Ukrainians are ba-
sically Russians subjected to brainwashing; 
and 3) Ukraine is led by “those with radical 
and neo-Nazi views” who are merely “tools” 
in the hands of the West. Over time, and 
especially after the outbreak of war, the 
narrative based on the above theses has 
exacerbated. Both in the media domain 
and among politicians, voices advocating 
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genocide, whether directly or indirectly, 
began to appear. These messages reached 
soldiers fighting at the front and influenced 
their criminal behaviour.
17.06. Ongoing disinformation activ-
ities of the Russian party – Moscow 
prepares for taking the “historical” 
course (Infowarfare.pl). The Kremlin 
propaganda apparatus continues to focus 
on using the topic of Poland to further put 
the blame on NATO for provoking con-
flict in the region, while at the same time 
seeking to stimulate anti-Ukrainian and 
anti-government sentiments in Poland. 
Inter alia, the disinformation narrative has 
been refreshed to indicate that the President 
of Poland is allegedly related to one of the 
members of the Ukrainian Insurgent Army 
(abbreviated as UPA).
19.06. Thousands of fake accounts 
spreading Russian disinformation. 
Speculations, questions containing the-
ses, and even gossips seem to prevail 
(Rzeczpospolita). The NASK has iden-
tified thousands of accounts on social me-
dia that fit into the pro-Russian narrative 
– they contain the same theses propagated 
by RIA Novosti or spread by the Head of 
the Russian Foreign Ministry. The accounts 
are run by bots, pro-Russian trolls and so-
called useful idiots. Currently main lines of 
narrative: 1) Poles are second-class citizens 
in their own country; 2) Ukrainians are fi-
nancially well off and are ungrateful for the 
help they show; 3) Ukrainians aged 18-60 
are to be deported from Poland; and 4) It 
is the “UPAina” Nazis who are behind the 
Bucha murders.

20.06 The role of propaganda “author-
ities” in the process of creating Russian 
disinformation narratives (Infowar-
fare.pl). The Centre for the Study of the 
Contemporary Security Environment has 
prepared a summary of recent trends in 
Kremlin disinformation, amplified and 
gaining publicity through the statements 
of leading Russian politicians. The main 
aim is to present Poland and NATO as ag-
gressive parties. In this context, a contrast 
is created between the “bad West” and the 
“good Russia”, with the latter trying to “save 
peace” in the region and “rescue” Ukraine 
and Belarus from NATO aggression. Main 
lines of narrative: 1) Poland plans to take 
control of the western regions of Ukraine; 
2) Mercenaries from Polish private military 
companies are committing war crimes in 
eastern Ukraine; and 3) Poland, jointly with 
Ukraine, is preparing for aggression against 
Belarus.
20.06. Manipulation: The Lublin Trian-
gle is a Polish project for the economic 
enslavement of Ukraine (Delfi.lt). A vid-
eo has been circulating on social media in 
which Russian blogger Dmitry Nikotin 
argues that the Lublin Triangle – a trilat-
eral, regional alliance between Ukraine, 
Poland and Lithuania – is a project for the 
economic enslavement of Ukraine and for 
its merger with Poland. This fits in with 
the Kremlin narrative which reiterates 
that Poland is attempting the annexation 
of western Ukraine. The blogger has been 
manipulating facts and presenting them se-
lectively to fit his thesis, which is consistent 
with Russian disinformation.
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20.06. Disinformation should be sub-
ject to provisions on hate on the net: 
an advisory team (Canada’s Nation-
al Observer). A meeting of experts was 
held in Canada, convened by P. Rodriguez, 
Minister of Heritage. The aim was to further 
specify the assumptions of an act of law that 
will allow decisive steps to be taken to com-
bat disinformation. An analysis conducted 
by researchers covered more than 6 million 
tweets showed that Russia has taken Cana-
da as its target to influence public opinion in 
that country. Most information concerning 
the war in Ukraine and expressing pro-Rus-
sian sentiment originates in Russia, China 
and the US. Some experts have suggested 
that Canada should follow the new Code 
of Conduct on Combating Disinformation, 
published by the EC.
21.06. Google director warns the UN 
Security Council: Ukraine is a “crystal 
ball” for the information war (Time). 
During the UN Security Council meeting 
devoted to hate speech, incitement and 
atrocities in Ukraine, one of Google direc-
tors warned that cyber attacks, disinforma-
tion and other forms of information warfare 
carried out in Ukraine constitute a “crystal 
ball” for future problems that may arise 
elsewhere. He added that countries need 
to develop a doctrine of deterrence in the 
cyber domain. While technology compa-
nies have the necessary knowledge, “there is 
no magic algorithm”. UK Deputy Ambassa-
dor to the UN J. Kariuki concluded: “Hate 
speech can also be a war crime”. The war 
in Ukraine has definitely increased pressure 
on technology companies to work harder 

to combat hate speech, disinformation and 
other harmful content on the internet.
21.06. A Russian-supported campaign 
to foster disinformation regarding Syria 
has been revealed (The Syrian Observ-
er). The Institute for Strategic Dialogue 
(ISD) identified a network of organisations, 
individuals and social media accounts that 
were spreading disinformation about the 
Syrian conflict. Manipulated publications 
were followed by 1.8 million people. The 
main fake news stories concerned the 
misrepresentation of the Syrian Civil De-
fence (the so-called White Helmets) and 
humanitarian organisations working to 
evacuate the civilian population. The dis-
information campaign also focused on 
denying or distorting facts about the use 
of chemical weapons by the Syrian regime. 
ISD determined that the official Russian 
government accounts played a crucial role 
in creating and disseminating false content, 
and that Russian embassies in the UK and 
Syria also significantly contributed to that 
process. These reports were commented on 
by a former US State Department official: 
“Syria has been a testing ground for this type 
of disinformation activity, and the lessons 
learned in this context can be applied to 
operations in Ukraine and beyond”.
21.06. On the other side of the Krem-
lin mirror (EUvsDisinfo). According 
to pro-Kremlin disinformation, countries 
such as Finland and Sweden are not ex-
pressing their true sovereignty or fulfill-
ing the social will by joining NATO – it is 
someone else who is “pulling the strings” 
and making decisions. In this imaginary 
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world, joining the Alliance leads to the loss 
of freedom. The narrative of the loss of in-
dependence appears particularly idle, as if 
the subordination to the Russian sphere of 
influence gave any real sovereignty to those 
within it. The leaders of autocratic states 
with imperial inclinations and unresolved 
colonial issues, such as Russia, fear that 
sovereign nations, empowered by their free 
and enlightened citizens, will be capable of 
expressing their own will. As Finland and 
Sweden continue the NATO accession pro-
cess, we should expect more verbal taunts 
and more aggression from the Kremlin. 
This will continue unless Moscow makes 
the unlikely move to “look in the mirror” 
and make an honest assessment of both its 
past and present crimes.
21.06. Russia has blocked the Telegraph 
webpage (Reuters). The website of the 
British newspaper The Telegraph has been 
blocked in Russia at the request of the At-
torney General. Access was restricted after 
the newspaper was found to be disseminat-
ing “inaccurate information about a special 
military operation conducted by the Rus-
sian Armed Forces in the Ukrainian terri-
tory”. Since deploying troops in Ukraine, 
Russia has been censoring media coverage 
of the conflict, blocking websites of for-
eign news outlets which, in its opinion, 
are spreading “false” information about its 
“military campaign”.
21.06. Russia: Empire of Lies (Ameri-
can Purpose). S. Zharyn, in his article for 
American Purpose, described Russia’s “em-
pire of lies”, explaining that lies, propaganda 
and manipulation are permanently rooted 

in Russian politics, and that this has not 
changed at least since Bolshevik Russia. 
Complementing the Kremlin’s propagan-
da against Ukraine is the view that NATO 
poses a threat to Russia, constituting an 
aggressive alliance, and that its expansion 
eastwards puts the security of the Federa-
tion at risk.
22.06. The Russian intelligence accuses 
the Polish Church. “There is evidence” 
(Do Rzeczy). “There is evidence that the 
Polish Episcopal Conference – the central 
body of the Catholic Church in Poland – 
is seriously discussing the issue of taking 
over the Lviv Archdiocese of the Roman 
Catholic Church in Ukraine”, reported 
the Foreign Intelligence Service of Russia 
(SWR). S. Zharyn (TT): “The Russian dis-
information machine is producing more 
and more absurdities as part of its attacks 
on Poland. It has long been known that 
there is no such nonsense that the Krem-
lin could not use for its disinformation 
operations against Poland”.
22.06. A  report entitled:  Russian 
disinformation cannot hide its [Rus-
sian] responsibility for the global food 
crisis (US Department of State). The 
Russian government and its supporters 
have launched a massive disinformation 
campaign addressed to audiences in the 
Middle East and Africa, blaming Ukraine 
and the West for the global food crisis. Rus-
sia’s blockade of the Black Sea is preventing 
the export of millions of tonnes of grain 
from Ukraine. According to the report, the 
regions most affected by food shortages are 
being flooded with a false narrative that 
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sanctions have caused that situation. In this 
way, the Kremlin seeks to shift responsibil-
ity off its shoulders while putting pressure 
on the West from countries threatened by 
famine.
22.06. The new disinformation cam-
paign aims to collect data using fake 
news and click baits (CyberDefence24). 
CERT Poland warns about a campaign us-
ing phishing domains to simultaneously 
misinform and spread false reports about 
Russia’s invasion of Ukraine. The internet 
has become infested with reports of the al-
leged detention of a Polish female journalist 
by Russian soldiers. The uploaded material 
is a video – to watch it, users must log in to 
Facebook. The login page that opens after 
attempting to watch the video is a site de-
signed so as to intercept social media login 
details. When the attempt is successful, the 
hijacked account is used to further distrib-
ute fake posts to various Facebook groups.
23.06. Russophobia and disinforma-
tion in Germany: The victim narra-
tive as a weapon (EU Disinfo LAB). 
Since the beginning of Russia’s invasion of 
Ukraine, growing anti-Russian sentiments 
have been reported in several European 
countries. The actually confirmed Russo-
phobic incidents coincide with dubious 
claims, propaganda and disinformation, 
as German fact-checkers have debunked 
about a dozen of claims of Russophobia 
since the start of the invasion, but they have 
also verified and confirmed some of these 
episodes. False claims of Russophobia are 
promoted by pro-Russian programmes. The 
carriers of disinformation include Russian 

media and pro-Russian actors on social me-
dia, but at this stage it is not possible to fully 
understand the origin of these misleading 
allegations. Sharing false reports on Russo-
phobia as part of the public debate may have 
an adverse impact on the acceptance and 
integration of minority groups, and may 
expose the actual victims of discrimination 
and harassment to a lack of understanding 
and assistance.
23.06. All eyes on the Suwałki gap (EU-
vsDisinfo). Russia has recently concen-
trated some of its efforts on deceiving the 
global public opinion about Lithuania, and 
more specifically about the Suwałki gap. The 
Kremlin was more than excited about the 
entry into force of the EU sanctions which 
prohibit the imports and transit of certain 
iron and steel products from Russia. Despite 
this fact, the transit of passengers and goods 
not covered by sanctions, both to and from 
the Kaliningrad Oblast via Lithuania, has 
remained uninterrupted. The land transit 
between Kaliningrad and other parts of 
Russia has not been halted. Nor is there any 
blockade on the Baltic Sea. While consci-
entiously applying EU sanctions, Lithuania 
has not imposed any other restrictions on 
transit. These facts do not prevent creative 
copywriters from the pro-Kremlin disinfor-
mation media from orchestrating attacks at 
the “unfair and illegal” EU sanctions. More-
over, the issue of Ukraine’s, Moldova’s and 
Georgia’s applications for EU membership 
is still heatedly discussed in the pro-Krem-
lin media coverage. Russian media outlets 
claim that Ukraine’s quest for EU mem-
bership has turned it into a “slave market”, 
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using the old disinformation scents of “the 
abandoned Ukraine”. The upcoming Euro-
pean Council decisions to grant candidate 
status to these countries will draw much 
attention in the pro-Kremlin disinforma-
tion ecosystem. 
25.07. Russian disinformation in East-
ern Europe – from 27 June to 4 July 
2022. Report (FakeNews). The report 
distinguishes several axes around which 
propaganda is conducted: 1) war-relat-
ed events, 2) the situation of the Russian 
national minority in various countries, 
3) Ukrainian refugees and their status in 
various countries, 4) the consequences of 
economic sanctions against Russia, 5) the 
military threat to Central Europe, and 6) the 
consequences of Ukraine’s broad military 
support. 
25.07. Russophobia has pushed Po-
land to its limits (RIA Novosti). Sergei 
Savchuk (a regular portal’s commentator) 
threatens with an acute energy crisis in 
Poland, citing J. Steinhoff ’s interview for 
WP.pl: “Driven by the pathological Rus-
sophobia, Poles were the first, and so far 
the only ones, in the EU to completely 
ban the imports of Russian coal. The rest 
of Europe has postponed the moratorium 
until 15 August, with the possibility of 
moving it to an even later date. Part of 
the Polish population may be left without 
heating in their homes this autumn and 
winter”.
25.07. Polish tanks have come to 
Ukraine. Russian propaganda is al-
ready in action (CyberDefence24). 
The Kremlin propaganda apparatus could 

not let the delivery of Polish PT-91 Twardy 
tanks to Ukraine pass without comment. 
Materials began to circulate on the internet 
claiming that Warsaw was supporting “the 
Nazis” and arming them.
26.07. The attack on the centre of Vin-
nytsia. Russian propaganda narratives. 
Analysis (FakeNews.pl). The Russian 
missile strike on the centre of Vinnitsa has 
resonated in the international media. It was 
just another example of the brutality and 
ruthlessness of the Russian Armed Forces. 
As always, the Kremlin propaganda sought 
to justify the attack using both official chan-
nels and pro-Russian social media accounts. 
The death sustained by three Ukrainian of-
ficers during the attack does not provide 
clear evidence of an alleged meeting with 
foreign arms suppliers. All other facts con-
tradict the Russian propaganda narrative. 
The rockets fell on civilian targets and the 
vast majority of the victims are ordinary 
bystanders, including several children. The 
strike itself is part of a Russian campaign 
to intimidate the Ukrainian population by 
bombing the centres of major cities.
26.07. The European Union did in fact 
recognise the territory of the Zapor-
izhzhya Oblast as part of Russia 
(Delfi). Statements made by V. Rogovby, 
a representative of the so-called Civil-Mil-
itary Administration of the Zaporizhzhya 
Oblast, that the EU did in fact recognise the 
legitimacy of the Civil-Military Adminis-
tration and Russia’s sovereignty over the ter-
ritory of this Ukrainian Oblast, as part of its 
seventh package of anti-Russian sanctions, 
are nothing but lies. Since the beginning of 
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Russia’s invasion of Ukraine in February 
2022, the EU has consistently supported 
Ukraine, demanding from Russia an im-
mediate cessation of hostilities, withdraw-
al of troops and military equipment from 
Ukrainian territory, and due respect for 
Ukraine’s territorial integrity, sovereignty 
and independence.
26.07. The image of Poland in Russian 
propaganda messages ‒ an “aggressor” 
and a “provocateur” (CBNWŚB). In the 
Kremlin’s image of reality, Poland is a factor 
destabilising the region and provoking the 
Third World War. It is claimed, inter alia, 
that it is our country which is supposed 
to force Russia and Belarus to prepare for 
defence against an attack or for another 
“pre-emptive strike”. Russian and Belar-
usian societies are regularly intimidated 
by visions of an “imminent attack” from 
Poland and NATO ‒ this kind of a process 
will exert/is exerting a long-term impact 
on how Poland is and will be perceived 
in the East. Key narratives of recent days: 
1) Poland is militarising Ukraine and sup-
porting the Ukrainian “Nazis” (comments 
regarding the transfer of PT-91 Twardy 
tanks); 2) Poland is preparing its army for 
an attack on Belarus and Russia (the issue 
of Minister M. Błaszczak’s statements on the 
increasing potential of the land component 
of the Polish Armed Forces); 3) Poland will 
soon occupy western Ukraine (despite the 
support Poland is offering to Ukraine, the 
Russians continue to advance this narra-
tive); 4) Poland keeps sending mercenaries 
to Ukraine (comments regarding the death 
of Polish athlete Tomasz Walentek, who was 

killed in Ukraine); 5) The Polish economy is 
collapsing as a result of the “Russophobic” 
policy implemented by the Polish govern-
ment; and 6) Poland is taking part in the 
war against Russia in Ukraine.
27.07. Manipulation: Ukrainian refu-
gees in Norway earn a living on pros-
titution (StopFake.org). The Russian 
media made a manipulative generalisation 
based on the opinions of several wom-
en, passed on by third parties, who were 
queuing for food at an aid centre in Nor-
way. The Norwegian media did not report 
it as a prevalent trend among Ukrainian 
refugees, nor did they confirm any cases 
of prostitution “for the sake of survival”. At 
the same time, international organisations 
stress that Russia’s war in Ukraine has in-
creased the risk of human trafficking.
28.07. Key narratives in pro-Kremlin 
disinformation, part 1: the elite versus 
the nation (EUvsDisINFO). Repeti-
tiveness is a characteristic feature of the 
pro-Kremlin disinformation. Despite all 
the outrageous claims, the pro-Kremlin 
media often sound like the same broken 
record, sticking to just a few basic messages 
intended for domestic and international au-
diences. This is not dome incidentally or by 
omission, but deliberately: repetitions make 
lies sound more credible. The pro-Kremlin 
disinformation institutions achieve this by 
sticking to a set of repetitive narratives that 
act as templates for particular stories. The 
key narrative in pro-Kremlin disinforma-
tion is: the elites versus the people. This nar-
rative can be very effective because it iden-
tifies a scapegoat whom the target audience 
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can blame for all failures and grievances. 
This narrative has a long history of over 
a hundred years. Its propagators claim to be 
the voice of reason and to represent citizens 
deprived of their rights, speaking the truth 
against the elites who seek to hide it with 
the aim of pursuing their own specific goals.
4.07. The UK advocates tightening in-
ternet law to fight Russian disinforma-
tion (Reuters). The UK is about to intro-
duce new legal regulations that will require 
social media companies to actively combat 
disinformation published by foreign coun-
tries such as Russia. 
6.07. Artificial intelligence, deepfakes 
and disinformation. A  guidebook 
(RAND). The objective of this publication 
is to outline the threats posed by deepfakes. 
A review has been conducted of the tech-
nology behind the phenomenon as well as 
the artificial intelligence (AI)-based tech-
nologies that underpin videos using im-
age and sound processing technology. The 
threats posed by this phenomenon have 
been exposed, along with factors that can 
mitigate them. The document contains an 
overview of current measures to detect and 
combat deepfakes, and an overview of rec-
ommendations for policymakers. 
6.07. Disinformation 2.0: Should we 
bring the notion of propaganda back 
into public discourse? (GlobalVoices) 
Disinformation is a buzzword and a source 
of significant disruptions and conflicts 
around the world. Starting with Donald 
Trump’s presidency – with his accusations 
of “fake news” – disrupted elections and 
inauthentic comments flooding social 

media have become a common, though 
highly irritating, part of online reality. To-
day’s disinformation apocalypse is driven by 
a range of factors: a degrading political con-
text, a lack of effort from IT platforms and 
the mere human nature. The recent rise in 
disinformation around the war in Ukraine 
points to a pattern. While the Ukrainian 
disinformation campaign appears to be 
effective in pursuing a strong and influ-
ential programme in Western countries, 
Russian disinformation is targeting the 
rest of the world, including BRICS coun-
tries, Asia and Africa. Unlike the narrative 
of the Ukrainian party, which aims to raise 
people’s awareness of war crimes commit-
ted there or demonstrate the strength of 
Ukrainian resistance, the Russian disin-
formation campaign is conducted in a dis-
persed manner, spreading messages that 
are, by default, intended to resonate with 
current attitudes of the local population.
6.07. The Kremlin’s ongoing propagan-
da activity on the “Polish direction” 
(CBWSB). The Russian party continues its 
attempts to influence Polish people’s opin-
ions and the overall moods in our country. 
Circles co-operating with the Russian pro-
paganda apparatus are becoming increas-
ingly active, not only trying to influence 
Poles, but also providing Russians with 
materials that give credence to the Krem-
lin’s disinformation narrative. Currently, the 
disinformation messages spread by propa-
ganda circles and centres focus on creating 
a distorted image of reality, according to 
which: 1) A huge number of Poles are be-
ginning to observe the “destructive effects” 
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of the presence of Ukrainian refugees in the 
country; 2) hatred towards Ukrainians is 
rapidly increasing in Polish society; 3) Po-
land is undergoing a process of “Ukrain-
isation” ‒ the Polish government and the 
opposition have betrayed Poland seeking 
to turn our country into “Ukropol”; 4) Poles 
are ready to support an attack on Ukraine 
in order to seize part of its territories; 5) the 
war in Ukraine (which is the cause of the 
presence of refugees) is the result of “ag-
gressive actions of NATO and provocative 
actions of the Polish government”; and 
6) the presence of the US army in Poland 
is tantamount to “occupation” – the most 
severe threat to Poland is in fact the USA, 
not Russia.
6.07. Ukrainian mines in Lisichansk 
and 70 “hostage ships” – the most recent 
Kremlin fake news (Ukrinform). The 
Counter-Disinformation Centre (CDC), 
operating as part of the National Security 
and Defence Council of Ukraine, has com-
piled the following deepfakes, manipula-
tions and disinformation generated by the 
Russian propaganda over the past week: 
1) The Russian media reported that “the 
West is gradually realising that the Rus-
sian army will eventually take control of 
most of Ukraine’s territory. This may, in 
turn, push China into an operation in 
Taiwan as a result of which the United 
States, together with Japan, will be in-
volved in a major conflict”. The CPD notes 
that this is manipulation; 2) The Ministry of 
Defence of the Russian Federation claimed 
that “70 foreign ships from 16 countries 
remain blocked at six Ukrainian ports. 

The threat of shelling from Kiev prevents 
them from going offshore”. This is also dis-
information; 3) The Russian press reported 
that “banned PFM-1 mines” were used in 
Lisichansk, and further that “local residents 
had to neutralise them themselves”. The 
CPD warns that this is disinformation; and 
4) As reported by Ukrinform, the Russian 
propaganda and some foreign media are 
spreading false revelations about a split in 
NATO regarding the attitudes to the war 
in Ukraine.
6.07. Piskorski is a pro-Russian pro-
pagandist. He spoke in the Belarusian 
media about humanitarian aid to Poles 
(MSN). S. Zharyn: “Mateusz Piskorski, 
a pro-Russian propagandist accused of 
collaborating with Russian and Chinese 
intelligence, appears in the Belarusian 
media, engaging in an information bat-
tle against Poland. He claims that the 
Lukashenko regime’s actions are ‘a kind 
of humanitarian aid for Poles who have 
found themselves in a difficult situation 
due to inflation and sanctions imposed on 
Russia’”. During his speech on regime tele-
vision, Piskorski expressed concern about 
the attitude of the Polish authorities to the 
above case, which are capable of taking 
measures to discourage Poles from trav-
elling to Belarus. Piskorski’s utterances are 
consistent with Russia’s main theses ‒ they 
are aimed at denigrating Poland by creating 
a false image of reality. 
7.07. The Kremlin’s never-ending thirst 
for death and devastation (EUvsDiSiN-
FO). The pro-Kremlin disinformation cen-
tres continue to call the enormous human 
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suffering a liberation, and the ruins that have 
temporarily fallen into Russian hands ‒ signs 
of a glorious victory. The Kremlin propagan-
dists incessantly turn the terrorist attack on 
a shopping centre into an attack on a mili-
tary target. Russian representatives in Egypt 
have joined such a narrative, attempting to 
spread disinformation about the destruc-
tion of arms and ammunition depots. Other 
selected disinformation content of the past 
week: 1) Poland is using an imaginary Rus-
sian threat to justify its militarisation; 2) The 
war in Ukraine is about uniting the Russian 
people; and 3) NATO is waging war against 
Russia by hands of Ukrainians.
 7.07. Disinformation on the net. Prof. 
Jabłoński: some already speak about the 
totalitarism of digitisation (PolskieRa-
dio24). Prof. Arkadiusz Jabłoński, a sociol-
ogist: “Digital technologies are used to 
process information disseminated via the 
internet, which can be part of an attack 
on someone’s accounts and then used to 
spread disinformation. This type of disin-
formation is a type of action that is very 
difficult to identify and to find a clear-cut 
countermeasure formula. In the case of 
‘Dworczyk’s emails’, we were dealing with 
the defence of Poland’s raison d’état. This 
was the kind of information that should 
have never leaked out; it was stolen with 
the purpose of being used against Poland. 
At the same time, society wants to en-
joy the greatest possible transparency in 
the authorities’ behaviour. This is where 
a clear tension lies; as public expectations 
are closer to us, we give credence to ev-
ery sensation and every strike against the 

authorities, because it gives us a sense of 
controlling them. What we do not often 
realise is that are we not in any control; 
quite to the contrary ‒ while being con-
trolled by others, we are acting against 
our own authorities”.
4.07. Russia pays public officials to 
spread propaganda – Bulgarian gov-
ernment (Unian). The Bulgarian secret 
service is in the possession of data accord-
ing to which Russia pays around €2000 per 
month to public officials, journalists and 
politicians for spreading pro-Russian pro-
paganda and disinformation.
8.07. The Russian Federation propa-
ganda spreads false statements about 
the preparation of a terrorist attack in 
Slovyansk by “nationalists” (Ukrain-
form). The Centre for Combating Dis-
information at the National Security and 
Defence Council has provided information 
on new fakes: 1) The Russian propaganda is 
spreading manipulated information about 
a possible terrorist attack allegedly being 
prepared by the “neo-Nazis” in Slovyansk 
in the Donetsk Oblast; 2) The propaganda 
media of the Russian Federation, citing the 
words of the captured Ukrainian soldiers, 
spread manipulations about the inability 
to use Western weapons: “The Ukrainian 
army was facing problems with the 
shortage of supplies, but when it comes 
to Western weapons, they always had 
enough. However, they were too inexpe-
rienced to use them”; and 3) The Kremlin 
propagandists are spreading a narrative of 
the priority role of Odessa for Russia and 
the need to cut Ukraine from the sea.
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8.07. The war in Ukraine as a military 
conflict between Russia and NATO is 
one of the key narratives of the Russian 
propaganda (CBNWSB). (CBNWSB). 
The Russian disinformation apparatus con-
tinues to disseminate messages presenting 
the war in Ukraine as a military conflict be-
tween NATO and Russia. In this distorted 
image of reality, it is the United States that 
are exploiting Ukrainians to destroy Russia 
whose invasion of the neighbouring country 
is nothing but an “act of self-defence” against 
an external theat. The Kremlin is still attempt-
ing at convincing Russians and Belarusians 
that the Russian army is strong and that vic-
tory is imminent – this could significantly 
influence Belarusian preparations for their 
army’s potential involvement in the war.
8.07. Minister Joly has announced 
additional sanctions against Russian 
disinformation and propaganda agents 
(Canada.ca). In order to counter the 
Kremlin’s disinformation campaign, Cana-
da has imposed sanctions on 29 state-spon-
sored disinformation and propaganda 
agents, and on 15 entities controlled or 
owned by the Russian government and 
engaged in disinformation activities. This 
concerns Sumbatovich Gasparyan, Head of 
the International Department at state media 
holding company Russia Today. Canada has 
also launched a website devoted to coun-
tering disinformation on Russia’s invasion 
of Ukraine.
8.07. Russia has found another arena 
for the disinformation spectacle about 
Ukrainian biological laboratories (Bul-
letin of the Atomic Scientists). Earlier 

this year, the Russian disinformation cam-
paign about biological weapons in Ukraine 
was intensified and acquired a much high-
er political profile than in previous years. 
Currently, instead of relatively low-profile 
individuals, the accusations are being made 
by Vladimir Putin himself. Prior to the in-
vasion of Ukraine, Moscow had actively 
prepared the ground for bringing the dis-
information campaign to a higher level by 
pre-preparing a false narrative in the media, 
highlighting selected tweets, and hacking 
journalists’ accounts. On the diplomatic 
arena, over the past few months Russia has 
sent documentation to the Security Council 
and circulated diplomatic notes to national 
missions to the UN, providing alleged evi-
dence to support its allegations of biological 
weapons in Ukraine. A decision was also 
made to convene a special session of the 
Biological Weapons Convention, which en-
tails the risk that the treaty could be used 
as a platform to spread and legitimise dis-
information - especially if important states 
remain silent Hard work and ingenuity on 
the part of disarmament diplomats will be 
needed to ensure that the meeting does not 
turn into a forum for the Russian propa-
ganda. There is an urgent need to counter 
Moscow’s destructive narrative and to pro-
tect the norms and institutions prohibiting 
biological weapons from unsubstantiated 
allegations that could further polarise the 
Biological Weapons Treaty.
9.07. The ongoing activities of the Rus-
sian propaganda apparatus: destroy-
ing the image of Poland and stimulat-
ing tensions in the Polish-Ukrainian 
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relations (CBNWSB). In addition to 
presenting Poland in a negative light, in 
recent days the Russian propaganda has 
focused on fuelling the Polish-Ukrainian 
conflict using the anniversary of the Volyn 
massacre. The Russian party is presenting 
events relating to the commemoration of 
the victims as evidence that the share of 
people in Poland who allegedly hate Ukrai-
nians is increasing dramatically. These 
actions serve the purpose of provoking 
a crisis in the Polish-Ukrainian relations 
and of reinforcing narratives that depreci-
ate the image of Poland and Polish people 
– showing them as an aggressive nation 
whose support for Ukrainians is merely 
an “intrigue” for Warsaw’s to gain control 
over western Ukraine.
9.07. A  pro-China group conducts 
a  disinformation campaign against 
US and Canadian companies (Republic 
World). China is conducting a disinforma-
tion campaign against the USA and Can-
ada, calling companies operating in those 
countries “environmentally irresponsible”. 
According to analysts, pro-China groups 
are using this strategy to distract the world 
from their exploitation of rare earth ele-
ments. After President Biden’s administra-
tion took measures to once again become 
a significant producer of these elements 
and devised a plan to modernise the US 
infrastructure and semiconductor indus-
try, China saw this as an attempt by the 
USA to dominate this market. In response 
to that, Beijing launched a disinformation 
campaign called “Dragonbridege” in the 
USA and Canada. The US Department of 

Defense ordered an investigation into the 
matter.
10.07. S. Zharyn: Russian propaganda 
continues its disinformation operation 
against Poland (Polskie Radio). Once 
again, the Kremlin is trying to present Po-
land as a warmonger. S. Zharyn: Russian 
propaganda continues its disinformation 
operation against Poland. The spokesman 
pointed out that a “political scientist”, Al-
exander Nosovich, presented arguments 
that Poland would like to establish “a serious 
military coalition against Russia”. Howev-
er, as is also claimed by the propagandist, 
“only the Baltic countries want to support 
Poland”.
10.07. The EDMO scientific network 
has established what should be done 
to effectively combat disinformation 
(Press.pl). The European Digital Media 
Observatory (EDMO), a  scientific net-
work whose members include the Dem-
agog Association, the SWPS University of 
Social Sciences and Humanities, and the 
University of Economics in Katowice, has 
developed guidelines on how to combat 
disinformation. Accounts about the war 
in Ukraine, available in both social me-
dia and traditional media, were analysed 
along with misleading adverts, satire and 
parody content, and explicitly biased news 
and commentary. It was observed how the 
infosphere was shaped, and what role disin-
formation played in public discourse – how 
narratives around the war were changing. 
The result of the task force’s work is a list 
of recommendations to help combat dis-
information. These are concentrated on 



89

A C A D E M I C  C E N T R E  F O R  S T R A T E G I C  C O M M U N I C A T I O N 

creating an independent and transnation-
al fact-checking network to develop prin-
ciples for responding to current and crisis 
information challenges. The EDMO also 
suggests that more emphasis should be 
placed on disinformation education and 
developing the ability to navigate the me-
dia, while online platforms should provide 
source data on published content.
11.07. Belarus – “the land of milk and 
honey”. Propaganda activities in the 
context of partly waiving the visa obli-
gation for Polish citizens (CBNWSB). 
The Belarusian and Russian propaganda 
centres have commenced the process of 
distorting reality based on the issue of 
Minsk partly waving the visa obligation 
for Polish citizens. Along with dissemi-
nating the messages about A. Lukashen-
ko’s “generosity” published by the Russian 
media (based, inter alia, on an interview 
with Mateusz Piskorski), the Belarusian 
media are highlighting the “admiration” 
of the situation in Belarus which is to be 
expressed by Poles arriving in Belarus. 
The aim of such a narrative is to convince 
citizens that it is not worth migrating to 
Poland and to damage the positive image 
of our country, perceived among Belaru-
sians as a rich country which guarantees 
a higher standard of living. Propaganda ac-
tivities n the context of partly waiving the 
visa obligations also boil down to creating 
A. Lukashenko as a politician focused on 
“dialogue” and “a good host”.
11.07. More rigid regulations on online 
security. The UK seeks to combat Rus-
sian disinformation (CyberDefence24). 

The British Online Safety Bill makes the reg-
ulations on combating hostile state-con-
trolled disinformation more rigid. The new 
bill assumes that social media platforms will 
have to actively monitor and remove any 
disinformation directed by state actors. The 
media outlets failing to fulfil this obligation 
will be severely fined or even blocked. This 
is a reaction to the growing scale of Russian 
disinformation.
12.07. The Met has created a new tool 
called Sphere. It is expected to help com-
bating fake news (CyberDefence24). 
Meta (formerly Facebook) has created 
a new tool called Sphere, using artificial 
intelligence to combat fake news. The tool 
has been designed to allow verification of 
information against a huge data collection 
of 134 million public websites. The first user 
of the new product is Wikipedia which will 
use Sphere to identify defective entries.
12.07. The Polish minister wants to 
see Russian ambassadors banned 
from social media to combat disin-
formation(Politico). The Government 
Plenipotentiary for Cyber Security, Janusz 
Cieszynski, has called for social media out-
lets such as Twitter and Facebook to ban 
Russian ambassadors from their platforms 
in order to combat Kremlin-backed dis-
information: “Get rid of them, they are 
propagandists acting for the aggressive re-
gime responsible for thousands of deaths 
and for massacres of civilians”. In recent 
months, after the EU imposed sanctions on 
Kremlin-sponsored media, Moscow has 
increasingly used its embassy accounts to 
spread propaganda.
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13.07. The UN highlights the key role 
of communications in combating dis-
information (AP News). The UN Secu-
rity Council has claimed that more efforts 
are needed to counter disinformation 
and misinformation about the 12 UN 
peace-keeping operations, which are faced 
with increasing attacks, especially on so-
cial media. UN Secretary-General Antonio 
Guterres noted that “the weapons used by 
terrorists, criminals and armed militias 
are no longer just rifles and explosives, 
but increasingly also disinformation and 
hate speech”. A recent survey revealed that 
almost half of all UN peace-keepers believe 
that disinformation and misinformation 
seriously affect their work and threaten 
their security. A fake letter claiming that 
UN peace-keepers in Mali were cooperat-
ing with military groups was provided as 
an example. The message was spread virally 
on WhatsApp and resonated in the national 
media, resulting in hostility and resentment 
towards the peace-keepers. As was noted 
by Barbara Woodward, British Permanent 
Representative to the UN, the response to 
these problems should include, first and 
foremost, effective, digital-enabled strate-
gic communication that covers the entire 
mission’s activities.
14.07. Projecting one’s  own twisted 
actions onto others (EUvsDISINFO). 
Russia has recently strengthened its disin-
formation narrative about Poland’s alleged 
plans to annex western Ukraine. While 
pro-Kremlin narratives are known for 
their absurdities, this one is particularly 
difficult to reconcile with reality. For the 

past 30 years, Poland has been one of the 
most zealous supporters of the European 
and Euro-Atlantic aspirations of Ukraine 
and its important trading partner. Follow-
ing the outbreak of the war in Ukraine, it 
has been helping millions of refugees and 
actively supporting the Ukrainian military 
effort. Meanwhile, it is Russia that is violat-
ing Ukraine’s territorial integrity. A similar 
mechanism of blaming others for de facto 
one’s own actions also been employed in 
another of Moscow’s main lines of narrative 
concerning the food crisis. Moscow blames 
others ‒ in this case the EU and its sanctions 
‒ for the crisis it has caused.
14.07. Turkey’s new disinformation law: 
an alarming trend towards cyber-au-
thoritarianism (German Institute for 
International and Security Affairs). 
The Turkish government has presented 
a draft law criminalising the spread of dis-
information. The proposal includes prison 
sentences of up to three years for spread-
ing misleading information regarding the 
country’s “internal and external securi-
ty, public order and public health”. The 
prison sentence can be increased by half if 
the content is shared from an anonymous 
account. The disinformation law should be 
recognised in the context of a sharp author-
itarian turn in Turkey. The proposed legisla-
tion aims to bring online news websites and 
social media platforms under government 
control in the run-up to the 2023 elections.
22.07. Belarus – “the land of milk and 
honey”. Propaganda activities in the 
context of partly waiving the visa obli-
gation for Polish citizens (CBNWŚB). 
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The Belarusian and Russian propaganda 
centres have commenced the process of dis-
torting reality based on the issue of Minsk 
partly waving the visa obligation for Pol-
ish citizens. Along with the publication of 
reports in the Russian media regarding A. 
Lukashenko’s “generosity”, the Belarusian 
media describe Poles as delighted with the 
peace, order and prosperity prevailing in 
Belarus. By these actions, the Belarusian 
party is trying to convince its citizens that 
it is not worth emigrating to Poland.
28.07. An analysis of ZAPAD 2021 
communications: messages, narratives, 
(dis)information (NATO StratCom 
CoE). The authors of the study conclude 
that the Russian-Belarusian ZAPAD 2021 
drill was purely information warfare with all 
its elements, involving intimidation, on-air 
military activities, political message, efforts 
to attract allies and spread divisions among 
enemies, and narratives conveyed to both 
their own population and those outside 
Russia. The analysis consists of two separate 
but interconnected parts. Part One address-
es the perspective of what the manoeuvres 
were intended to signal, both directly and 
indirectly. It deconstructs and groups the 
messages and narratives.  In addition, it 
offers a range of interesting insights into 
Russia’s behaviour in the areas of security, 
politics and media. Part Two reviews the 
communications regarding ZAPAD 2021, 
taking into account the information circles 
in the Baltic States and Poland, which are 
being targeted. This is done by balancing 
and combining the holistic understand-
ing with forensic attention to detail. The 

analysis covers both official communica-
tions of the Russian Federation and Belarus, 
as well as communications in digital news 
services, based on comprehensive research 
supported by a unique methodology.
29.07. A case study entitled: The Rus-
sian propaganda uses a row between 
Poles and Russians in a Turkish hotel 
(FakeNews.pl). Since 24 July, articles de-
scribing an incident involving tourists from 
Poland and Russia in Quattro Beach hotel 
in Alanya, Turkey, began to circulate on the 
internet. It was reported that a row took 
place on 13 July, the reason being divergent 
attitudes towards the war in Ukraine. Secu-
rity guards and hotel staff were said to have 
stood by in silence, observing four Poles 
beating up a young married couple from 
Russia. After the incident, only the Russian 
man was supposed to be arrested. The arti-
cles were additionally accompanied by two 
photographs showing the alleged incident. 
1) The first publication of the manipulat-
ed information was released on 24 July on 
the Russian propaganda channel “Rybar” 
on Telegram. The authors suggested not to 
choose Turkey as a holiday destination and 
to consider Latin America as an alternative. 
That entry, however, did not contain any 
photos; 2) A few days later, similar articles 
appeared on English-, Russian-, German-, 
Romanian-, Spanish-, Ukrainian- and even 
Chinese-speaking news portals, describing 
the events of 13 July in a tone similar to that 
used in the “Rybar” publication. They were 
accompanied by two photographs, allegedly 
taken during the incident in the hotel. In re-
ality, each of these showed a different event 
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and both were previously used for disin-
formation purposes; 3) Entries of this type 
are part of the Russian information warfare 
and are intended to cause specific public 
reactions. Their aim is to make recipients 
believe that the international community is 
Russophobic, and to present Poles in a bad 
light.
30.07. An analysis entitled: Anti-refu-
gee narratives. The Russian disinforma-
tion getting its second wind (CyberDe-
fence24). After the first months of the war 
in Ukraine, the situation on the information 
front has levelled off. 1) The success of the 
Russian Federation is shifting the blame to 
Ukraine for many phenomena caused by 
the armed conflict. The reason for this can 
be directly attributed to the skilful adjust-
ment of the narrative by the Russian party. 
It is designed to lead the audience into log-
ical errors based on mental short-cuts. For 
instance, the following message: “As a re-
sult of Russia’s invasion of Ukraine, the 
EU and other countries have announced 
far-reaching economic sanctions aimed at 
limiting the revenue Russia derives from 
the sale of hydrocarbons. The situation 
has led to significant increases in fuel pric-
es, is transformed into a more straightfor-
ward one: Gasoline prices increased due to 
the war in Ukraine”. There is a short way 
to go from this message to a disinformation 
narrative: “Ukrainians are to be blamed 
for the fact that we are paying more for 
fuel”; 2) Nationally-motivated narratives 
have become prominent in recent months. 
They challenge the “besieged fortress” syn-
drome, indicating that Poles do not feel at 

home. They highlight issues of benefits, 
health care and groups of young Ukrainians 
to be spotted in the cities. These narratives 
are reinforced by messages from right-wing 
groups; 3) Following the initial successes 
recorded by the Ukrainian party and the 
wider West in the information field, there 
is a revival of pro-Russian narratives. Fol-
lowing the accounts on social media leads 
one to believe that the Russian Federation 
has rebuilt its information warfare capabil-
ities. This is evidenced by the quantity and 
quality of accounts used for propaganda; 
and 4) A rapidly growing anti-Ukrainian 
sentiment is to be expected, which may turn 
into resentment, aggressive attitudes and, 
in extreme cases, violence. Any situation 
of this kind will intensify the phenomenon 
and will be used in subsequent propaganda 
narratives.
1.08. How Russia is trying to discredit 
Poland in Georgia’s eyes (CBNWŚB). 
Poland is not the main target for the Rus-
sian propaganda in Georgia. Pro-Kremlin 
entities spread conspiracy theories or lies 
against the US, NATO and the EU. The 
main task of these activities is to destroy 
a positive image. Pro-Russian entities seek 
to present Poland as a weak and aggressive 
country that will be divided by the “big 
states” (Russia and Germany) if Warsaw 
does not change its tone towards Moscow. 
The impact of these propaganda narratives 
is limited and repeated by marginal politi-
cal forces, so-called useful idiots or experts 
with little popularity.
2.08. The Deputy Head of the Ministry 
of the Interior raises the alarm: Russian 
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services are becoming active in the field 
of disinformation (PolskieRadio24). 
“Russian services are becoming active 
in the field of disinformation. We are 
mindful that every now and then vari-
ous kinds of fake news are created with 
the aid of diverse agents. While we seek 
to be immediately refuting any such false 
information, the Russians are constantly 
trying to divide us and set us against the 
Ukrainians”, said Maciej Wąsik.
2.08. The Ministry of Justice of the Rus-
sian Federation has issued recommen-
dations to investigators on how to tell 
the difference between “fakes” about the 
army and its “discrediting” (Meduza). 
The Russian Ministry of Justice prepared 
two sets of guidelines for investigators, 
judges and forensic experts on how to anal-
yse new articles for “fakes” and attempts to 
“discredit” the army. If “information is pre-
sented in the form of a statement of facts 
and events”, this “allows law enforcement 
agencies to establish its falsity or credibili-
ty”. The ministry recalls that there is already 
an enforcement practice in Russia on “fake” 
articles about the spread of COVID. The 
guidelines also clarify that “discrediting” 
should be understood as “deliberate ac-
tions aimed at undermining trust in state 
authorities, diminishing their authority”.
2.08. The Polish “march east” and the 
“responsibility of the West for the raw 
material crisis” are important messag-
es spread by the Russian propaganda 
(CBNWŚB). In the Russian distorted vi-
sion of reality, Poland remains one of the 
Kremlin’s key enemies, allegedly preparing 

to attack Ukraine, Belarus and the Kalinin-
grad Oblast. This “aggressive” and “Russo-
phobic” policy explains the need for further 
militarisation of the socio-political life in 
Russia, and also the need for the population 
to adjust to the intensifying economic prob-
lems. Along with disseminating views that 
present Poland as a country which can oc-
cupy western Ukraine “at any moment”, and 
then “attack Belarus” and “trigger the Third 
World War”, the Russians are also referring 
to economic issues. With its disinformation 
efforts, the Kremlin is trying to shift respon-
sibility for the crisis to the West, apparently 
“forgetting about” the immediate cause. At 
the same time, Moscow is clearly trying to 
prepare an information base allowing for 
a major information and psychological op-
eration targeting the societies of EU coun-
tries in relation to the raw material crisis. 
This is not the first time that Russians have 
used raw materials as a means to influence 
the political decisions of EU countries.
 2.08. Poland’s getting in arms. Russia 
is “forced” to respond ‒ the Kremlin dis-
information message (CBNWŚB). In the 
vision presented by the Kremlin, Poland is 
not seeking to increase its defensive poten-
tial, but to acquire an offensive potential 
allowing the “recovery” of the eastern bor-
derlands of the Second Republic. It is worth 
noting the motive of Poland’s creation of 
a “drone valley” near Skarżysko-Kamien-
na. According to the Russian narrative, the 
development of WB Electronics produc-
tion capabilities is a  deliberate effort by 
Warsaw to acquire new strike capabilities 
that can be deployed by the Polish Armed 
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Forces as part of its “offensive to the east”. 
The transfers are placed in the context of 
the so-called militarisation of Poland. The 
development of the Polish armaments sec-
tor and the Polish Armed Forces is thus, in 
the Kremlin’s opinion, a “provocation” and 
an element of the West’s “aggressive actions” 
‒ in this hypocritical vision of reality, Rus-
sia is merely a state defending itself against 
“Western imperialism”. In contrast, at a time 
of serious tensions between the USA and 
China, the activities of the Russian propa-
ganda apparatus in terms of warming up 
the Chinese image and broadcasting mes-
sages that lobby narratives coinciding with 
Beijing’s objectives are clearly manifested. 
The Chinese party can count on the sup-
port of the Russian propaganda apparatus, 
especially when it comes to influencing the 
Western and African states.
4.08. New trends in disinformation 
(Gazeta Prawna). Exchanging Sput-
nik’s European branches for African ones, 
conducting the #StopHatingRussians cam-
paign and engaging embassies in propa-
ganda activities – this is how the Kremlin 
promotes its vision of the world. The EU im-
posed sanctions on the media controlled by 
the Kremlin as early as at the beginning of 
Russia’s invasion of Ukraine. These resulted 
in media such as Rossiya-24, Rossiya RTR, 
RT, RTR Planieta, Sputnik or TW Centr 
being banned from broadcasting across the 
EU. Polish operators have mostly replaced 
the previously broadcast Russian channels 
with Ukrainian ones. Licences and permits 
for the distribution of the aforementioned 
media have been suspended, including via 

satellite and cable, as well as in the form of 
platforms, websites and apps. This is ham-
pering Russia’s disinformation activities in 
Europe but, according to EU reports ac-
cessed by DGP, the Kremlin is spreading it 
in other parts of the world. 
6.08. Key pro-Kremlin disinformation 
narratives, part 2: “threatened val-
ues” (EUvsDISINFO). The “threatened 
values” narrative is adapted to a wide array 
of topics and is typically used to challenge 
western attitudes regarding, inter alia, 
women’s rights, ethnic and religious minori-
ties and LGBTQI+ groups. Pro-Kremlin 
commentators ridicule the alleged West-
ern “moral collapse” or “depraved attitudes”. 
Russia and the Orthodox Church, in con-
trast, are promoted as true defenders of tra-
ditional values. In line with this narrative, 
the “effeminate West” is decaying under the 
proliferating decadence, feminism and “po-
litical correctness”, which are all driving its 
economy into decline, while Russia contin-
ues to embody traditional paternal values. 
The idea of the decaying West, juxtaposed 
with Russia as the “guardian” of decency and 
morality, emanates from the very top ‒ the 
Kremlin. According to an analysis by the 
European Council on Foreign Relations, 
back in 2013. Putin adopted this attitude, 
condemning “Euro-Atlantic” countries for 
their lack of morality.
7.08. Russia has “destroyed some HI-
MARS” near Kharkov (StopFake.org, 
Photofake). The Pentagon and the Armed 
Forces of Ukraine have denied Russian De-
fence Minister Shoygu’s words about the 
“destruction” of Ukraine’s  six HIMARS 
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launchers and more than 200 missiles. The 
photos and video of wrecked and burned 
military equipment, published by the Rus-
sians, actually show an M1083A1P2 MTV 
truck and an M777 howitzer, and not the 
US HIMARS. A previous Russian forgery 
about HIMARS was also debunked by the 
US Department of Defense in early July this 
year.
8.08. Crime in Ukraine has increased 
by 270% “due to the distribution of 
weapons to the population” (Stop-
Fake.org, Fake). These data were taken 
from the anonymous “Rezident” channel 
on Telegram, which regularly spreads fake 
news under the guise of confidential infor-
mation allegedly received from Ukrainian 
government officials. Previously, the SBU 
and the Main Directorate of Intelligence 
in Ukraine reported that in order to de-
stabilise the situation in the country, the 
activities of “Rezident” are coordinated by 
the Kremlin through its special services. In 
reality, according to the Ministry of Internal 
Affairs of Ukraine, in six months the overall 
crime rate in Ukraine fell by 25% compared 
to last year. Serious and particularly serious 
crimes remained almost at the same level 
as in 2021.
8.08. The EC team in Sofia is work-
ing with FactCheck Bulgaria as part 
of a campaign against disinformation 
(Bulgarian News Agency). “Don’t be 
fooled! Disinformation is not just another 
point of view!” – this is the main message 
to be spread during a campaign launched 
today by the European Commission Rep-
resentation in Bulgaria in cooperation with 

FactCheck Bulgaria. The recent pandemic 
and the war have tested people’s ability to 
face not only their own fears but also the 
multitude of misleading information that 
exploits them to create divisions in society. 
Therefore, it is now more important than 
ever to be able to recognise disinforma-
tion and to promote media literacy, which 
is key to achieving a more sustainable de-
mocracy across the EU. The campaign is 
implemented within the framework of the 
Bulgarian Coalition Against Disinforma-
tion (#BGvsDisinfo), which brings together 
representatives from European and interna-
tional institutions, Bulgarian government 
agencies, media, fact-checkers and NGOs 
to join efforts to counter disinformation 
in Bulgaria.
8.08. China makes 272 attempts per 
week to spread disinformation in 
Taiwan (Taiwan News). On 8 August, 
Taiwan’s Ministry of National Defence an-
nounced that the PRC had made 272 at-
tempts to spread disinformation on the 
island last week alone, with most of these 
coinciding with the period of military ma-
noeuvres. Since the start of the Chinese 
drill, fake news regarding, inter alia, the 
alleged missile attack on the Taoyuan Inter-
national Airport and the Chinese warship 
approaching to the east coast have been cir-
culating on social media. Given the rapid 
development of online communities and 
digital media, war strategies have changed 
dramatically from those prevailing the past, 
in particular in the field of cognitive war. 
9.08. Poland – an “aggressor” and 
a “provocateur”. What expectations 
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does the Kremlin have in connection 
with spreading propaganda messages 
against Poland? (CBNWŚB). In its re-
cent messages, the Kremlin has focused on 
the parallel presentation of our country as 
a serious threat to the security of Ukraine, 
Belarus and Russia, and on highlighting 
the current raw material crisis in the West, 
which is allegedly leading to the collapse, 
inter alia, of the Polish economy. On the 
one hand, according to Russia, Poland is an 
“aggressive power” threatening all its neigh-
bours, while on the other, it is a nearly bank-
rupt country. Both these extreme views pro-
moted among Russians, Belarusians and 
Ukrainians serve some specifically defined 
goals, namely: 1) making Russian society 
focus on an imaginary threat; 2) justifying 
the reasons for the invasion of Ukraine 
(maintaining the current level of support 
for the military action); 3) strengthening 
pro-Russian sentiments in Belarus (stimu-
lating the “need” for establishing closer ties 
between Minsk and Moscow in Belarusian 
society – increasing the level of support for 
the presence of Russian troops in Belarus); 
4) destroying the positive image of Poland 
in Ukraine; and 5) undermining the trust 
of Ukrainians in both state institutions and 
the president. 
9.08. Manipulation – the Lithuanian 
economy is destroyed and the country is 
ruled from the outside (DELFI). Alexei 
Avdonin, an analyst from the Belarusian 
Institute for Strategic Studies, is tampering 
with facts and spreading conspiracy theo-
ries. He mentioned Syria, African and Latin 
American countries, Poland and the Baltic 

states as examples of countries destroyed 
by the West. All these countries have been 
destroyed and have appointed rulers who 
are fully trained in Soros’ or US pro-
grammes. Now these rulers-managers are 
acting on the will of the decision-making 
centres situated in Washington. They are 
in no way thinking about the interests of 
their people. Moreover, they betray their 
nations – claimed Awdonin. The most ba-
sic economic indicators that the Belarusian 
“expert” preferred to overlook – the GDP 
(Gross Domestic Product) and the PPP 
(Purchasing Power Parity) – indicate that 
the Belarusian economy is going through 
hard times and is far behind Lithuania.
9.08. Experts are warning that deepfake 
is a growing threat (CyberDfence24). 
Data from the latest threat report developed 
by VMware show that deepfake technology 
is being increasingly used by perpetrators 
of cyberattacks. The primary method of 
distributing manipulated material by cy-
bercriminals is via email. As many as 60% of 
respondents indicated that the frequency of 
cybercriminals using this technology, along 
with others, has increased since Russia’s in-
vasion of Ukraine. For instance, deepfake 
was used shortly after the invasion to ma-
nipulate the image of President V. Zelensky.
9.08. Belarus: How independent me-
dia and activists still risk with all they 
have (EUvsDisinfo). EUvsDisinfo reg-
ularly monitors how Lukashenko’s regime 
uses the legal system and security apparatus 
to silence the few independent voices that 
have remained in the country. The targets 
of these activities include journalists, local 
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publishers, Telegram channels, and their 
observers and readers. Exercising freedom 
of speech in Belarus had been challenging 
even before the electoral fraud in August 
2020 but after that event, the regime re-
pressions intensified. In recent months, Lu-
kashenko’s regime has taken further steps, 
including persecutions of journalists, press-
ing fabricated or absurd charges, and harsh 
prison sentences, forcing “confessions” and 
exerting pressure on activists’ family and 
friends, continuing to settle accounts with 
social media and to distort facts about the 
economy, tampering with accounts and es-
tablishing closer ties with the Russian au-
thorities supervising mass media. Further 
repressions are to be expected.
9.08. NewsGuard analysts have identi-
fied 250 websites spreading disinforma-
tion about Russia and Ukraine (News-
Guard). On 3 March 2022, NewsGuard 
created a Russian-Ukrainian disinforma-
tion tracking centre catching false claims 
related to Russia’s invasion of Ukraine. In 
March, there were 116 sites publishing dis-
information about the war, meaning that 
the number of such sites has now more 
than doubled (reaching 250). In the past 
four months alone, analysts have identified 
78 other sites spreading disinformation re-
lated to Russia and Ukraine. NewsGuard 
listed some of the sites based on the research 
conducted by the Institute for Strategic 
Dialogue in July 2022, which found that 
content appearing on Russia Today (RT), 
despite being banned by the EU, appeared 
on a number of websites, including varia-
tions of RT website domain names that are 

identical to official RT sites but published 
at a different URL, and sites that copy and 
paste entire RT articles.
10.08. Fake news: the division of the Re-
public gave Belarusians the opportuni-
ty to restore historical ties and to unite 
with the Russian people (DELFI). Rec-
ognising Russia as the centre of the “Slavic 
world”, Belarusian pro-government political 
scientist V. Elfimov claims that all countries 
opposing it are becoming “Western pup-
pets” and sees the Polish People’s Republic 
as a form of Polish statehood defending 
“independence and Slavic values”, and de-
clares that for Belarusians, the partition of 
the Polish-Lithuanian Commonwealth was 
a restoration of historical ties with Russia. 
Such statements are a retransmission of 
the Kremlin narratives that promote Rus-
sia’s special role as the centre of opposition 
to Western civilisation, as well as its leading 
role in the “Slavic world”. At the same time, 
Elfimov’s argumentation is based on a lie 
as regards assessing the role of Belarus’ ac-
cession to the Russian Empire, as it ignores 
the objective historical facts that preceded 
it. Another lie in Elfimov’s words is that the 
People’s Republic of Poland defended “in-
dependent Slavic values”.
12.08. Three reasons why disinforma-
tion is so omnipresent and what we 
can do about it (theconversation.com). 
Three schools of thought have emerged in 
relation to this problem. The first suggests 
that disinformation is so omnipresent be-
cause the distrust in traditional sources, 
including news media outlets, continues 
to grow. Second, research has shown that 
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false information spreads further, faster and 
deeper across social media than real infor-
mation because it is more ground-breaking 
and surprising. Finally, the role of hostile 
and targeted disinformation tactics cannot 
be overlooked. It was estimated by Face-
book that during the 2016 US election, ma-
licious content from the Russian Internet 
Research Agency designed to create divi-
sions among the US voting public reached 
126 million people in the USA and around 
the world.
14.08. NATO’s  expert: The Russian 
narrative tries to create a division be-
tween Poland and the rest of Europe 
(TVP.Info). Russia, through its propagan-
da and narratives, is trying to divide Eu-
rope; the Kremlin wants to create a division 
between Poland and the Baltic states, on 
the one hand, and the rest of Europe, on 
the other, according to Janis Sarts, Director 
of the NATO Expert Centre for Strategic 
Communications in Riga. As further not-
ed by the expert, Russia is not spreading 
classic disinformation, but rather practising 
war propaganda. Looking from the Russian 
perspective, an alternative reality has been 
created as part of the war propaganda. And 
seeking disinformation in an alternative re-
ality is counter-productive, because every-
thing is disinformation, said the Director 
of the organisation operating under the 
auspices of NATO. 

 y 19.08. Soldiers on social media. The 
Pentagon has released guidelines 
(CyberDefence24). As indicated, 
communications on all platforms and 
official accounts are to be consistent 

and “aligned with objectives” and “all 
official social media content is a reflec-
tion on the Department”. In addition, 
respect, responsiveness and candour 
must be maintained and “the same high 
standards of professional and ethical 
behaviour must be applied to social 
media accounts as to any other func-
tion or platform”. It was also pointed 
out that the content of posts is intend-
ed to inspire and engage audiences, 
and it should not question the Depart-
ment’s activities. Material that could be 
considered offensive, inappropriate or 
improper must not be published, and of-
ficial social media accounts must not be 
used to promote or endorse non-federal 
entities or for personal financial interest. 
Only specifically appointed Department 
of Defence staff may authorise the shar-
ing of information on social media while 
employees may support communica-
tions but may not authorise the disclo-
sure of any public information. What 
should social media posts be like? The 
Pentagon has strictly defined what any 
posts published on the official Depart-
ment of Defense social media accounts 
should be like. Namely, they should be: 

 y Accurate – their content should be ac-
curate. 

 y Appropriate – the account should be 
used for conveying appropriate mes-
sages. 

 y Up-to-date – messages should be deliv-
ered in a timely manner. 

 y In the right tone – messages should be 
structured in the right tone.. 
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 y Approved for public disclosure – 
checked for security of operations and 
information, and approved for public 
release.

22.08. Fake fact-checking and fake 
OSINT in the service of the Kremlin 
disinformation (Disinfo Digest). Per-
versity is one of the eristic tricks used by the 
Russian propaganda and disinformation 
centres. It is the second (to relativisation) 
most frequently used manipulative mea-
sure in the ongoing Russian aggression in 
Ukraine. Perversity is quite a sophisticated 
tactic of prevarication, i.e., evasion of ob-
ligations or responsibilities. It is a charac-
teristic feature of those who behave in a sly, 
perverse, deceitful and insincere manner. 
According to the Polish language dictio-
nary, it describes a conduct characterised 
by falsehood, hypocrisy and cunning. In 
addition to evading responsibility, it is also 
used to disguise the true motives for action 
and perpetration, and to reverse situations 
or roles. 
24.08. Political disinformation in 
the metaverse can be worse than that 
affecting social media (CyberDe-
fence24). Social media has for many years 
been the main arena for disinformation ac-
tivities. However, according to some people, 
the next front to see the battle against disin-
formation ‒ an even more difficult one ‒ is 
the metaverse. This is where the real world 
merges with the digital world, and it is de-
signed, inter alia, by the Meta company 
(Facebook).
25.08. Google is about to launch an an-
ti-disinformation campaign targeting 

Ukrainian refugees (euractiv.com). 
Jigsaw, a Google subsidiary company, will 
launch a campaign next week to combat 
disinformation in Poland, Slovakia and the 
Czech Republic about Ukrainian refugees, 
based on research conducted by psycholo-
gists at two British universities. The purpose 
of the campaign is to build resilience to an-
ti-refugee narratives, in collaboration with 
local NGOs, fact-checkers, academics and 
disinformation experts. The dissemination 
of misleading and false information in the 
USA and Europe through social networks 
has led various governments to push for 
new legislation to stop disinformation cam-
paigns. “Poland was chosen because it ac-
cepted the largest number of Ukrainian 
refugees”, said the expert, adding that the 
Czech Republic and Slovakia would be 
useful guides for the rest of Europe. The 
campaign will last a month.
26.08. Key pro-Kremlin disinforma-
tion narratives, part 5: “hahaganda” 
(EUvsDISINFO). Repetitiveness is a char-
acteristic feature of the pro-Kremlin disin-
formation. Despite all the outrageous claims, 
the pro-Kremlin media often sound like the 
same broken record, sticking to just a few 
basic messages intended for domestic and 
international audiences. This is not dome 
incidentally or by omission, but deliberately: 
repetitions make lies sound more credible. 
Pro-Kremlin disinformation media achieve 
this by sticking to a set of repetitive narra-
tives that act as templates for particular sto-
ries. (...) Ironically, Russian and pro-Kremlin 
disinformation media often try to hide their 
anti-western lies using satire, claiming that 
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this is within their freedom of speech. At the 
same time, they take an aggressive approach 
when refusing to tolerate any satire that is 
critical of the Kremlin or undermines its 
political agenda. The aim of “hahaganda” is 
not to convince the audience of the veracity 
of a particular joke, but rather to undermine 
the credibility of a particular target, such as 
a person or institution, through constant 
ridicule and humiliation. Sometimes this 
takes a  truly outrageous form when the 
pro-Kremlin disinformation machine de-
cides to turn an attempted political assassi-
nation into a laughing stock.
26.08. Russia’s information war: will 
it break Europe’s “line of defence”? 
(CBNWŚB) The failure of the so-called 
“special military operation”, the strategic 
deadlock of a full-scale attack on Ukraine 
and the total lack of military prospects for 
further success of the Russian command in 
the war theatre in Ukraine are increasingly 
transforming Russia’s efforts from a mili-
tary to a hybrid (political, informational, 
energy and economic) direction. Russian 
propaganda traditionally pays particular 
attention to Poland. In the information 
space, active attempts continue to be made 
to spread fake claims that Poland wants to 
occupy the western regions of Ukraine and 
is “now deploying” its troops in Ukraine. 

This is obviously done to destroy the Pol-
ish-Ukrainian relations and to create an 
atmosphere of distrust and conflict.
29.08. “The Ukrainisation of Poland” 
and “the impending famine” – the 
current Russian propaganda messag-
es appearing in the Polish infosphere 
(CBNWŚB). The activation of anonymous 
accounts, the activities of which are reduced 
to demonising Ukraine and white-wash-
ing of Russia, more and more frequently 
refers to the lobbying of claims about an 
the allegedly impending famine in Poland. 
It is noticeable that the directions of these 
accounts activities are based on current 
trends in Russian-language broadcasts from 
the Kremlin. Along with Russian sources 
broadcasting messages about “the death 
from hunger” and “cold” awaiting Poles (for 
which Warsaw’s “Russophobic” policy is to 
be blamed), this theme began to be increas-
ingly manifested in Polish-language posts 
by anonymous accounts. The Russian party 
will clearly seek to exploit the raw material 
crisis in order to stimulate in Polish society 
a willingness to be submissive towards Rus-
sia – an acceptance of sourcing raw mate-
rials from Russia (which is beneficial from 
the Kremlin’s perspective, as it will allow 
Moscow to raise funds to support military 
action).



STRATEGIC COMMUNICATION IN PUBLIC  
ADMINISTRATION

InMarch 2023, the Academic Centre for Strategic Commu-
nication and the Faculty of  Law and Administration at the 
War Studies University will launch the first postgraduate 

study programme in Poland focused on strategic communication in 
public administration, addressed to the public sector. This will be a 
unique combination of  knowledge about the legal regulations of  the 
information environment and practical communication skill.

WHAT MAKES US DIFFERENT?
We take a global view. Our academic staff  includes leading national 
and international experts. Our studies are supported by the National 
Defence University from Washington, D.C., the Mogilian School of  
Journalism from Kiev, StratCom Academy, King’s College London, 
European Values, as well as many NATO and EU experts in the field 
of  strategic communication.

We focus on competence building. More than half  of  the teaching hours 
are devoted to classes and workshops during which real-world prob-
lems are solved. As part of  their studies, students will also participate 
in study visits to NATO and EU institutions.

We are up to speed. We discuss real-world challenges facing both coun-
tries and those institutions which prepare students to function in 
today’s information environment.

More information can be found on the War Studies University website 
(https://www.wojsko-polskie.pl/aszwoj/studia-podyplomowe/) and 
on the official Twitter account of  the Academic Centre for Strategic 
Communication. 
Anna Pacholska, Director of  the Study Programme, can be directly 
contacted on: a.pacholska@akademia.mil.pl

THE RECRUITMENT PROCESS WILL START ON  
14 NOVEMBER THIS YEAR.

You can enrol via https://rekrutacja.akademia.mil.pl/
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