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In the next issue of the Bulletin of the Academic Centre 

for Strategic Communication you will find, among others 

expert analyses on the implementation of StratCom into 

NATO operations and the further part of considerations 

on the final shape of the social communication corps 

in the Polish Armed Forces.

We also discussed how to reconcile the freedom of speech 

on the Internet with the security of all of us. In this new 

issue you will read the article on the ways of conducting 

narratives by territorial defense forces, especially in the 

time of fighting a pandemic. We constantly encourage 

everyone close to the subject of communication 

to cooperate. We are waiting for your messages 
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The “Information Independence” con-
ference was organised on the symbol-

ic date of September 17th. This date is as 
meaningful as the conference title itself, 
because information can serve as a tool, 
but it can also be the target of an attack, 
with the word being the weapon. Al-
though the Academic Centre for Strategic 
Communication (ACKS) at War Studies 
University, has been operating for a short 
time, since May 2021, we do not waste 
time. After all, in communication, time 
is of the essence. Thanks to our initiative, 
the students of military universities will 
get the chance to learn strategic commu-
nications on the basis of the curriculum 
we have developed. Furthermore, from 
the outset, ACKS has been cooperating 
with the most important institution in 
the field of strategic communications—
the Strategic Communications Centre of 
Excellence in Riga. In August, we signed 
a Memorandum of Understanding on 
bilateral cooperation and exchange of 
knowledge and experience in the area 
of strategic communications. It is also 
worth mentioning that already in June 

this year, thanks to the Centre’s initia-
tive, the defence ministers of Poland, the 
Czech Republic, Slovakia, and Hungary 
signed a Letter of Intent on cooperation 
in the field of strategic communications. 
This document opens doors to collabora-
tion between academic institutions such 
as the Academic Centre for Strategic 
Communication and the Armed Forces 
Academy in Liptovský Mikuláš or the 
University of Public Service in Budapest. 

The “Information Independence” con-
ference – the first event of this kind ever 
organised by ACKS, was an invitation 
to everyone to have a joint debate and 
unite in the fight against disinformation. 
It was held at the War Studies Universi-
ty, but also attracted over 1,300 on-line 
participants from Poland and abroad. 
The speakers who honoured us with 
their presence were, among others,  Jānis 
Sārts, Director of the NATO Strategic 
Communications Centre of Excellence; 
Professor Jadwiga Stawnicka, lecturer at 
the University of Physical Education in 
Katowice and the University of Silesia 
in Katowice; Martyna Bildziukiewicz, 

Agnieszka Glapiak,  
Director of the Operational Centre MOD,  

managing works of the Academic Centre for Strategic Communication

Communication means respecting the audience  
and trusting the sender
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Head of the EEAS East StratCom Task 
Force; Rasmus Hindren, Head of Inter-
national Relations at the European Cen-
tre of Excellence for Countering Hybrid 
Threats; and Dr. Shashi Jayakumar, Head 
of the Centre of Excellence for Nation-
al Security (CENS) at the S.  Rajaratnam 
School of International Studies (RSIS) at 
the Nanyang Technological University 
(NTU). The conference was opened by 
Mariusz Błaszczak – he Polish Minister 
of National Defence. 

The goal of all the ACKS activities is to 
build society’s resilience to disinformation 
and fake news. During the conference, we 
also launched the #Fejkoodporni cam-
paign (#Fakeproof), which educates how 
to inform in times of disinformation and 
how not to succumb to fake news. There-
fore, we encourage all experts, journalists, 
and politicians to combine forces and fight 
against fake news and disinformation to-
gether. This is especially important in 
modern world in which people commu-
nicate round-the-clock, 7 days a week. In 
the Polish Ministry of National Defence, 
including the Polish Army, we are perfect-
ly aware that communication plays a fun-
damental role in all operations today. It is 
as important element as strategy or leg-
islation. We can keep creating and doing 
all these things, etc., but if we fail to com-
municate about it, we fail to promote it, or 
even fail to defend it, as if we were doing 
nothing. 

We understand communication as 
showing respect for the audience and, 
at the same time, trusting the sender. 

Strategic communications should be fast, 
topical, reliable, attractive, but also under-
standable and linguistically correct, well-
thought-out and consistent; but what does 
each of these qualities mean in practice? 
First of all, in order for communication to 
be fast and topical, the information should 
reach the audience at the right time. If 
we have very important things to say, we 
have to communicate them as quickly as 
possible. Journalists and the public have 
to be informed immediately so that the 
information does not lose its relevance 
and is not susceptible to distortion. Such 
are the demands of the contemporary in-
formation environment. There is no time 
to compile elaborate information. Even 
though, now we commonly use social me-
dia to communicate messages and news, 
journalists still play a vital role in the com-
munication process. Second of all, infor-
mation must be reliable and verified. To 
this end, experts and practitioners at the 
Ministry of National Defence create fact-
checked and detailed information. Mili-
tary units and various MOD departments 
send us verified information, and this is 
what we pass on to the public in an attrac-
tive form, taking into account the rules of 
the Polish language. 

Nowadays, the attractiveness of com-
munication is extremely important, be-
cause the way we receive information has 
changed. We have no time to read long 
texts. We want information to be concise 
and understandable, conveyed in an inter-
esting way. We are used to compelling im-
ages that replace text.  A picture is worth a 
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thousand words. In order to reach the au-
dience, we attach great importance to im-
ages and eye-catching graphics. We factor 
in the language policy, as communication 
has to be based on the rules of the Polish 
language. Therefore, we speak Polish cor-
rectly and understandably. We avoid com-
plex sentences and difficult words that 
would be incomprehensible to the target 
audience. 

Professional communication always 
has to be well thought-out and consis-
tent. Therefore, it has to be planned in 
advance in order to anticipate anything 
that could prevent disinformation. If the 
dynamic development of the situation 
does not allow it, experience comes in 
handy. Communication consistency is 
of vital importance, especially in crisis 
situations. Reporting current events in 
a timely, regular manner will reduce the 
risk of misinformation and fake news. It 
is also crucial that the information is pro-
vided by one reliable person who is sub-
ject matter expert  in a given field. They 
could be “the face of the message.” The 
more opinions and statements on a given 
topic, particularly in a crisis, the great-
er the chaos, confusion of the recipient 
about what has actually happened and 
what the consequences are. Examples 
of well-conducted and consistent com-
munication efforts include those related 
to the World Youth Day, with 3 million 
participants from all over the world, the 
Defender Europe exercises – the largest 
exercises of the US troops in Europe of 
recent years – or the “Zostań Żołnierzem 

Rzeczypospolitej” [Become a Polish Sol-
dier] campaign – the largest educational 
and recruitment campaign of the Polish 
Army.

We organised World Youth Day while 
working in the Ministry of the Interior 
and Administration. Back then, security 
and migration policy were strong trend-
ing topics, as Western Europe was being 
affected by frequent acts of terror. All 
the efforts by State services were aimed 
at ensuring the safety of young pilgrims. 
Accordingly, it was very important for us 
to constantly inform the public that the 
police, border guards, and the state fire 
brigades were on the alert. Furthermore, 
our communication strategy involved 
regular press conferences of the Minister 
of the Interior and Administration. The 
Minister was accompanied by the chief 
officers of the services subordinate to the 
Ministry. The Commander-in-Chief of 
the Polish Border Guard ensured safety 
at our borders, the Chief of Police took 
care of city patrols, and the Chief Com-
mandant of the State Fire Service was 
responsible for the fire protection of var-
ious facilities. Regular press conferences, 
both before and during World Youth Day, 
sent calming messages to the participants 
and the public opinion. During the event, 
the police press spokesman was the “face 
of the message”. He organised daily brief-
ings for journalists, informing that the 
services subordinate to the Ministry of 
the Interior and Administration were 
ensuring everybody’s safety at all times. 
In addition, the press spokesman had to 
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very often disprove all kinds of false in-
formation that appeared in the media 
and stirred public concern. 

Another communication challenge 
was posed by the Defender 2020 exercises. 
We all know that today it is virtually im-
possible to keep anything, even military 
operations, secret. There will always be 
someone to take a picture and post it on 
social media. Thus, the communication 
strategy for the Defender exercises was to 
convey to the public that the Polish Army 
was moving to the training ground from 
south to north by land and rail, and this 
should not raise any concerns. The role 
of the Operational Centre for the Minis-
ter of National Defence was to construct a 
reliable message that would anticipate the 
movement of troops with equipment. This 
was to inform the public about the exercis-
es. All the messages were then conveyed in 
a coordinated manner by the spokesper-
sons of the units from which the military 
was moving. Regional spokespersons in-
formed local media as well as local author-
ities, asking them to post information on 
their websites. We wanted the information 
to reach local communities as quickly and 
thoroughly as possible, so that the event 
did not cause unrest. This communication 
strategy proved to be successful. We did 
not observe any signs of chaos or disin-
formation. The consistent and well-coor-
dinated communication effort helped to 
ensure that the public was well and timely 
informed. 

The social campaign entitled “Become 
a Polish Soldier” was a communication 

project that entailed not only compelling 
information but also a series of initiatives. 
It involved traditional communication ap-
proaches, including dedicated TV spots, 
stands that promoted joining the army, 
and even cars driving all over Poland with 
the campaign logo. 

Speaking of the strategic communica-
tion policies of the Ministry of National 
Defence, I would like to address the alle-
gation that the Ministry has no spokes-
person. In our opinion, such a person 
would be superfluous. The Minister him-
self informs about the issues associated 
with the activities of the Ministry and the 
army in social media or during press con-
ferences. The Ministry’s Press Depart-
ment is in constant contact with editorial 
teams and regularly updates them on key 
events with the participation of MOD 
management. He also answers queries 
from the military personnel from vari-
ous types of armed forces or individual 
units. Soldiers are professionals who can 
explain even the most complicated is-
sues that journalists ask about. It is worth 
adding that Minister Mariusz Błaszczak 
perfectly understands the significance of 
public communication and actively in-
forms about his decisions, and about the 
important developments at the Ministry, 
and he does so via social media – an in-
dispensable tool in today’s information 
environment. Even though journalists 
still fulfil a vital function in communica-
tion between institutions and the public, 
the public is increasingly drawing knowl-
edge from social media. What is more, 
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the public can comment on issues and 
events directly in social media. 

In conclusion, I would like to mention 
the results of my research on the percep-
tion of public communication by the 
country’s ministries and provincial offices. 
Public administration offices were found 
to establish public-communication units 
as a part of their organisational structures 

to meet the contemporary communica-
tion challenges and, above all, fulfil their 
tasks set out in the Constitution of the 
Republic of Poland and the Polish Act of 6 
September 2001 on access to public infor-
mation. The conclusions are very positive. 
State institutions understand the impor-
tance of public communication between 
public administration offices and citizens. 
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Universal, immediate access to information 
from various sources, fast dissemination 

of news via social media, and the ubiquity of 
fake news—this is, in a  nutshell, our infor-
mation world of the 21st century. Informa-
tion, both true and distorted, has always had 
a  significant impact on security. However, 
nowadays all communication processes run 
faster than ever before, and thus might breed 
not only disinformation but also numerous 
threats of various nature and scale. One can 
even hazard a  statement that information 
has become a modern weapon of mass de-
struction of no less effectiveness, perhaps not 
in the kinetic domain but with a far-reaching 
scale of impact on various fields. It has also 
become a  handy tool for modelling hybrid 
conflicts unfolding below the threshold of 
war, which we have been observing more 
and more in recent years.

Therefore, we are pleased that it was 
within the walls of our University that we 
were able to discuss the importance of 
strategic communications in the context 
of emerging security challenges. This great 
turnout for the conference, both in our 
brick-and-mortar building and in the vir-
tual reality, was the best proof of the topi-
cality and significance of this issue. Thanks 
to the commitment and presence of vari-
ous milieus, we can now look at strategic 
communications with all its dimensions 
from the much-desired interdisciplinary 
perspective, analysing the facts together 
and listening to the opinions of those who 
deal with communication on a daily basis. 
I  am positive that the recommendations 
developed in such an eminent circle of 
experts will be gradually transformed into 
practical actions. 

gen. bryg. dr Robert Kosowski [Brigadier, PhD], 
 vice-chancellor and commander of the War Studies University in Warsaw

The War Studies University on the front line of 
the battle against disinformation
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Thank you very much for your invitation 
to the “Information independence” 

conference and please accept my con-
gratulations for having initiative to set up 
the Academic Centre for Strategic Com-
munication. It is very important because 
already in the past centuries there was an 
understanding that the one that controls 
or has an ability to control the thoughts of 
the opponent, of an enemy wins the conflict, 
wins the fight. It is still true today. But the 
tools are changing, the boundaries are 
changing, the way to do it changes. 

Increasingly most of our societies re-
ceive information in the online environ-
ment. Social media, Facebook, Instagram, 
YouTube, TikTok – all of these are places 
where people, including soldiers, view the 
world, learn about what happens. And 
that is of course also the way the disin-
formation and information attacks occur. 
The technologies like Big Data, an Arti-
ficial Intelligence play a  big role in a  way 
we think about various issues. But also is 
having and will have bigger role in how the 
disinformation and information warfare is 
conducted. 

So that is a  very dynamic area that 
doesn’t have boundaries and that not only 
target military, it targets the societies. And 
it is used by the countries that mean harm 
to us as a western societies. And this chal-
lenge is not easy to answer. Because in the 
democracy we value freedom. We value 
freedom of expression, we value freedom 
of thought. But we should not accept when 
somebody uses that freedom from outside 
to make us weaker, to make us more vul-
nerable, to make us surrender. And that is 
what we face today and what we will face 
even more in the future. Because the tech-
nologies are evolving. They are going to 
transform the information warfare further 
to the point that things we never thought 
could be possible, will be possible. So we 
have to find the instruments how to de-
fend our societies. 

NATO in it’s document on NATO 2030 
underline the importance of the strategic 
communications. I  imagine also the up-
coming Strategic Concept will emphasize 
the importance of being able to fight the 
information confrontation, to fight the 
information warfare. And it should stress 

The future of the cognitive dimension of the conflict 

Jānis Sārts,  
director of the NATO Strategic Communications Centre of Excellence 
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the societal resilience to this threats. But 
somebody has to lead because this is an 
area that is evolving very fast. Somebody 
has to analyse every day what is happen-
ing in the information space and what are 
the new vulnerabilities developed. Who is 
under attack by whom. Therefore it is very 
important to have this academic centres 
that develop capabilities, who have the 
ability to observe, conduct analysis and 
learn from them.

I am also very pleased about the docu-
ment we have signed during the “Informa-
tion independence” conference because 
this document addresses such an import-
ant ability to train. It is important because 
in 10–15 years from now no military 
commander will be able to be successful 
without a  very good understanding and 
an ability to use the strategic communi-
cations. Because you know what? Every-
thing communicates. Every deed the com-
mander decides to do – communicates, 
every decision not to act – communicates. 
And that has to be the art of the way we 
operate. 

We have to adapt to this things. This is 
why in the NATO Centre of Excellence we 
talk about the future of the cognitive di-
mension of the conflict. Which we strong-
ly believe is shaping as we speak. Therefore 
it is important to have people that under-
stand it and have tools to operate in that 
space, but also most importantly to have 
people that can apply this knowledge to 
the real world, to have commanders that 
can understand that and use it and have 
a system that always looks for the future. 

Because this is one of those areas where 
technology plays one of the key role. In 
a technological sense 3 or 5 years is a huge 
distance. And that is what we have to keep 
pace with. Adapt, learn, understand and 
apply. And therefore I am so pleased by the 
establishment of the Academic Centre for 
Strategic Communication. We are ready to 
cooperate. We are ready to share the expe-
rience as well as have a joint projects. And 
I am so happy that we can make a point in 
accreditation of the centres ability to train 
that will be so much needed in the future 
to protect our countries. 
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Contemporary information services of 
government institutions are faced with 

numerous challenges, including the tab-
loidization of today’s world, fast exchange 
of information, and the tendency to form 
opinions based on hearsay and fake news. 
However, the biggest problem of our media 
is tabloidization – avoiding serious topics 
and in-depth analysis. Efficient cooperation 
with the mass media based on mutual trust 
is thus all the more important.

Communication during the pandemic 
has become particularly important. It is the 
message delivered to the public that has trig-
gered or averted different crisis situations. 
The situation is still very complex, and the 
cooperation of government institutions in 
producing information is a crucial element. 
Apart from the Ministry of Health, a  vital 
role in communication is played by the Pol-
ish Police, which had important tasks to do 
as the Covid-19 restrictions and lockdown 
were being introduced. 

The role of the message

Thanks to effective messaging, Polish citi-
zens complied with the restrictions aimed 

at curbing the spread of the virus. The Pol-
ish police, who had direct contact with cit-
izens on a daily basis, and were often the 
only ones who could help quarantined 
people, played a significant role. This hard 
and responsible work was covered and il-
lustrated by the Polish mass media. This 
is where the elaborate press and informa-
tion structures of the Polish police played 
a  very important role. It is thanks to the 
press officers and spokespeople of provin-
cial police headquarters that information 
about the efforts and assistance of the po-
lice reached social and traditional media. 
Many photos and videos were received 
positively by the public and created a  fa-
vourable image of the police and Poland 
in general as a country that cares about its 
citizens. 

Disinformation and tabloidization

At the same time, this task was made diffi-
cult by a lot of false information fed to the 
media space, as some of the fake news were 
duplicated by tabloids, which, in their pur-
suit of sensation, misled and confused the 
public.

The media and public institutions on the information 
battlefield: why cooperation is possible

insp. dr Mariusz Ciarka [Insp. PhD],  
press spokesman of the Commander-in-Chief of Police 
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It was the cooperation of government 
institutions in verifying this information 
that made it possible to stop panic and 
crisis. This was the case when information 
appeared in the media about the army 
patrolling the streets of Polish cities and 
about the declaration of the state of emer-
gency and the curfew. Naturally, the army 
has been playing an important role in the 
fight against COVID-19, but its task was 
not to repress the public (as was the case 
during the martial law in the 1980s), but 
to help in COVID-19 hospitals and vac-
cination facilities. It was, among others, 
the involvement of the Territorial Defence 
Forces that facilitated the fight against the 
virus. 

The digital revolution has completely 
transformed interpersonal communica-
tion. For the first time in history, social 
media play such a  major role. Research 
suggests that there are 3.77 billion Internet 
users worldwide, of which 2.8 billion use 
social media.

Contemporary information services 
of government institutions are faced with 
numerous challenges, including the tab-
loidization of today’s world, fast exchange 
of information, and the tendency to form 
opinions formed based on hearsay and 
fake news. 

However, the biggest problem of our 
media is tabloidization – avoiding serious 
topics and in-depth analysis. This situa-
tion is generated by popular demand—
there is no audience for serious issues. The 
circulation of opinion-forming weeklies 
and newspapers, which used to shape the 

public opinion and enjoy a  considerable 
readership, has been on a  steady decline 
for years.

Furthermore, the TV programming 
offered by major broadcasters is now pure 
entertainment. We are all overloaded with 
information, which is why people expect 
crude stimulation, and pleasant and easily 
digestible content. Increasingly, in order to 
compete with on-line media, broadcasters 
focus on being fast to obtain information 
and not on its quality. 

Journalists have become service pro-
viders. Their task is to understand what 
kind of knowledge is demanded by the 
audience, obtain this knowledge, capture 
the essence of the matter, and convey the 
message accurately. Today, Polish journal-
ism is developing dynamically in terms of 
methods and new technologies. Sadly, the 
information itself and its reliability has 
taken a back seat. 

Tabloids are crafting their own infor-
mation and excelling at shock tactics. They 
are fuelled by scandal. What counts is not 
the content but the pictures.

Social media journalists

Banality is in demand. And the situation is 
further complicated by social media. On 
the one hand, they allow an even faster 
exchange of information, but on the oth-
er, prevent such information from being 
fact-checked. The technological advance-
ments and the growing need for being up-
to-date with practically every domain of   
social life have turned the public into wit-
nesses or even creators of the information 
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society that underlies the communication 
system of society. Today, anyone can be 
a  journalist. No training, knowledge, and 
experience are required. So-called citizen 
journalists are people who take no respon-
sibility for publishing unverified infor-
mation. They often take advantage of this 
term to settle their private business under 
the guise of doing journalistic work. It 
makes things all the more difficult for us, 
spokespersons.

Our press teams are flooded with hun-
dreds of e-mails from citizen journalists 
demanding answers to often absurd and 
incompetent questions. In effect, we waste 
time that could be instead devoted to pro-
viding real journalists with comprehen-
sive answers. These individuals use social 
media as their output channel to dissem-
inate their messages, publish articles, or 
post video coverage. 

All this has forced us to expand our 
structures dealing with social media man-
agement and verification of social media 
content. 

In addition, we are inundated with 
waves of fake news, intentionally dissemi-
nated by various actors to wreak chaos and 
disinformation, and to incite social unrest. 

Other elements include Internet web-
sites, which have become one of the main 
sources of information, especially among 
younger, Internet-literate generations, 
who are used to follow the news on-line 
on their phones. Unfortunately, many 
publications contain false, unverified in-
formation. The editors of such websites as-
sess their journalists based on the number 

of clicks and page views, not the actual 
quality of their publications.

Another challenge impeding the fight 
against fake news is the elusiveness of 
such editorial teams. Contributors to 
Internet websites are often unreachable, 
which makes it difficult to correct false 
information. In our many years of expe-
rience, we have often encountered a situ-
ation where the only way to contact the 
website was through its lawyers. As a re-
sult, it took much longer to correct false 
information.

Together we stand strong

There are many circumstances in which 
press spokespersons are forced to act 
quickly to verify information. This task is 
all the more challenging because one neg-
ative feedback posted on-line can be im-
mediately duplicated by hundreds of peo-
ple. In our work, countering fake news has 
become our daily bread. In this war, waged 
under the pressure of time and public 
opinion, it is collaboration that makes it 
possible to fact-check the information and 
work out a unified position.

What is more, our daily work as press 
and information services plays a vital role 
in the situation of threats associated with 
terrorist attacks or the disinformation ac-
tivities of foreign actors. World events in-
volving such threats have shown how easy 
it is for poor-quality news to create panic 
and a sense of danger among the public. 

Therefore, today’s reality necessitates co-
operation between multiple State services, 
with a  single, joint and time-coordinated 
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message to the media and the public. In 
the event of a threat to national security, all 
State services have to work together and de-
liver a consistent message. 

As a  spokesman myself, I  deal with 
crises almost every day. The police enjoys 
considerable media interest, and almost 
every incident is widely commented on 
in the media by so-called experts. These 
people do not always have expert knowl-
edge strictly in the law enforcement do-
main, and their opinions are often for-
mulated specifically to fit a  thesis of the 
author of the media material. These types 
of situations are the most damaging to 
the image of the police. The fact that we 
cannot always provide evidence to sup-
port our claims is often because the pro-
ceedings in a given case are conducted by 
other authorities, such as courts or pros-
ecutor’s offices. 

Unfortunately, as a result, people often 
hear a journalist saying that the police are 
refusing to comment on the matter. The 
truth is that we simply cannot, or may 
not, stand up to defend ourselves. In many 
cases, we are pressured to respond imme-
diately and to take a  stand. However, we 
cannot speak up unless we have verified 
and reliable information. In addition, in 
light of the current political situation, in-
stitutions such as the police, the army, the 
Border Guard, or the Military Police are 
often attacked by various milieus and so-
cial groups. Media attack on State services, 
which are only doing their job for the safe-
ty of citizens and our country, happen al-
most on a daily basis.

It is precisely such situations that should 
inspire us, press spokespersons, to stand 
together and be ready to fight for the good 
name and respect for the Polish police. 
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While the information environment 
is crucial in itself, it is also a  part of 

a larger spectrum. Therefore, when reflect-
ing on the current disinformation envi-
ronment, it is sometimes useful to first take 
one step back and start by trying to situate 
the information domain in the broader 
hybrid threat environment. It remains 
imperative to understand the various in-
terfaces between the different domains. 
In short, it is a  massively complex threat 
environment which sets huge demands to 
democratic state structures. The responses 
need to be equally multidimensional and 
leverage the different tools ranging several 
domains in an effective manner. This is the 
reality in which the European Centre of 
Excellence for Countering Hybrid Threats 
(Hybrid CoE) operates, striving to make 
visible the connectedness in the threat en-
vironment and the jointness that is needed 
for effective response.

As soon as the responses are parsed, it 
becomes clear that most of time purely na-
tional responses are insufficient. Interna-
tional cooperation to counter disinforma-
tion and to proactively shape narratives is 

already taking place, but there are several 
initiatives and efforts underway to make 
this cooperation more productive. Some 
of the existing and potential elements are 
mentioned here.1

Disinformation and the broader  
threat environment 

Disinformation is only one of many tools 
in influence campaigns, often combined 
with other means. The malign actors 
choose their toolset for a given campaign 
based on effectiveness and the relative 
vulnerabilities of the target. Countering 
disinformation requires an appreciation 
of the big picture and an understanding 
of how disinformation is related to other 
methods of hybrid influencing.2

The ‘hybrid’ in hybrid threats refers to 
the way malign actors combine and utilize 

1  This part of the text draws heavily on recent 
studies that the Hybrid CoE has been involved 
with. The first study was commissioned by the 
CoE, titled “Effective State Practices against Disin-
formation”. The second is an EU-HYBNET Policy 
Brief, titled ”Framing the information domain vul-
nerabilities”.

2  Vilmer 2021

Disinformation in the hybrid threat environment

Rasmus Hindrén,  
Head of International Relations European Center of Excellence  

for Countering Hybrid Threats



16

A C A D E M I C  C E N T R E  F O R  S T R A T E G I C  C O M M U N I C A T I O N 

different tools at their disposal. The tools 
target various domains from information, 
social and culture to space, cyber and mil-
itary domains. As the combinations of 
these tools are practically endless, the pre-
paredness for hybrid threats should not 
exclude any of them. 

Besides the characteristics of the threat, 
the actors themselves need to be con-
sidered. Hybrid activities, up to the level 
of hybrid warfare, sometimes constitute 
a  strategy on their own. However, they 
often support an existing strategy or pol-
icy in the eventuality that the strategy or 
policy is viewed as unsuccessful or failing. 
This means that traditional tools of inter-
national influencing like diplomacy, eco-
nomic deals, and legal agreements alone 
do not allow the actor to reach its strategic 
goals. Usually, but not always, the mili-
tary-centric approach is excluded or may 
not apply and there is interest in minimiz-
ing the risk of open escalation or conflict.3

Hybrid influencing will likely increase 
in the coming years as it is a strategy pre-
ferred by certain actors to achieve their 
strategic objectives with minimal risk of 
being detected or being forced to pay a sig-
nificant political price. It is emblematic for 
this era of strategic competition. Compe-
tition serves as a  useful conceptual inter-
mediate space between conflict and peace. 
The clearest signs of a threat environment 
characterized by competition are the con-
stant probing of adversaries and poten-
tial adversaries, priming them for further 
actions and operating in the “grey zone”, 

3 Hindrén & Smith 2021

legally and politically dubious area where 
norms are challenged by hybrid actors 
and yet these deeds often go undetected or 
unpunished. Therefore, a  successful way 
of competing must include a  lot more 
than just deterring war.

Competition in international affairs 
has two major characteristics: it is more 
or less constant and it takes place mostly 
under the threshold of open conflict. The 
fact that it is constant should require a re-
think on how to perceive the logic of con-
flict and escalation, and how to structure 
the defence of the society in terms of pre-
paredness and decision-making. The com-
petition is likely to be most intense and 
persistent in nonmilitary areas of national 
advantage — and the targeting of other so-
cieties with such means creates emerging 
and poorly understood escalatory risks.4

Competing successfully requires 
building deterrence and resilience against 
hybrid threats across the spectrum. De-
terring hybrid threats requires a  strategic 
approach which must blend resilience and 
crisis response with the ability to impose 
cost on hostile actors. This is a  crucial 
starting point which shouldn’t be lost in 
the broader discussions which often tend 
to separate resilience from the foreign 
and security policy tools to be activated in 
times of crisis. The key is in the combina-
tion of these elements, the “deterrence by 
denial” and “deterrence by punishment” of 
the classical deterrence theories.5

4 Mazarr et al 2018
5 Kersanskas 2020
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The future threats will require a  more 
flexible and more proactive approach that 
will not supersede the classical deterrence 
but rather complements it. The two sides 
of deterrence are resilience and counter-
measures. They are interrelated and must 
be understood as forming one deterrence 
package. This applies also in individual 
domains where hybrid influencing takes 
place, including in the information do-
main.

International responses 
to disinformation

From a hybrid threat perspective, the cir-
culation of disinformation is a vulnerabil-
ity especially as it coincides with a general 
decrease of trust in authority and exper-
tise.6 There are barriers to manipulated 
information in our societies, but several 
trends undermine those barriers. Social 
media isn’t necessarily helping the situ-
ation. As things stand, “the diffusion of 
information on social media is unhinged, 
viral and undergoes little to no control 
mechanism.”7 This points to the need of 
regulating the social media platforms as 
one example of tackling the challenge. 

States, individually and collectively, 
as well as other actors have taken many 
initiatives to counter disinformation in 
recent years. Yet it is hard to gauge their 
effectiveness. A  lack of larger foreign dis-
information campaigns may be either 
a sign of effective mitigation or deterrence 
or just a  lack of interest from potential 

6 https://euhybnet.eu/policy-briefs/
7 Ibid.

adversaries. Measuring the success of a re-
sponse is difficult also because it depends 
on the attacker’s intent and because we 
might only see one part of the operation. 
A  successful response can, however, be 
understood in the context of deterrence 
theories: either as effective countermea-
sures when attacked; or as an effective 
deterrence or mitigation of attacks due to 
society’s resilience.8

A successful response, whether proac-
tive or reactive, is normally the result of 
combined efforts of different actors in the 
society. Moreover, disinformation is an in-
ternational challenge. National efforts tend 
to be most effective ”when they are con-
ducted in collaboration with international 
partners, having a  shared understanding 
of the threat, but also a shared response.”9 
International cooperation helps countries 
to arrive at a  common understanding of 
key definitions and concepts related to 
disinformation, such as disinformation, 
information manipulation and informa-
tion influence. It helps them to share best 
practices, and shines light on the differ-
ences between longer-term efforts main-
ly related to resilience-building and the 
shorter-term efforts, which might be more 
reactive in nature. 

Cooperation can come in various 
forms such as policy dialogue, bench-
marking and sharing best practices, test-
ing and exercising, and capacity-building. 
Hybrid CoE does all of this. It is a venue 
and an instrument to foster cooperation 

8 Vilmer 2021
9 Ibid.
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between its participating states, the EU 
and NATO. It doesn’t aspire to be the hub 
of expertise on disinformation, but instead 
applies a hybrid lens to it, spanning the full 
threat spectrum and situating disinforma-
tion efforts in that spectrum.

Besides the examples listed above, 
there is a  need for structural and regula-
tive responses at the international level. 
The main actor at that level is the EU, with 
its capacity to regulate and structural abil-
ity to muster a  comprehensive response, 
spanning across the various policy sectors 
and drawing on a broad toolbox. 

In improving the EU’s response to for-
eign interference, the European Democ-
racy Action Plan will be one of the more 
relevant tools. It “identifies the need to 
counter disinformation, promote media 
pluralism and the sustainability of and 
promoting of free and fair elections”. It 
also aims at tackling the effects of hyper 
personalised targeting in the social me-
dia and to strengthen media freedom and 
pluralism.10 The regime of aggregated in-
dividual data should be tackled, including 
the obligations and accountability of large 
platforms. One possibility is to further 
regulate individual data online, poten-
tially based on the logic of the General 
Data Protection Regulation (GDPR).11 
Moreover, there is the Digital Services Act 
(DSA), currently being prepared by the 
Commission which aims at improving 
content moderation on social media plat-
forms to address concerns about illegal 

10 https://euhybnet.eu/policy-briefs/
11 Ibid.

content. This could mean new obligations 
on platforms to disclose how their algo-
rithms work, on how decisions to remove 
content are taken and on the way advertis-
ers target users. 

Our European societies and organi-
zations should aim for a  more proactive 
way of communicating and shaping stra-
tegic narratives. That requires a common 
situational awareness, and a  common 
sense of purpose even if it is hard to at-
tain at the international level. At the same 
time, there continues to be a  need for 
countering false narratives, fact-check-
ing and debunking false information. 
It is a  resource-intensive endeavour, re-
quiring sufficient resources both at the 
national and international levels. Current 
efforts, including the plan to combine the 
EU strategic communication and count-
er-disinformation tools together to form 
a coherent toolbox are promising. A tool-
box is a  worthy objective and a  critical 
element of escalation management, be-
cause it gives several options to choose 
from when responding to externally or-
chestrated disinformation campaigns. 

In fact, one should also take into ac-
count the possibility of responding to dis-
information campaigns by actions in oth-
er domains. Essentially, it is about having 
the ability to escalate horizontally. To have 
this option, the counter-disinformation 
tools should be part of a  larger compre-
hensive toolbox to counter hybrid threats. 
The toolbox would bring together the var-
ious instruments of power, be it money, 
regulation or military capabilities. 
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Finally, it is worth noting that the ef-
forts listed here form one component in 
the international efforts to fight disin-
formation and related threats. They also 
form pillars in the Commission’s efforts 
to enhance the resilience of the member 
states and of the Union as a  whole. They 
cannot be taken forward in a  vacuum, 
but should rather be coordinated with the 
Strategic Compass, the process led by the 
member states to update the EU’s strategic 
thinking on security and defence. That, 
in turn, has likely implications to NATO’s 
strategic concept and the ways in which 
disinformation is viewed in that context. 
Countering disinformation must there-
fore be anchored in the overall security 
strategy.
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E ven in a reality marked by strong polit-
ical emotions and social polarisation, 

certain values   have to remain beyond 
dispute. National interest and security are 
two such values. Although it seems obvi-
ous, we should learn from our mistakes in 
this department. 

The dilemma between viewership and 
security concerns both sides of so-called 
information barricade, even if to different 
extents and in different aspects. We use the 
term “barricade,” although it is not a very 
felicitous word, as the expression “on op-
posite sides of the barricades” implies that 
public officials are enemies to journalists, 
which is not the case. Naturally, govern-
ment officials have completely different 
limitations than journalists. Meanwhile, it 
is worth asking ourselves whether journal-
ists are also citizens? If so, can we expect 
that they should abide by certain limita-
tions in what they can publish – not be-
cause of their journalistic profession but 
due to their citizenship. 

Today, I am a public official, but I used 
to be a  journalist. My task was to au-
thor and quickly provide information, 

preferably unique, on what I  had seen or 
heard. Over time, when I worked as a cor-
respondent for Polish Radio (Polskie Ra-
dio; PR) in Ukraine, I  began to wonder 
whether any piece of information should 
be distributed only as purely informative 
content. Sometimes, what mattered was 
the context and collecting a  few inside 
opinions, because a  news journalist is 
not allowed to make any personal com-
ments. However, it is precisely providing 
information devoid of context that can 
be very harmful and manipulative, al-
though still in line with good journalistic 
practice. One example of this was the in-
terview with a  Russian military political 
scientist about the Zapad exercises which 
appeared in the Polish media in mid-Sep-
tember 2021. From a journalistic point of 
view, it was a classic question-and-answer 
interview, but without any context. And 
the context was crucial, because the inter-
viewee “sold” all the Russian narratives on 
Zapad, without the editorial team provid-
ing any comments or context. It has to be 
remembered that there has been a real war 
in Ukraine for several years, a war caused 

Anna Kuźma,  
Deputy Director of the Operational Centre  

of the Polish Ministry of National Defence (MON) 

Values   beyond dispute
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by, among other things, the Russian nar-
ratives permeating the media and being 
massively distributed. Therefore, the in-
formation market cannot function with-
out any reflection. During the conference, 
we used a phrase that is correct, albeit mil-
itarised and war-minded: “information is 
the weapon.” We all know this, but will we 
draw any conclusions? I believe we should. 

Communication  
and sensitive information

As a  public official and not a  journalist, 
I  am obviously subject to many more re-
strictions, because I do not represent only 
myself but also the institution in which 
I  work. I  need to factor in the presence 
of sensitive information in the field of 
defence and military science; hence, al-
though I  work in communication and 
should communicate as much and as often 
as possible, I also have to consider the sen-
sitivity aspect. I would like to illustrate this 
with the most recent example – the evacu-
ation of Polish citizens and my colleagues 
from Afghanistan. We have all seen the 
images from the Kabul airport showing 
American planes taking off with people 
clutching the wheels and later falling to 
the ground. These photos will go down in 
history. 

As expected, the situation in Afghan-
istan triggered an avalanche of questions, 
also to the Polish Ministry of National De-
fence, from the journalists who immedi-
ately wanted to know if we also had plans 
to evacuate, how, and when. Questions 
about what we were intending to do. As 

you know, similar operations take a  little 
longer to prepare, because special oper-
ations are usually carried out by specials, 
i.e. soldiers of special forces who should, 
and very much prefer to, act without much 
publicity. And that is the way it should be. 
Such operations are very often conduct-
ed by specially armed soldiers who are to 
ensure the safety of people. For this, they 
need embargoes. Therefore, we simply 
could not disclose any information until 
these people had arrived and evaluated 
the conditions under which they were to 
carry out the mission. It was our conscious 
choice. I  know the journalists were not 
very fond of this plan, but we had to factor 
in human safety. The safety of the people 
whom our specialists, Polish diplomats, 
Polish soldiers, and Polish pilots were sup-
posed to bring safely from Afghanistan to 
Poland. 

Naturally, we were faced with dilem-
mas, for instance, whether we should 
give one plane seat which could save one 
Afghan to a  photojournalist. On the one 
hand, we could obtain photos the history 
would remember, and on the other hand, 
we could save a life. In this particular case, 
we decided that the photographer would 
fly a little later instead of right away. In the 
beginning, we did not know how this op-
eration would unfold, how many people 
our soldiers and diplomats would be able 
to save and in what time. So, as a commu-
nicator, I  admit that back then we were 
more focused on saving as many people as 
possible, and not on how to boast the suc-
cess of our efforts. 
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The evacuation from Afghanistan also 
had some positives – it showed that coop-
eration is possible in our quite polarised 
Polish society. The operation involved 
a lot of people from many different, often 
adversary communities.

New media market means new 
challenges 

In addition to the above-mentioned 
dilemmas associated with hybrid wars, dis-
information, and cooperation between of-
ficials and journalists, we have to cope with 
new challenges. In sensitive matters, such as 
information about soldier deaths or details 
of armaments, so far we have been working 
with experienced journalists knowledge-
able about the techniques of their profes-
sion, who understand what an embargo or 
gentlemen’s agreement is, and are aware of 
the limits to informing about armaments. 
Personally, I am not an armaments expert 
and whenever I enter a combat vehicle, I do 
not know what to show and what not to 
show. This is the task for qualified and com-
municative expert spokespersons of both 
commands and various units; their job is 
to keep an eye on it. Whenever a journalist 
visits an army unit, there is always someone 
who makes sure that he does not see too 
much, because this type of coverage is in-
teresting not only to the public but also to 
e.g. foreign services. The point is to show 
what we are allowed to show what we can, 
and keep the prying, not necessarily sympa-
thetic, eyes in the dark about what we may 
not disclose. 

Today, the media market has changed 
dramatically. Traditional media are start-
ing to be replaced by social media outlets. 
More and more often we find ourselves in 
a  quandary about who a  contemporary 
journalist is. Can a  person publishing 
posts who is not an employee of any media 
outlet be called a journalist? After all, they 
frequently lack basic defence knowledge 
or analytical skills. Are or should such peo-
ple (be) subject to any restrictions in what 
they can publish, at least when it comes to 
sensitive information? Such questions are 
asked not only at the Ministry of National 
Defence. The problem is that we can train 
journalists and develop green books all we 
want, but we live in a  world where jour-
nalists are not the only intermediaries out 
there. The role of an intermediary can be 
played by anyone with a smartphone in his 
hand who thinks he can be a journalist and 
inform about the goings-on. Consequent-
ly, it is becoming more and more difficult 
to control this situation. While we keep 
complaining and educating, we can and 
should just do our job. As the Polish Army, 
we can avail ourselves of the opportunity 
to engage in direct conversation with the 
public and make use of modern tools. 

Agreement and collaboration between 
different communities is not only possi-
ble but necessary. It requires both public 
officials and journalists a  minimum dose 
of mutual trust and experience, as well as 
awareness of the fact that we live in times 
of hybrid wars, where disinformation is 
the main weapon.
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In the era of “racing” news on virtually any 
topic, is there still room for journalistic 

honesty and reliability, or for information 
security and credibility of information 
sources? Undoubtedly, many journalists 
ask themselves this question at least sever-
al times a day – when working on a news 
item, an article, a dispatch, or an interview. 
I  believe this question should pop to our 
heads as often as possible.

The dilemmas of contemporary media 
keep recurring regardless of the editorial 
office or the subject matter. For years, my 
interests have been focused on the broad 
spectrum of security issues. Naturally, 
I mostly deal with the Armed Forces, be-
cause they are “in the front line”, responsi-
ble for security. 

Journalists collect information on 
how our army works, how its soldiers are 
trained, and what its modernisation plans 
are by cooperating with public institu-
tions, mainly with the Ministry of Nation-
al Defence. The Ministry that sets the tone 
for the military and is responsible for its 
proper operation. No wonder, then, that it 
is the Ministry of Defence that is the first 

point of contact for military journalists, 
who, having received an answer, create in-
formation. Here lies the crux of the matter 
– mutual trust. Without it, it is difficult to 
provide valuable news or expect to obtain 
valuable information. Is mutual trust even 
possible between the two parties which 
seem to differ in so many aspects? I believe 
it is. I represent public media which follow 
a  public mission to provide reliable, fact-
checked, and non-speculative knowledge. 
The very brand of Polish Radio imposes 
a specific tone of communication. Hence, 
in my previous cooperation with the Pol-
ish Ministry of Defence and its represen-
tatives, I have not encountered any major 
problems with obtaining the information 
I  have needed. One of the factors is cer-
tainly the fact that for years, my area of 
expertise has been the military, and I have 
proved more than once that I provide gen-
uine news, without a  hint of speculation. 
Thanks to this background, it is not diffi-
cult to reach accord between the journalist 
and the ministry. 

In my experience with the Ministry 
of National Defence, I  can safely say that 

Media and public institutions:  
is their cooperation possible?

Agnieszka Drążkiewicz,  
Editor of the News Radio Agency (Informacyjna Agencja Radiowa – IAR)
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collaboration is possible at every stage of 
creating a news item. A journalist can al-
ways clarify the information and should 
do so directly at the source. In my experi-
ence, as long as a public official is able to 
answer our question or explain the issues 
raised, they will do so. 

When creating information of a  mili-
tary nature, dilemmas often arise regard-
ing the speed and credibility of infor-
mation, and the scope in which we are 
allowed to / should provide it. There are 
situations when we are not sure whether 
to publish news immediately after obtain-
ing the information or wait a bit and dou-
ble-check the source. In my opinion, cred-
ibility and thorough fact-checking should 
always come first. It is better to wait fifteen 
minutes than having to straighten things 
out. Moreover, such credibility-oriented 
attitude helps a journalist build his or her 
brand as a trustworthy and reliable profes-
sional.

Like many other domains of our lives, 
contemporary journalism is exposed to 
floods of fake news. Many foreign web-
sites specialise in the dissemination of 
such false information. This tool is known 
to be one of the most frequent methods 
eagerly used by our eastern neighbour, the 
Russian Federation. Journalists need to be 
aware of this. It is even their duty to check 
if the information they are using is not 
fake news intentionally crafted to suit the 
needs of a foreign country. 

Another equally important challenge 
faced by the media is the development of 
an approach to informing about security 

issues. In this case, it is worth pointing out 
that disclosing too many details, e.g. relat-
ed to the purchase of new weapons, might 
be an ill-considered idea. An adversary 
gathering all information about a  given 
country will happily use such knowledge, 
most probably against us. Furthermore, 
sometimes the information simply has to 
be embargoed due to state interest or, as 
was often the case during our missions in 
Iraq or Afghanistan, the interests of sol-
diers and their families left in the country. 

One example is how the media and 
our military structures cooperated in pro-
viding information about the wounded 
or, sadly, about the fatalities during our 
foreign mission operations. The unwrit-
ten agreement stipulated that journalists, 
even if they knew about a  given event in 
advance, did not publish any informa-
tion until the families and relatives had 
been officially informed. This approach 
made it possible to keep a  minimum of 
decency and give the military services an 
opportunity to prepare the family for the 
news about the death of a soldier. Similar 
“agreements” can be worked out in many 
other matters. In my professional career, 
I have repeatedly come across a news item 
that, once immediately published, would 
have won me wide acclaim and “quota-
bility.” I mean the news about purchasing 
new weaponry or the politics within the 
Ministry of Defence or a  given unit. Per-
sonnel shifts in high-ranking military 
positions are a “tasty morsel” for many ed-
itorial teams, and many journalists would 
like to have the priority to report on them. 
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Nevertheless, it is worth asking yourself 
a  question whether you really need to 
convey your news immediately and in-
discriminately, or whether it is better to 
double- or even triple-check it and let it 
out on the air once it has been verified. 
Once again, an important issue here is the 
above-mentioned “agreement” with the 
ministry. If someone covers topics devot-
ed to the army and security, it will not hurt 
them to verify their “news” in an institu-
tion like the Ministry of National Defence. 
When reporting on safety-related matters, 
it is worth contacting the institution and 
simply asking about the issues in question. 

Mutual trust is an important element 
of media cooperation with public institu-
tions, including the Ministry of Defence. 
This is a very delicate matter, because – just 
like in private life – trust is earned, not giv-
en. Trust does not come immediately and 
just because someone represents a  given 
editorial office and has decided to write 
about military issues. It is a  process, and 
requires time and nurturing. Someone 
may ask if mutual trust is even possible 
between two parties which seem to differ 
in so many aspects. I believe it is. A dedi-
cated journalist who takes his or her work 
seriously can very quickly prove that he or 
she is trustworthy. If we provide reliable 
information and check our sources, each 
institution and its employees will know 
that it is possible to communicate with us 
and cooperate on an important matter. To 
me, the trust of the Ministry of Nation-
al Defence is of colossal importance. It is 
this institution that I  have to contact on 

a daily basis. The people I talk to are sure 
that if they provide me with unverified 
information whose publication needs to 
wait, I  will keep my word. Some people 
may claim that being on such “friendly” 
terms with a public institution is a little bit 
too much. To me, it is only natural. Where 
else would I get information on the plans 
and changes of/within the Ministry or on 
the activities of its management? This is 
the best and probably the fastest source 
of information. Granted, as journalists, 
we have other ways of obtaining informa-
tion, but one does not exclude the other. 
What is more, both parties of this kind of 
relation try to get to know each other, and 
once they know each other better, they 
know what the expectations are, which 
guarantees success in information policy.

Last but not least, cooperation with 
public institutions can debunk myths 
about one more important issue: bu-
reaucracy. Cooperation with the media 
requires a  specific mode of work. Jour-
nalists often do not give public officials 
a chance to check a given issue for many 
hours, browse through documents, or 
prepare a multi-page written reply. Jour-
nalists ask questions and soon want to 
know the answer. From my own experi-
ence, I can see that a lot has been done in 
this respect. It is now rare for a journalist 
to be asked to send his or her questions 
by e-mail. In the past, this practice used 
to be avidly used in contacts with min-
istries. Today, in the age of fast news and 
fast replies, no one even tries to come up 
with such proposals. 
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The U.S. Department of State’s Global En-
gagement Center’s (GEC) mission is to 

lead and coordinate the U.S. Government’s 
efforts to recognize, understand, expose, and 
counter foreign disinformation aimed at un-
dermining the stability of the United States, 
its allies, and partners. The GEC was estab-
lished pursuant to Executive Order 13721, 
signed by President Obama on March 14, 
2016. It replaced the Center for Strategic 
Counterterrorism Communications, orig-
inally founded after the terrorist attacks of 
September 11, 2001, with the goal of coun-
tering terrorist recruitment efforts and lim-
iting the distribution of extremist messaging. 
The GEC expanded from countering terror-
ism to the larger mandate of mitigating for-
eign disinformation. 

As the U.S. Government’s dedicated 
center for countering foreign disinforma-
tion, the GEC is mandated to expose and 
counter threats from malign actors. The 
Department works with interagency and 
global partners to counter disinformation, 
with the GEC playing a key role in coor-
dinating efforts and helping to lead a glob-
al response.  

In coordination with our partners in 
government, civil society — including re-
search institutions such as the Academic 
Centre for StratCom (ACSC) — and private 
sector companies, including social media 
companies, the GEC is making great strides 
in pushing back against disinformation 
and adversarial influence operations from 
Russia and the People’s Republic of China 
(PRC) which target democratic processes, 
including elections. By collaborating with 
our international partners and allies, we di-
rectly impact Moscow’s and Beijing’s disin-
formation agendas. 

For example, the GEC Special Report 
“Pillars of Russia’s Disinformation and 
Propaganda Ecosystem” provided an anal-
ysis of the main Russian disinformation 
platforms and techniques that provid-
ed partners and allies with a  framework 
through which to analyze and counter 
them. The report found that “Russia’s dis-
information and propaganda ecosystem 
is the collection of official, proxy, and 
unattributed communication channels 
and platforms that Russia uses to create 
and amplify false narratives.”  It concluded 

Karl Stoltz,  
The U.S. Department of State’s Global Engagement Center  

The Global Engagement Center  
at the Forefront of Countering Disinformation 
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that successful counter disinformation ef-
forts must expose Russia’s tactics so that 
partner and allied governments, civil so-
ciety organizations, academia, the press, 
and the public can conduct further anal-
ysis and take steps to increase and sustain 
their resilience to disinformation.  

 U.S. Strategic 
Communication Perspective:  

The United States seeks to achieve the 
North Atlantic Treaty Organization 
(NATO) Alliance’s political and military 
objectives in the area of strategic com-
munication through robust collaboration 
with NATO and other allies and partners 
including the EU. Thus, it is increasingly 
important the Alliance communicates ap-
propriately, in a timely manner, and accu-
rately on its evolving roles, objectives, and 
missions.   

 At the GEC, we aim to assist our in-
ternational partner-nations to understand 
weaponized messages used to further false 
narratives. We also collaborate to increase 
worldwide comprehension also collabo-
rate to increase worldwide comprehen-
sion of disinformation’s impact. Russia 
and the PRC exploit freedom of speech in 
the free world and use state funding to cul-
tivate proxy sources and weaponize social 
media. The ultimate goal of their false nar-
ratives is to undermine institutional trust, 
fragment their adversaries’ societal unity, 
to serve their geopolitical agendas. 

The GEC and our partners must also 
raise awareness of the pernicious effects 
of malicious narratives on the health of 

democracy. As such, we promote and 
support initiatives to increase societal re-
silience to disinformation. For example, 
in response to foreign attacks on demo-
cratic elections, the GEC promotes media 
and digital literacy training in Eastern and 
Central Europe. We also enable efforts 
which support independent media and 
journalists and work with social media 
companies to identify malicious and mis-
leading social media accounts. 

The GEC’s priorities are to focus on 
confronting challenges regarding elec-
tions security and collaborate on elections 
security through information sharing and 
monitoring. Furthermore, the GEC rec-
ognizes the need to encourage informa-
tion-sharing in other areas and explore 
more opportunities to counter adversarial 
disinformation and other forms of foreign 
malign influence. 

Partnership between GEC,  
the NATO StratCom Centre of Excellence 
(COE), and the Academic Center 
for StratCom:       

NATO StratCom COE’s strategic posture 
vis-à-vis GEC, NATO, the Alliance, and 
the Academic Center for StratCom is an 
important collaboration to counter dis-
information. The GEC, NATO Starcom 
Center of Excellence, and our part-
ners such as the Academic Centre for 
Strategic Communication, will contin-
ue to advance our technological tools 
to strengthen future interoperability, 
collaboration, and coordination with in-
ternational partners. The GEC will also 
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continue other coordination with the 
ACSC to develop training programs, 
share experience, and provide support 
through mentors and lectures.  

The GEC and NATO COE’s abilities and 
potential to deliver innovative ideas and 
timely expertise will make the Academic 
Centre a critical actor in bridging the Alli-
ance and international partners’ current and 
future posture to counter disinforma-
tion. Other areas for further cooperation 
include developing societal resilience, trig-
gering public debate on Strategic Commu-
nication and potential hybrid threats, and 
sharing research and development.  

 The GEC takes a leading role in analytic 
coordination with international partners, 
including the G7, EU, and NATO, on PRC 
and Russia’s disinformation. For example, 
the GEC and The GEC and the Rapid Re-
sponse Mechanism Canada (RRM Can-
ada) have produced joint reporting for 
RRM members on suspected Chinese ac-
tivity with Canada in June 2020. The GEC 
joined the State Department’s Bureau of 
Democracy, Human Rights, and Labor 
(DRL) to represent the U.S. government 
within the Canada-led G7 Rapid Re-
sponse Mechanism (G7RRM), an initia-
tive to further advance coordination with 
G7 countries in the information space. 

GEC’s Teams and How they Support 
Countering Disinformation:

The Global Engagement Center In-
sights-Quantified, known as GEC-IQ Plat-
form, was built to provide a platform for 
concrete cooperation and collaboration 

with our interagency and international part-
ners. GEC-IQ is a secure unclassified online 
platform for sharing insights and analy-
sis across multiple partners. It provides a co-
ordination platform for 25 countries, with 
numbers growing. 

The GEC’s relationship with the ACSC 
will continue to grow as we solidify our 
joint programs in various areas to confront 
our adversaries in the information envi-
ronment. For example, the GEC’s Tech-
nology Engagement Team (TET) is collab-
orating with the COE Technological and 
Science Development branch to identi-
fy and assess new tools to counter foreign 
disinformation and other malign mes-
saging. These tools can help analyze how 
susceptible foreign audiences are to disin-
formation. TET is also engaging the COE 
Science branch to facilitate identification 
of key NATO elements best aligned to par-
ticipate in our interagency/international 
working group on countering propagan-
da and disinformation shortfalls, tools, 
use cases, and application of technologies 
in our testbed.  Additionally, through the 
GEC’s TET, we collaborate with our inter-
national partners, including NATO Strat-
Com COE, to identify and apply social 
media monitoring tools to track PRC 
narratives on vaccine research globally, as 
well as other pertinent matters.  

Last but not least, the GEC’s Analytics 
and Research (A&R) Team is composed 
of experts in data analytics, artificial intel-
ligence and machine learning, visualiza-
tion, and opinion polling to produce con-
text- and data-driven insights. To properly 
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detect and understand disinformation, 
particularly context and narratives, the 
GEC ensures close integration between 
our data scientists and the subject matter 
experts who know the respective regions, 
media environments, political environ-
ments, and languages. 

Regarding GEC’s activities in the Mid-
dle East, the GEC is a co-lead of the Com-
munications Working Group (CWG) of 
the Global Coalition to Defeat ISIS, which 
supports the information activities of the 
Coalition’s 83 members. The United States, 
UK, and UAE co-lead the CWG to coor-
dinate actions to counter disinformation 
from ISIS in both Iraq and Syria, and their 
global branches, such as ISIS-West Africa. 

The work of the GEC is also crucial 
as we fight back against terrorist organi-
zations and hostile states who seek to ex-
ploit developments in Afghanistan and 

elsewhere to weaken Western alliances, 
inspire extremism, and advance their in-
terests. The GEC possesses the people and 
tools to identify and expose hostile disin-
formation from multiple threat actors, to 
aid in the fight against terrorists, and to 
work with our regional bureaus and mis-
sions abroad, as well as the ability to col-
laborate with our interagency and interna-
tional partners to counter our adversaries’ 
disinformation.     

In conclusion, GEC will partner with 
the Academic Centre for Strategic Com-
munication on the Course Control Doc-
uments for the NATO course. GEC is 
keen on working with the Centre; we look 
forward to strengthening our relation-
ship, advancing our collaboration, coor-
dination, and synchronizing our training 
efforts to counter disinformation in the 
information environment.  
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Nowadays, it seems trivial to claim that 
Poland is the target of disinformation 

aggression. How does such aggression 
manifest? What are its features? How is it 
different from what happened to Poland 
in the past? How is it different from the 
disinformation about Poland produced by 
communist Russia and Nazi Germany?

There are obviously striking similari-
ties, e.g. the constantly exploited theme of 
anti-Semitism that Russia has been accus-
ing Poland of since the very beginning of 
the Reborn Poland in 1918. The persistent 
blaming of Poland for pogroms and sys-
temic anti-Semitism led to the Morgen-
thau Commission, which, however, did 
not confirm these allegations. The an-
ti-Semitism theme was present through-
out the interwar period, but particularly 
during World War II in the United States, 
traces of which can still be observed now 
in pop culture. The so-called ”Polish an-
ti-Semitism” as a  manifestation of disin-
formation aggression should be discussed 
in a  broader context as one of the three 
trends in the deconstruction of Polish re-
ality and found in anti-Polish propaganda 

in the past and today. These three trends 
include: the information deconstruction 
of Polish history; the information decon-
struction of the Polish present, and the 
information deconstruction of Polish law.

For Poles, the most notorious trend 
of disinformation aggression includes at-
tacking Polish history. Until recently, it 
was obvious for every Pole, no matter how 
interested in World War II, that in 1939 
Poland fell victim to German aggression, 
that Poles fought it bravely, paid a  high 
price, and, finally, that the Germans built 
extermination camps in our territories 
and murdered many Poles and almost 
all Jews. Those who were better aware of 
the situation knew, contrary to the com-
munist propaganda, that on September 
17 the Soviets joined the German attack 
on Poland and were the perpetrators of 
the Katyn massacre, and that the Soviet 
forced-labour camps were no less grue-
some than the Nazi concentration camps. 
Such was the collective memory. And it 
never occurred to anyone that the actors 
behind the “iron curtain” had been build-
ing a completely different narrative, aimed 

Maciej Świrski

Disinformation aggression against Poland: three 
trends in the deconstruction of Polish reality. 
Description, consequences, remedies.
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at blaming the victim for the crimes of the 
perpetrator. For the majority of the Polish 
public, encountering the information en-
vironment of today’s West has been a bru-
tal experience. 

The free world’s poor awareness of the 
events that unfolded in Central and East-
ern Europe during World War II, com-
bined with the deliberate distortion of 
knowledge about the past (not without 
Soviet influence) by various actors, and Is-
rael’s aversion to the Polish narrative, have 
all finally resulted in the contemporary 
academic consensus on the alleged “Polish 
complicity in the Holocaust.” It should be 
noted that this consensus would not have 
emerged had it not been for the efforts of 
some Polish researchers. Hence, as during 
any information warfare, the adversary 
cannot count on success unless he spots 
a  vulnerability in the victim, so that the 
disinformation content takes root in the 
targeted information environment. Apart 
from the actions of certain researchers, 
these vulnerabilities include the specific 
media situation in Poland and the distinc-
tive nature of the Polish political arena. 
They are all interrelated and contribute to 
Poland’s susceptibility to disinformation. 
The adversary’s success (which today is al-
ready a fact) is hinged on the skilful use of 
the aforementioned vulnerabilities and on 
the knowledge of the psychological profile 
of Polish society. All these factors result 
in a difficult-to-overcome disinformation 
conglomerate, as any counter-operation 
would have to deeply interfere with the 
mental attachments of members of various 

opinion-forming circles in Poland, poten-
tially causing media disapproval for state 
institutions. 

Let us therefore make an attempt at de-
scribing the various directions of attacks 
against Poland based on the trends in in-
formation deconstruction.

Information deconstruction  
of Polish history

Today, the Germans are no longer con-
sidered as perpetrators of World War II 
crimes but as Nazi nationalists. Poland is 
blamed for the Holocaust, and the Polish 
victims of the German genocide are ig-
nored. At the same time, Poland standing 
up for the truth about the realities of the 
German occupation is regarded as Polish 
propaganda and exaggerated stories. Due 
to this kind of narrative, in the eyes of the 
West, Poland has become complicit in the 
extermination of Jews. Such narrative is, 
at the same time, aimed at undermining 
the Polish efforts to receive compensation 
from Germany and Russia for their geno-
cide, ravages, and looting during World 
War II and at compromising the Polish 
opposition against illegitimate claims to 
the surviving Jewish property. Operators 
of this deconstructive trend try to prey on 
the ignorance of not only ordinary mem-
bers of the Polish community, but also uni-
versity-educated elites, whose standards 
are far inferior to those once prevailing in 
research in the humanities. 

Since the mid-1970s, we have been 
dealing with the decline of the humanities 
and their displacement by various “cargo 
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cults in science” – namely, activities that 
appear to be scientific – publishing books 
with references, organising conferences 
with papers and debates (where all partic-
ipants just “happen” to unanimously agree 
with one other), submitting papers to re-
search journals – except that it has little to 
do with science understood as searching 
for truth with the use of a strictly defined 
research methodology, where the publi-
cation and discussion of their own theses 
and the disproof (verification) thereof is 
a  scientist’s primary task. Instead, there 
are many activities undertaken today 
(especially in historical sciences) which 
are to somehow “take a short cut” in “sub-
stantiating” various theses that are treated 
as some kind of “divine revelations”, and 
whoever dares to question them is seen 
as the one “attacking the researchers’ and 
“scientific freedom”. As a  consequence, 
in many places, research into contempo-
rary history has now become similar to 
the Evening University of Marxism-Le-
ninism, where several clichés invented 
by widely revered gurus are ritually uti-
lised in all possible ways, out of fear for 
being excluded from the “mainstream” 
and in order to avoid the accusation of 
being “controversial” at all costs. What is 
perceived as “controversial” are the state-
ments that until recently were considered 
true beyond any doubt, e.g. that Poland 
suffered devastating losses at the hands 
of both invaders or that they helped Jews 
during World War II – and, sadly, this 
proves that the operation to deconstruct 
Polish history has been successful. 

Information deconstruction 
of the Polish present
The second trend of information decon-
struction entails depicting our country 
as traditionally intolerant and discrimi-
nating against all minorities. It is a trend 
of information deconstruction of the 
Polish present. It seems that it is now 
even more dangerous for Poland than 
falsifying our history, because the issue 
of “human rights”, as distinctively un-
derstood by the West, dominates both 
the public debate and the media agenda. 
As we are witnessing today, even specific 
membership rights, for instance in the 
European Union, are starting to depend 
on the issue of human rights. Various 
fake news about Poland circulating in 
the EU circles prompt the implemen-
tation of procedures against us, which 
may result in the withdrawal of the EU 
funds owed to our country. Such false 
information about Poland (“dictator-
ship,” apartheid country – LGBT Free 
Zones,” “country of lawlessness with no 
independent courts”) is fed not only by 
disinformation centres directly affiliated 
with Poland’s strategic enemy, but also 
disseminated by “independent media” 
in the country and in the West. This di-
rectly affects Polish national security, as 
it is conceivable that the decision-mak-
ers of the current US administration 
may deem it important to require that 
US military presence in Poland be con-
tingent on Poland granting privileges to 
so-called LGBT people. Should Poland 
refuse to follow such demands (and with 
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provocations such as “LGBT free zones,” 
which undermine American sympathy 
towards Poland), the American security 
umbrella might turn into a  pipe-dream. 
The United States need an ally commit-
ted to defending NATO’s eastern flank 
and sharing the same values   of civil lib-
erties. During the six years the patriot-
ic camp has been in power, Poland has 
proven to the administrative circles of 
the “main ally” that it takes its allied ob-
ligations seriously and knows how to ap-
proach America’s usual bargaining style. 
However, if Poland’s image continues to 
deteriorate due to various provocations 
deconstructing the truth about Polish 
reality, the consequences may be grim. 
This shows how dangerous the disinfor-
mation trend is for Polish national secu-
rity. In fact, there is only one beneficiary 
of this operation – Russia. Neither the 
United States nor the broadly defined 
West will benefit from the alienation of 
Poland from NATO, as this would sim-
ply undermine the North Alliance stra-
tegically. It is therefore astonishing to see 
how easily this particular trend of infor-
mational deconstruction resonates with 
prominent Western politicians, and even 
some Polish politicians.

Information deconstruction  
of Polish law

The third trend of disinformation ag-
gression is portraying Poland as having 
the characteristics of a  dictatorship. Re-
portedly, the country has no judiciary 
independent of the executive power, and 

everything is controlled by the one-party 
system. By extension, Poland is a  totali-
tarian state with little regard for the fun-
damental achievements of Western civi-
lization, a country “marching to the East” 
straight into Putin’s arms. This trend 
can be referred to as the “deconstruc-
tion of law,” because the disinformation 
it is trying to push illustrates (contrary 
to facts) the reform of the judiciary and 
tribunals in Poland as an attack on judi-
cial independence, even though similar 
regulations exist in many member states 
of the EU. This type of disinformation is 
aimed at discrediting Poland and depriv-
ing its government of its legitimacy to 
the overthrow legally elected authorities. 
Furthermore, it is likely that the dissem-
ination of this kind of disinformation 
supports the propaganda of Lukashen-
ko’s regime about the “refugee crisis” and 
the alleged “Polish passivity” that “kills 
children.”

It has to be pointed out that the terms 
“disinformation” and “aggression” should 
be understood literally, because, as I have 
already mentioned, the trends in question 
have a  direct impact on Polish national 
security. It is the same weapon intend-
ed to overpower Poland as rockets and 
tanks. Article 5 of the Washington Trea-
ty, which is the cornerstone of the NATO 
alliance, is strictly political. It does not 
refer to compulsory military aid in the 
event of aggression but to taking whatev-
er action is deemed necessary, including 
military support. It is politicians who de-
cide what actions are necessary. And they 
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are guided by their knowledge as well as 
personal and political interests, the latter 
typically being re-election and staying 
in power. What politician would risk his 
position and political career in defence of 
a nation for which his citizens, like him-
self, feel aversion – the nation portrayed 
in the media as a  quasi-fascist dictator-
ship, anti-Semites and perpetrators of the 
Holocaust, a country of segregation, with 
apartheid targeted at the LGBT commu-
nity? This is how Poland is portrayed in 
the mainstream media around the globe. 
The ultimate goal of this disinformation 
aggression is to alienate Poland from the 
NATO alliance so that the aid mecha-
nism for Poland does not work.

The target audience of the disinfor-
mation campaign waged against Poland 
includes voters, politicians, intellectu-
als, and journalists, and, above all, our 
allies. Therefore, all activities aimed at 
defending the good name of Poland and 
showing the historical truth have to be 
addressed to an equally wide audience. 
The ultimate goal of our communication 
strategy should be to portray our country 
as being devoted to freedom and Western 
culture, built on the Judeo-Christian val-
ues and Roman law, a  country proud of 
its multicultural history and tradition of 
religious tolerance (disrupted during the 
partitions). This is the best protection of 
Poland’s standing. 

Furthermore, it should be borne in 
mind that, in times of the said aggression, 
a  democratic state like Poland is not as 
helpless as it may seem when confronting 

possible remedies with the potential of 
mass hysteria and accusations of “censor-
ship” thrown by various Polish media out-
lets. Unfortunately, due to the flaws of the 
Polish system, a  lion’s share of the Polish 
media does not respect state sovereignty, 
which is the supreme value cultivated in 
countries such as the USA or Germany. 
As a  result, they undertake actions that 
would not be possible in other countries 
due to the risk of public condemnation 
and possible drops in viewership or reach. 
In Poland, we can observe disinformation 
feedback – media outlets produce false 
information that spreads through social 
media. In social media, the information is 
duplicated by ordinary users and returns 
to traditional media as news. As a conse-
quence, politicians ruling the country are 
faced with increased aggression against 
them, repeated in both social and tradi-
tional media. No action is taken against 
internal adversaries so as not to aggravate 
the attacks coming from the outside. This 
is a path down a blind alley, and timidity 
in this respect could lead to incalculable 
repercussions. The opinion about Poland 
is already corrupted by disinformation 
centres as it is; hence, radical actions se-
curing the basic Polish interests in the 
information environment would not do 
it any more harm. I believe that dramatic 
changes should be made in the state’s ap-
proach to the dissemination of fake news 
and unverified information, because un-
less we take counteraction, disinformation 
aggression against Poland will continue to 
thrive and trigger new crises. 
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One key challenge we are faced with is 
the coordination of the anti-disinformation 
activities on the part of Poland. The Good 
Name Redoubt is a non-governmental or-
ganisation whose statutory goals include 
defending the good name of Poland. We 
mainly act through legal means and win 

one case per quarter. This is our contribu-
tion to the fight against the disinformation 
targeting Poland. We must all remember 
that our adversaries are cunning, deter-
mined, experienced, and ruthless.

More information on the Good Name 
Redoubt can be found on http://rdi.org.pl 
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This paper is devoted to different pos-
sibilities of exposing disinformation 

through the linguistic features contained 
in a  disinformation message. The delib-
erations will be based on the perspective 
of forensic linguistics. The author, who is 
an expert in forensic linguistics, has been 
providing expert opinions in this field for 
law enforcement entities for many years. 
In general, as a  subdiscipline of forensics 
and linguistics, forensic linguistics pro-
vides linguistic analyses for the purposes 
of court proceedings. The field has been 
developing in Anglo-Saxon countries for 
several decades.1 The areas of interest in 

1  The numerous English-language publications 
in this field include, for instance An Introduction 
to Forensic Linguistics: Language in Evidence, New 
York (Coulthard, Johnson, 2007), Forensic Lin-
guistics (2012, Olsson, Luchjenbroers), Forensic 
Linguistics: Advances in Forensic Stylistics (McMe-
namin, 2002), Forensic linguistics: An Introduction 
to Language in the Justice System (Gibbons, 2003). 
In this context, it is worth mentioning several pu-
blications by K. Kredens, an English studies scho-
lar and graduate of the University of Lodz working 
at the School of Languages and Social Sciences at 
Aston University, which deserve special attention: 
Towards a  corpus-based methodology of forensic 

forensic linguistics include, among others, 
determining the authorship of dubious 
texts, e.g. anonymous texts on the Inter-
net, letters with threats, ransom demands, 
farewell letters, and suicide notes, and also 
building a  linguistic profile of the perpe-
trator as a measure which is complemen-
tary to psychological profiling. 

In the age of information overload, it 
is difficult for us to select the most im-
portant information. In the book Mar-
keting narracyjny, E. Mistewicz points 
out that if we were to devote a minute to 
browsing each website available, our lifes-
pan would have to be... 300,000 years.2 In 
addition, we receive as much information 

authorship attribution: a  comparative study of two 
idiolects (2002), Korpusy językowe w  językoznaw-
stwie sądowym (2005), On the Status of Linguistic 
Evidence in Litigation [In:] Język. Komunikacja. In-
formacja (2006), Corpus Linguistics in Authorship 
Identification (2012). 

2 E. Mistewicz, Marketing narracyjny. Jak bu-
dować historie, które sprzedają. Gliwice 2011, 
16; E.  Mistewicz, 2009: Milion dolarów za chwilę 
uwagi. “Dziennik” 22/08/2009 www.wiadomosci.
dziennik.pl/wydarzenia/artykuly/93551.milion-
-dolarow-za-chwile-uwagi.html. [Accessed on 
21/09/2021]

prof. dr hab. Jadwiga Stawnicka (Professor, PhD),  
Head of the Public Security Department  

at the Jerzy Kukuczka University of Physical Education in Katowice

Exposing disinformation through linguistic features.  
The perspective of a forensic linguist
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each month as our grandparents received 
throughout their lives. Each issue of The 
New York Times contains more informa-
tion than an average person in the sev-
enteenth-century England was able to 
accumulate in a  lifetime.3 Information 
undoubtedly goes hand in hand with 
disinformation. The interpretative goal 
of disinformation is the intentionality of 
actions. Fake news is conveyed in order 
to achieve a specific result and to provide 
the recipient with untrue, incomplete, or 
distorted information in order for them 
to make wrong decisions and to manipu-
late their behaviour. A person, a group of 
people, or an institution committing an 
act of disinformation remains in a  state 
of double awareness (lying and fabricat-
ing information) and therefore provides 
information that is inconsistent with re-
ality in all its components, incomplete 
information (with some facts withheld), 
or excess information (too much details 
through fake information).

Since the purpose of the article is to 
indicate the possibility of using forensic 
linguistics, and based on my experience 
as a forensic expert I can say that it is pos-
sible to indicate as many as 20 areas in 
which the skills of a  forensic linguist can 
be utilised, out of necessity I  will discuss 
only the selected areas, at the same time 
explaining how to expose disinformation 
using the forensic linguistics tools.

3 R.S. Wurman, 1989: Information Anxiety. New 
York; cited after E. Mistewicz, 2011: Marketing nar-
racyjny. Jak budować historie, które sprzedają. Gli-
wice 2011.

Determining the authorship 
Based on certain linguistic features, it is 
possible to determine the authorship of 
punishable, criminal threats, threatening 
letters, and ransom demands. It is possible, 
for example, to identify authors of anony-
mous blog texts or entries, where although 
the perpetrator uses various nicknames, 
his/her linguistic features (so-called per-
sonal idiolect) may reveal the authorship. 
Authors of anonymous letters intentionally 
misinform the audience as to the author-
ship; hence, unmasking the author means 
exposing his disinformation. For example, 
a  forensic linguist is able to determine the 
authorship of the threats Now that Adamo-
wicz has been eliminated, this loser John Doe4 
will be afraid of walking in the streets, now it’s 
his turn, or a call to murder John Doe5 as long 
as he has access to comparative material to 
answer, for instance the following question:

Do the material in question in the form of 
comments posted on the Internet in the period 
from ...... to ....... by a user with the nickname 
“friend7337” (with particular emphasis on the 
comment dated ... containing a fascist greeting, 
and the comment dated ... containing a call to 
murder...) and the comparative material of John 
Doe share any common linguistic features?

If it is possible to distinguish common 
linguistic features (features of a  personal 
idiolect) and analyse them, proving that it 
is not possible for two people to share the 
same distinguished features (the principle of 

4 Here, the threat mentions the name of one of 
City Mayors.

5 Here: the name of the former President of the 
Republic of Poland.



38

A C A D E M I C  C E N T R E  F O R  S T R A T E G I C  C O M M U N I C A T I O N 

uniqueness of encoding), then the perpetra-
tor’s authorship can be evaluated on a scale 
from categorically, with probability bordering 
on certainty, with very high probability, with 
high probability, probably, and undecidable.

There are often situations where several 
people are suspected of being the author of 
the evidence, or the evidence was written 
by (a) person/people using different nick-
names. In one of the cases I analysed, the 
perpetrator used 170 nicknames, but the 
linguistic features indicated that it was still 
the same person. 

Manipulating the message  
after the crime is committed

Manipulating the communication after 
committing a  crime involves perpetra-
tors writing (sending) messages once they 
have committed a criminal act in order to 
cover their tracks or mislead investigating 
teams.6 The perpetrator misinforms the 
audience, allowing them to believe that it 
is the deceased victim who is the author.

Case study #1 A  family reports 
a  young girl missing. She used to date 
a man 20 years older than her. When the 
girl did not want to see him anymore, she 
ended the relationship. The man could not 
accept it and killed her. After her death, he 
kept sending text messages from her phone 

6 The offender tries to cover up his tracks in 
a deliberate effort to avoid criminal responsibility 
for his crime. It might mean hiding the things used 
to commit the act, hiding his identity, or removing 
the traces of his presence at the crime scene. One 
of the types of crime masking is the manipulation 
of the communication message after the crime has 
been committed. 

to her family and to the man she had been 
dating after the break-up to make them 
believe that the girl was alive. The texts 
blamed the family for treating her badly 
and for her going abroad. It turned out 
that the texts were written and sent by the 
girl’s ex-partner who had killed her. After 
the linguistic analysis of the text messag-
es, the suspect confessed to the crime. The 
perpetrator deliberately disinformed the 
recipients, making them believe that the 
girl was the author of the messages.

Case study #2 Dariusz P., accused of 
setting the house on fire on 10 May 2013 
in Jastrzębie-Zdrój, with his wife and chil-
dren inside. The wife and children did not 
survive the fire. He was detained, inter alia, 
based on the analysis of the threatening 
text messages he claimed he had been re-
ceiving. The expert linguist confirmed that 
the author of the threatening texts was the 
same person who had been speaking to the 
press.7 The perpetrator stated that someone 
whom he believed to be the arsonist had 
been stalking him. He claimed the stalker 
had been sending him text messages with 
threats. Dariusz P. showed a  series of text 
messages he had received from the alleged 
arsonist. In the messages, the author first 
boasted that he had heard his family dying, 
then he threatened him, and in the last mes-
sage he repented and offered PLN 7,000 as 
compensation. Investigators accused him 
of murdering five people as well as attempt-
ing to murder his eldest son. 

7 https://www.newsweek.pl/polska/spoleczen-
stwo/spalil-zone-i-dzieci-dariusz-p-skazany-na-
-dozywocie/6lxyspv [Accessed on 12/01/2018]
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Constructing the linguistic profile 
of an author of anonymous letters 
as a measure complementary to 
psychological profiling 
I  prepare profiles based on the use of 
language (e.g. in the cases of blowing up 
a  block of flats in Bielsko-Biała, the au-
thor of e-mails about explosives planted 
in public offices in Poland, the profile of 
the child kidnapper in Krakow based on 
the text messages he sent). What we, as 
experts, can extract from the sender’s lan-
guage is a  linguistic image of the world, 
which we then reconstructs on the basis of 
the structure of the language: grammatical 
forms, vocabulary, and conventionalised 
phrases used by the author. With these el-
ements at our disposal, we can determine, 
for example, the perpetrator’s age (at least 
approximately), education, and world 
views. The sender interprets the perceived 
reality through language, and thus, by the 
methods of language use, he or she reach-
es the way of perceiving and interpreting 
the reality expressed through language, i.e. 
the grammatical forms used, vocabulary, 
word collocations. Therefore, by extract-
ing these elements from the text, it is pos-
sible to reconstruct and describe the image 
of the world perceived through language.

Content and form analysis of 
statements taken from witnesses 
and suspects. Analysing witness 
statements in terms of credibility 

When carrying out a  content and formal 
analysis of statements taken from wit-
nesses and suspects, I  try to answer the 

following question: Is it possible to infer any-
thing about the witness’s tendency to deliber-
ately distort the reconstructed observations 
from the language of his statement? Hence, 
I expose the misinformation present in the 
statement based on the principles of the 
information manipulation theory.8 The 
following linguistic deception indicators 
can be distinguished: lack of commitment 
in the statement (linguistic buffers in the 
form of ambiguity and reduction of specif-
ic features, strategies of vagueness); prefer-
ring negation (denial, negative emotional 
expressions, lack of memory and raising 
doubts about one’s own testimony); oth-
er features of deception (the use of words 
for the senses, pronouns and references to 
other people, lack of fluency). Thus, disin-
formation is exposed. 

Determining the likelihood 
of plagiarism

In the case of plagiarism, there is also dis-
information, because the perpetrator has 
appropriated parts of the text or the entire 
text written by someone else and claims to 
be the author himself. Plagiarism of scien-
tific papers is a  deliberate false claiming 
of the authorship of either the whole or 
parts of a copyright protected work, or of 
scientific achievements in the conditions 
of infringement of personal rights under 
Article 23 of the Polish Civil Code. Repeti-
tion of the essence of someone else’s work, 
in a  more or less changed form, is also 

8 D. Galasiński, The Language of Deception. 
A Discourse Analytical Study. Thousand Oaks: Sage 
2000. 
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considered plagiarism. Plagiarism, there-
fore, is a conscious, deliberate attribution 
of the authorship of someone else’s intel-
lectual property to oneself. Furthermore, 
quotes should be highlighted and distin-
guished from the rest of the text, otherwise 
they will constitute a  copyright infringe-
ment. It is required to explicitly provide 
the authorship and source of quotes. It is 
not sufficient to refer to authors or publi-
cations only in the bibliography section.

When determining whether someone 
else’s text has been misappropriated, the 
expert answers the following questions: 
− Is the composition and content structure 

of M.B.’s doctoral dissertation entitled “...” 
based on the text of the monograph by 
J.K. entitled “...”?

− To what degree the text of MB’s docto-
ral dissertation appropriate the excerpts 
from the monograph by J.K. entitled “...”? 

− Does the doctoral dissertation by M.B. 
entitled “...” contains measures aimed 
at camouflaging the appropriation of 
the content from the above three mo-
nographs by J.K. in order to modify the 
appropriated excerpts in such a way that 
computer anti-plagiarism software can-
not mark them as plagiarism?

Analysing marketing texts 

Marketing texts are analysed in order to de-
termine whether they mislead the audience 
and violate collective consumer rights by 
employing linguistic measures that perpet-
uate consumer beliefs that are inconsistent 
with the facts. Are we dealing with consum-
er misinformation (disinformation) in the 

case of text messages informing about their 
sure win e.g. in a  lottery? Or maybe, such 
text messages suggest not so much the cer-
tainty as the possibility of winning a prize? 
Or, such text messages encourage people to 
participate in the game and earn points and 
bonuses. Undoubtedly, the intended ap-
pearance is information, while the genuine 
intention is to induce (Tickets are given away 
for each TEXT MESSAGE sent to 7224). 
There is a gradual increase in the certainty 
of the prize in such texts (Each ticket takes 
part in 3 draws). The messages are formu-
lated according to the rule of hypothetical 
modality (This means that for 1 TEXT, you 
can win BIG CASH!) The recipient is en-
couraged to do certain things to increase 
his chance of winning (The more tickets you 
collect, the greater your chances of winning!), 
and the expected action is expressed explic-
itly (just send a  TEXT). The actions of the 
organisers are sanctioned (The lottery has 
been approved by the Minister of Finance). An 
important control element is providing the 
deadline (The lottery runs from 9/12/2020 to 
31/12/2020). Winning is possible once cer-
tain conditions are met (You can win PLN 
10,000 every day, PLN 50,000 once a week, 
and ultimately PLN 250,000!). It is clear that 
these are messages expressing gradually in-
tensified persuasion.

Determining the meanings  
of terms used in the texts of contracts 
and other documents 

In the event of discrepancies between 
contractual parties, a forensic linguist de-
termines the meanings of the terms used 
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in the contracts and other documents by 
assessing so-called degree of vagueness in 
the provisions of commercial and bank-
ing contracts, etc. 

In disputes regarding bidding documents, 
contracts, and other written documents, 
the parties may disagree as to the meaning 
of individual provisions (words, phrases, 
sentences, paragraphs). A  linguist analyses 
various possible interpretations and assesses 
their credibility. All ambiguities, incompre-
hensible expressions, or lack of explanations 
in contractual provisions are an example of 
disinformation of the recipient as to the loan 
conditions. The factors determining the ac-
cessibility and comprehensibility of a text in-
clude: readability, the communicative empa-
thy of the sender, the consistency of sender’s 
linguistic choices (style of expression, choice 
of linguistic means), and linguistic correct-
ness. Contract texts are analysed from the 
perspective of the sender’s communicative 
empathy (adopting the reader’s perspective 
and adapting the text to his attitudes, expec-
tations, opinions, and scope of knowledge); 
consistent choice of linguistic means (avoid-
ing stylistic inconsistency and non-homoge-
neity); linguistic correctness (avoiding errors 
that hinder the understanding of the text and 
its structure, bordering on unacceptability); 
text readability (a feature measured by calcu-
lating so-called FOG index). 

Identification of the sender based  
on their country of origin

When analysing texts, experts look for 
clues increasing the possibility of identi-
fying the author, e.g. information on the 

author’s native language, regional origin 
(dialect), age, profession, education, or 
group affiliation. In Germany, the work 
of linguists is supported by the Krimin-
altechnische Informationssystem Texte 
(KISTE – Forensic Information System: 
Texts), which helps to carry out linguis-
tic analyses from different perspectives. 
Texts are corrected and then words are 
written in their basic forms. The system 
determines belonging to particular parts 
of speech, and identifies the grammatical 
properties of individual words. 

In one of the cases where compara-
tive material had to be analysed in order 
to determine the authorship of John Doe’s 
suicide note, i.e. whether John Doe had in 
fact been its author or maybe only the ex-
ecutor (that is, the letter had been dictated 
to him), the linguistic features indicated 
that the text had been dictated by a person 
for whom Polish was not a native language. 
The evidence text contained expressions 
that were calques from Ukrainian, which 
made it possible to identify the perpetra-
tor (Polish: każdemu z nas chciałoby się żyć 
na szeroką nogę, literal English translation: 
each of us would like to live on a  wide leg, 
Ukrainian: жити на широку ногу, which 
means “to live large” or “to live a costly life-
style,” and the correct Polish expression 
“żyć na wysokiej stopie” could be translat-
ed literally as to live on a high foot; Polish: 
Ale ja mam głowę na ramionach, literal 
English translation: But I  have my head 
on my shoulders; Ukrainian: мати голову 
на плечах, which means “to have a  good 
head on one’s shoulders,” and the Polish 
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equivalent “mieć głowę na karku” could 
be translated literally as “to have a  head 
on one’s neck”; Polish: wzięliśmy się za ro-
zum, literal English translation: we took 
our minds, Ukrainian: взятися за розум, 
which means “we used our heads,” while 
the correct Polish equivalent “pójść po ro-
zum do głowy” can be literally translated as 
“to go find one’s reason in one’s head”).

In the next case study, I  will present 
the announcement that appeared on the 
official website of the Wschowa district, 
Tygodnik Regionalny weekly (Lubuskie 
Province), and on epoznan.pl in late Sep-
tember 2019.

Ladies and Gentlemen! Please be advised 
that pursuant to the bilateral agreement 
concluded between the Government of 
the Republic of Poland and the Govern-
ment of the Federal Republic of Germany 
on the restitution of the property of peo-
ple who had lived in the current (origi-
nal: obecne) territory of the Republic of 
Poland until 1945, starting January 1, 
2020, property ownership will be trans-
ferred to German citizens. Therefore, by 
November 1, 2019, all owners must 
be submitted (original: właścicielom 
należy złożyć) documents confirming 
the ownership of the property to the City 
Hall. In the event of failure to report to 
the City Hall within the specified period, 
the property will be subjected to expropri-
ation and being transferred (original: 
przekazywaniu) to the German side.9

9 Fragments containing language errors in the 
Polish version are in bold; unofficial translation.

Although the announcement has al-
ready been removed by website administra-
tors, it can still be accessed with archiving 
tools. The administrators of these websites 
stated that they had been hacked. The Min-
istry of Foreign Affairs has confirmed that 
the Republic of Poland has not entered into 
any agreements with the Federal Republic of 
Germany regarding property restitution for 
the benefit of individuals who, until 1945, 
lived in the present Polish territories. It should 
be noted that there are 4 linguistic errors in 
this information, therefore it cannot be an 
official announcement prepared by a public 
office. The aforementioned errors are Rus-
sianisms, for instance all owners must be sub-
mitted documents—документы должны 
быть поданы (самим заявителем) [correct 
version: “must submit”].

Linguistic aspects of operational 
activities in criminal environments 

Another way to fight disinformation is to 
decrypt the hidden contents of criminal 
activities, e.g. in drug-related slang. De-
termining the actual meaning of words 
is useful for law enforcement agencies 
to select and identify the author of texts 
marked as evidence. For instance, the lin-
guist answers the following question:

What are the dialogues recorded during 
the operational search carried out on the 
phones of one suspect John Doe about?

People who contact one another in 
drug-related matters do not use a language 
that is readable or clear to outsiders and 
do so intentionally. Sequences of limited 
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communication value are intertwined in 
statements belonging to the colloquial 
variety of spoken Polish. As part of the se-
quences of limited communication value, 
information is provided on the possession 
or participation in the sale of prohibited 
substances, i.e. substances contributing to 
the phenomenon of drug addiction. 

Any statement regarding the literal in-
terpretation of the conveyed message (e.g. 
buying cat litter, half of Damianek, whole 
Damianek, to wear / not to wear shoes before 
buying them, demand for beef, news from the 
butcher, to take pancakes, two hundred pan-
cakes, weigh wet laundry, weigh dry laundry, 
to wash a car) is erroneous. The hypothesis 
about the intentional impediment to the 
communicativeness of statements is based 
on a  lexical and grammatical analysis. The 
method of encoding the message depends 
on the level of the organised crime group 
and the precautionary rules adopted by it. In 
the case of less organised groups, interlocu-
tors use vocabulary that evoke direct associ-
ations with drugs (e.g. white lady, amp, dope, 
UFO). The greater the group’s impenetra-
bility and degree of organisation, the more 
intricate the coding of their messages. 

Other areas of forensic linguistics

Other areas of forensic linguistics, which 
I have not been able to discuss in this pa-
per due to content limitations, are listed 
below, as they should be analysed in sub-
sequent articles:
−	 Linguistic communication during ar-

rests and interrogations, including ter-
rorist cases;

−	 Determining the meanings of con-
cepts;

−	 Analysis of the identicalness of word 
marks in cases concerning the exam-
ination of trademark distinctiveness 
and trademark infringement; 

−	 Analysis of recordings in terms of 
content, e.g. recordings of emergency 
services in situations when it is nec-
essary to examine the language of the 
recording; 

−	 Examination of issues related to the re-
cording of witness statements;

−	 Linguistic manipulation by the perpe-
trator;

−	 Mobbing: analysis of statements con-
sidered as mobbing; 

−	 Examining the role of an interpreter 
when questioning a witness or suspect;

−	 The issue of unfair competition10; 
−	 Determining the intention of the mes-

sage sender / exceeding the limits of 
freedom of expression, e.g. offending 
religious feelings (Article 196 of the 
Polish Penal Code (PC), defamation 
(Article 212 of the PC), insulting (Ar-
ticle 216 of the PC), insulting a public 
official or a constitutional body of the 
Republic of Poland (Article 226 of the 

10 Sample question for an expert: Is it possible to 
prove that the company of the aggrieved party has 
fallen victim to a series of acts of unfair competition, 
including, inter alia, the disclosure and use of the ag-
grieved company’s trade secrets regarding its financial 
situation, the way the company operates, the content 
of contracts and contacts with contractors, and disse-
minating false information about the aggrieved com-
pany in order to make suppliers and customers end 
their cooperation with the aggrieved company?
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PC); defiling a  monument or other 
public place arranged to commemo-
rate a historical event or to honour par-
ticular people (Article 261 of the PC); 

−	 Hate speech crimes, e.g. promoting 
a  fascist or other totalitarian system, 
inciting hatred based on nationality, 
race, ethnicity, or religion (Article 256 
of the PC), publicly insulting a particu-
lar group of population or its members 
due to their special feature (Article 257 
of the PC), unlawful threats targeted 
against a  group of people or a  person 
due to their affiliation with a  specific 
group (Article 119(1) of the PC), and 
historical negationism (Holocaust de-
nial) (Article 55 of the Act on the Insti-
tute of National Remembrance).
To conclude my considerations, I rec-

ommend the appointment of a  forensic 
linguist to cooperate with the Govern-
ment Centre for Security (Rządowe Cen-
trum Bezpieczeństwa, RCB) in the field 
of counteracting disinformation, partic-
ularly with the work group of the Gov-
ernment Crisis Management Team for 
Hybrid Threats, where disinformation is 
one of its focus areas for the early identifi-
cation of hybrid threats and coordination 
support. The role of a forensic linguist in 
the presented context cannot be overes-
timated.
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The creation of a  NATO strategic com-
munications course has been one of the 

overarching goals of the Academic Centre 
for Strategic Communications since the 
very outset. This new training solution 
has been designed not only for soldiers 
and employees of the ministry of nation-
al defence or other ministries but also for 
international staff delegated to serve in the 
Alliance. During the “Information Inde-
pendence” Conference, we took the op-
portunity to celebrate the inauguration of 
the course certification process.

The course approval ceremony was one 
of the keynotes of the opening session of 
the conference. In the presence of the Pol-
ish Minister of National Defence and the 
vice-chancellor and commander of the 
War Studies University, the Course Con-
trol Documents were signed by Director 
of the NATO Strategic Communications 
Centre of Excellence Jānis Sārts and Head 
of ACKS Agnieszka Glapiak. 

The Academic Centre for Strategic 
Communications was established in re-
sponse to the ever-evolving information 
environment and the growing training and 

analytical needs of the Polish Armed Forc-
es in the field of StratCom. Immediately 
after the Centre was created, the experts 
began working on extending the range of 
domestic and international courses. The 
NATO Strategic Communications Centre 
of Excellence in Riga has been the Centre’s 
natural cooperation partner, as this facility 
supervises the quality of strategic commu-
nications training within the North Atlan-
tic Alliance.1 

The working groups had been coop-
erating since April 2021, when ACKS 
presented the course plans at NATO’s 
Annual Discipline Conference, organised 
by NATO StratCom COE in the field of 
strategic communications. Immediately 
after that, the teams started developing 

1 NATO StratCom COE acts as the Depart-
ment Head in the Global Programming System. 
This function involves supervision in order to 
ensure that the courses organised by various ed-
ucation and training facilities meet the require-
ments specified by the Requirements Authority, 
i.e. the Communications Division of the Supreme 
Headquarters Allied Powers Europe (SHAPE 
Communications Division) in the case of NATO 
StratCom. 

kmdr por. dr Grzegorz Łyko [Lieut Commander, PhD];  
Academic Centre for Strategic Communications

A new NATO course
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a  new course that would be in line with 
the recent StratCom Training Standards 
(STANAG) document.2 The results of the 
work were consulted at individual stages 
with the experts from the Riga Centre of 
Excellence. 

In August 2021, during the official 
visit of the management of the Academic 
Centre for Strategic Communications to 
NATO StratCom COE, the two institu-
tions signed a partnership agreement. Less 
than a month later, the course documents 
were ready for the approval process. With 
his signature, Director Sārts officially con-
firmed the compliance of the new train-
ing solution prepared by ACKS with the 
NATO standards. Soon after the confer-
ence, the documents were sent to NATO’s 
Allied Command Transformation in Nor-
folk, where they will undergo a formal cer-
tification process. 

In the meantime, ACKS will be test-
ing out the new solutions. The course is 
now available in the NATO’s Education 
and Training Opportunities Catalogue 
(ETOC)3 and is scheduled to run as part 
of a pilot edition. The main target audience 

2 ASCP-01 NATO Strategic Communications 
(StratCom) Training Standards; STANAG 

3 The current status of the course is NATO 
Listed. The course is recognised by NATO as an 
educational and training opportunity offered by 
the Polish facility to the staff of NATO member 
states and partner countries. Upon completion 
of the formal certification process, the course 
status will change into “NATO Selected,” which 
means the course will be recognised as a  prepa-
ratory course for candidates who want to work in 
the area of strategic communications in line with 
NATO standards. 

of the course will include soldiers and 
civilian communications employees as-
signed to work in the Alliance structures 
or to partake in NATO missions and op-
erations, and also the personnel cooperat-
ing with NATO units and institutions on 
a daily basis. 

Course participants will learn about 
the rudiments of strategic communi-
cations and coordination processes be-
tween the various tiers of management 
and command, rules of creating a  nar-
rative, and about allied perspectives on 
the information environment, under-
standing target groups, and confronta-
tion in the cognitive domain. The course 
instructors will explain the basic docu-
ments and areas related to strategic com-
munications, including Information Op-
erations (InfoOps), Public Affairs, and 
Psychological Operations (PsyOps), and 
also the guidelines for cooperation with 
other fields such as operational planning, 
diagnosis, or targeting. 

The NATO certified strategic commu-
nications course is not the only course 
developed at ACKS. There are other 
educational tools underway, including 
the ACKS proprietary domestic courses 
which will be available to communica-
tions practitioners and the staff who do 
not deal with communication in their 
daily work. All this serves one overriding 
purpose—to gain a  deeper understand-
ing of the processes unfolding in the in-
formation environment and the impact 
they have on every other aspect of a unit 
or an institution. 
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The experience of the author of this arti-
cle, acquired during 20 years of research 

on the role and methods of reporting con-
temporary (international) armed conflicts 
by the Polish media, leads to the conclu-
sion that the debate in this field has been so 
far held at the two normative levels of the 
media doctrine: social responsibility and 
liberal responsibility. The former is typical 
of public media, the latter—of commercial 
media. Representatives of the Polish pub-
lic media have been leaning towards the 
opinion that, in armed conflicts conducted 
abroad, the media should serve as an in-
dependent channel that conveys messages 
from the participants in political and mil-
itary operations to citizens of their home-
land and to the international public. In this 
role, they have seen themselves primarily as 
an intermediary. On the other hand, com-
mercial media journalists have tended to 
play the role of an active and emotionally 
involved guardian of the law of armed con-
flicts, carefully observing the impact of mil-
itary operations on civilians. In this context, 
it should be emphasised that usually both 
warring sides—the aggressor and the victim 

(the defender)—have their own narratives 
and spread their information through the 
media that might be favourably inclined 
towards them in a greater or smaller extent. 
However, more and more contemporary 
media are willing to depart from the role of 
a  typical transmitter of messages between 
senders and receivers. Whether intention-
ally or not, but in keeping with their nature 
of being a representative of their audiences, 
the media in a  way are becoming a  send-
er who, in times of conflict, spins its own 
narrative of being a defender of the civilian 
population (especially children)—innocent 
victims of armed or unarmed operations of 
the conflicting sides. Nevertheless, it seems 
that with the development of the ‘narrative 
independence of the media,’ the undemo-
cratic sides of armed conflicts have learned 
to use this ‘affliction’ of democracy for their 
own ends. From the author’s point of view, 
the following photos serve as a limited and 
naturally symbolic representation of his 
considerations.1 

1 At this point, it should be pointed out that fra-
ming and agenda-setting theories can also be used 
to analyse methods of reporting armed conflicts. 

Dariusz Kryszk,  
War Studies University

Functions of the media in armed conflicts
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The preliminary deliberations on the 
attitudes of public and commercial media 
presented above may underlie an attempt 
to define the main goal of this article. 
Therefore, let us try to describe the funda-
mental functions and tasks performed by 
the contemporary mass media involved in 
reporting armed conflicts and wars. Before 
that, however, it is essential to understand 
the functions of mass media in peacetime. 

Author’s note. See e.g. http://uwm.edu.pl/mkks/
wp-content/uploads/MKKS_14_1_2018_06_
Wasilewski-K.pdf 

Functions of the media in peacetime
Pursuant to the applicable normative 
doctrine of media activities (e.g. the 
aforementioned liberal or social respon-
sibility), commercial, non-commercial, 
and public media carry out their mission, 
acting in the name of the broadly-defined 
social interest. They consider their basic 
functions in a  democratic state as being 
the following:2

2 B. Dobek-Ostrowska, Media masowe i  aktorzy 
polityczni, w  świetle studiów nad komunikowaniem 
politycznym, Wrocław 2004, pp. 136-138.

Source: https://www.quora.com/Does-the-media-manipulate-the-truth [Accessed on: 11/10/2021].

Figure 1. Narratives in armed conflicts. The war in Iraq.
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	y Obtaining information about the reali-
ty by all available means;
	y Selecting the collected information 

and preparing it in a suitable way to be 
passed on to its audience;
	y Informing the public about events, 

issues, and phenomena taking place in 
society by providing news about insti-
tutions, economics, and politics that 
may apply to the public or warn of dan-
gers and threats;
	y Providing the ruling government, state 

and social institutions, politicians, and 
other actors with knowledge about 
the public and public opinions. This 
particular audience receives useful in-
formation about citizens and voters, 
about themselves, and public senti-
ment;
	y Controlling and reacting to any irreg-

ularities (the ‘guard dog’ role); serving 
as the guardian of society. The media 
bring to light scandals, corruption, 
etc., thus compelling the government, 
politicians, and public institutions to 
constantly monitor their actions and 
behaviour. As observed by M. Król, ed-
itor-in-chief of the Wprost weekly, there 
is a serious illness eating away at the rul-
ing elite, but thank God we have the press 
and the media that take over the role that 
should be performed by prosecutor’s offic-
es and courts;3

	y Infotainment — information as a form 
of entertainment and endless political 
or social spectacle. In this perspective, 

3 M. Król, Świat według naczelnych, “Przekrój”, 
Issue 6/3111.

journalists serve as hosts and ‘stage per-
formers’ entertaining the public in talk 
shows and reality shows on a specified 
topic;
	y Education — the media should analyse 

problems, educate citizens, clarify the 
intricacies of political events, indicate 
the meaning and importance of facts. 
What counts here is the impartiality 
and professionalism of the media staff 
responsible for the selection and pre-
sentation of news;
	y A platform for public debates to facili-

tate the exchange of new opinions and 
points of view. It is a forum where dif-
ferent concepts and visions clash, and 
public opinion is shaped;
	y Acting as an advocate—this function 

manifests itself in the presentation of 
political arguments or social values. 

It can be exemplified with the tradi-
tion of many global dailies, including 
the NYT, according to which even 
during the election silence period 
editors-in-chief disclose their voting 
preferences.4 This practice also applies 
to other socially relevant issues, in-
cluding the country’s involvement in 
an armed conflict.
A  similar division of the roles of the 

media has been proposed by Z. Bauer, 
who distinguishes the following functions: 
informing, explaining, interpreting reality, 
shaping audience attitudes (persuasive 
function), and entertainment. He also 
points out that it is natural for a  human 

4 H. Łuczywo, Świat według naczelnych, “Prze-
krój,” Issue 6/3111. 
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being (and therefore should be a guideline 
for the media) to construct a  message in 
such a way that the information conveyed 
not only concerns facts and events but also 
hints at people’s mental states, emotions, 
and ways of perceiving the reality.5

In another classification of media func-
tions, presented in the form of metaphors, 
B. Dobek-Ostrowska includes the follow-
ing as the crucial ones:6

	y the media as windows – overlooking 
events that broaden audience per-
spectives;
	y the media as a mirror – reflecting social 

events (the reflection, however, is not 
faithful and depends on the direction 
and angle of the mirror’s position, de-
termined by others);
	y the media as a  filter or gate-keeper – 

this metaphor, prevalent in the litera-
ture on the subject, raises the issue of 
sifting and selecting information re-
ceived by a media institution;
	y the media as an interpreter – they serve 

as a roadmap, a guide, and a translator 
for the public; they give meaning to so-
cial phenomena and events, help the 
audience understand the world based 
on its various components;
	y the media as an interlocutor – they are 

not only a channel of communication 
but also respond to, and interact with, 
participants in events and the commu-
nication process;

5 A. Komorowski, Media za granicą [In:] Dzien-
nikarstwo i świat mediów, (Eds.) Z. Bauer, E. Chu-
dziński, Kraków 2004, p. 149.

6 B. Dobek-Ostrowska, op.cit., p. 141.

	y the media as a  propagandist – they 
distract the audience from the real 
world, offering them entertainment 
or replacing bilateral communication 
with unilateral propaganda.
Furthermore, M. McLuhan considers 

the media as a  public confessional which 
reveals the behind-the-scenes of the dark 
sides of social life.7 In the 1980s, in his 
research on television news, D.C. Hallin 
concluded that:8

TV news, for one thing, is both journal-
ism and show business, a  key political 
institution as well as a seller of detergent 
and breakfast cereal.

When investigating the functions of tele-
vision, W. Godzic points out that in addition 
to implementing the concept of media as 
entertainment and a “vehicle for persuasion,” 
it is, above all, an image of public practice.9 
The above-described functions could be as-
signed as typical of the media with a specific 
form of controlling measures and entities. In 
this approach, there will be functions per-
formed equally by all the media, e.g. gath-
ering and selecting information (media as 
a  window and gate-keeper), informing the 
public and politicians (media as a mirror). In 
addition, commercial media may prefer the 
control and infotainment functions, while 
non-commercial media may focus on acting 
as a platform for public debate (interlocutor 

7 M. McLuhan, Zrozumieć media, Warsaw 2004, 
p. 278.

8 W. Godzic, Telewizja [In:] Dziennikarstwo 
i świat mediów, (Eds.) Z. Bauer, E. Chudziński, Kra-
ków 2004, p. 61.

9 Ibidem, p. 79.



52

A C A D E M I C  C E N T R E  F O R  S T R A T E G I C  C O M M U N I C A T I O N 

metaphor), an educator (interpreter meta-
phor), or an advocate (propagandist meta-
phor). J. Olędzki argues that the use of more 
ambitious journalistic forms, persistence in 
obtaining and verifying facts, and investi-
gative reporting (also referred to as behind-
closed-doors reporting) all contribute to 
boosting the prestige and brand of a  given 
medium.10 On the other hand, the former 
editor-in-chief of Rzeczpospolita G. Gauden 
considers the main disadvantage of Polish 
media to be the following:11

The sin of sermonising, this specific pro-
fessorial style. This must be some kind of 
remnant of the old days when the press was 
the transmission belt of the ruling party, and 
the feeling has remained that this is how 
things should be done, because there are a lot 
of things people do not understand.

The views on the roles fulfilled by the 
media should also be considered in the 
context of the state’s foreign policy, di-
rectly associated with military operations 
conducted abroad. B.C. Cohen argues 
that American mass media perform the 
following functions in the sphere of the 
country’s foreign policy:12

	y communicating, interpreting, and sup-
porting foreign policy;
	y initiating governmental and public re-

actions to specific events of global si-
gnificance.

10 J. Olędzki, Komunikowanie w świecie, Warsaw 
2001, p. 54.

11 G. Gauden, Świat według naczelnych, “Prze-
krój,” Issue 6/3111; 

12 B. Ociepka, Komunikowanie międzynarodowe, 
Wrocław 2002, p. 68.

B. Ociepka, when analysing the views 
of American media experts, concludes 
that the basic functions of the media in the 
context of state’s foreign policy include:13

	y a  catalyst explaining or complicating 
the course of international events or 
the importance of debated issues;
	y accelerating or delaying foreign policy 

decisions; this function reveals itself 
particularly in the face of armed con-
flicts;
	y a  propaganda tool in foreign policy, 

whether intentionally or unintention-
ally;
	y a  ‘plenipotentiary’ who takes over some 

of the functions of diplomats (media di-
plomacy) and builds so-called bridges; as 
part this function, the media also serve as 
a signalling or early warning system;
	y the diplomatic function (media dip-

lomatic intervention, TV diplomacy) 
consisting in the wide involvement of 
journalists in foreign policy, e.g. by in-
viting leading politicians to discuss the 
most salient global issues in front of the 
cameras;14

	y an agenda-setting function, which at 
times leads to censorship of the news 
content, preventing certain topics or 
people from becoming public; this is 
due to the limits of discussions on the 
international arena determined by the 
media’s political affiliations;15

	y signalling function. 

13 Ibidem, p. 71.
14 Cf, e.g., A. Ciupiński (Ed.), Dyplomacja wielo-

stronna, Warsaw 2003, p. 262. 
15 B. Ociepka, op. cit., p. 74.
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Functions of the media in armed 
conflicts

S. Livingston enumerates the following 
functions of the media in contemporary 
armed conflicts16:
	y accelerator of decisions made by politi-

cians and the military; 
	y the fastest communication channel be-

tween the leaders of conflicting sides;
	y an obstacle to communication — in 

this case, the media contribute to chan-
ging public attitudes towards war;
	y an obstacle to military operations — by 

nature, the media publish information 
that might pose a  threat to military 
personnel and the success of the ope-
ration;
	y strategic deterrence — the media are 

used to inform adversaries that force 
will be used in order to dissuade them 
from launching an attack;
	y tactical deterrence — the media can 

strengthen or support the measures 
used in the conflict.
What is more, Tomasz Bąk has formu-

lated the following conclusions regarding 
the role of mass media in contemporary 
armed conflicts and terrorist attacks:17 
	y the media are used to indoctrinate pu-

blic attitudes and justify military ac-
tions;
	y the task of the media is not only to 

cover military activities but also to 

16 Ibidem, p. 146.
17 T. Bąk, (Sc. Ed.), Rola mediów we współcze-

snych konfliktach zbrojnych i  aktach terrorystycz-
nych, WSIiZ, Rzeszów, Szczecin, London, 2020, 
p. 18.

actively shape reality; when broad-
casting their news, they rely, to a  lar-
ge extent, on using understatements, 
overinterpretations, and emotionally 
charged language, which are to trigger 
specific public and national attitudes; 
in this case, the concept of truth is in-
tentionally distorted and made very 
flexible by the media; 
	y the mass media are increasingly de-

pendent on government policy 
and terrorist organisations; the media 
are gradually losing their missionary 
and supervisory nature under the in-
fluence of political and public pressure, 
they serve to modify public feeling;
	y terrorist organisations employ all pos-

sible communication means to recruit 
new members and seek lucrative so-
urces of funding; Western media are 
becoming a  platform for terrorists to 
run their propaganda and media cam-
paigns; 
	y exposing war images, for instance co-

vering executions or terrorist attacks, 
contributes to the brutalisation and 
tabloidization of the mass media; the 
media show violence and bloodshed in 
order to successfully reach the audien-
ce and to duly fulfil their obligation to 
inform about every aspect of the con-
flict; 
	y armed conflicts and terrorist attacks 

have become the most widely-cove-
red media events of the year and are 
consistently reported on by the world’s 
largest press agencies and television 
stations; each of the TV stations or 
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press agencies publishes news in their 
separate, specific way, and the content 
of the messages largely depends on the 
policy of the country in which a given 
medium operates.
Based on his own experience and the 

analysis presented in this article, the au-
thor has concluded that the underlying 
functions performed by the mass media 
of a democratic state during military con-
flicts overseas include: 
	y informing (early warning) about thre-

ats to international security and peace 
that are relevant to the audience;
	y an information channel serving as 

a platform for the exchange of views and 
opinions of various actors (e.g. politi-
cians, the military, NGOs, experts, etc.) 
involved in the process of informing the 
public about how to counteract threats 
to international security and peace;
	y explaining, interpreting, and commen-

ting on the multi-faceted significance 
of unfolding events to the audience, 
especially the genuine and potential 
dangers entailed in the use of force; 
	y acting as the guardian of peace who 

prevents politicians from resorting to 
military means in resolving conflicts 
too soon; 
	y informing about the causes, course, 

and effects of political and military ac-
tions; 
	y supervising the ‘humanitarian’ way of 

conducting military operations by the 
conflicting sides;
	y acting as defenders of the civilians af-

fected by the war;

	y acting as a  judge evaluating, on behalf 
of the public, the costs and effects of the 
operations undertaken by politicians 
and the military;
	y building the credibility of the media in 

the eyes of the audience as, above all, 
an attractive, independent, and reliable 
guarantor of the democratic right of 
the public to be informed about politi-
cal and military activities.
The above functions concern the tasks 

and objectives that are fulfilled by the mass 
media in the face of an armed conflict in 
the interest of the public and their own.18 

When analysing the goals and meth-
ods of media coverage of armed conflicts, 
it must be remembered that the conclu-
sions are not definitive. Nowadays, in the 
complex circumstances in which armies 
and the media are forced to operate, each 
account of war requires separate consider-
ation. As a  result, conducting research in 
this area is an ongoing process that raises 
new questions and dilemmas, while re-
vealing many contradictions. On the other 
hand, as J. Kean noted, it would be difficult 
to imagine a  world without questions or 
discussions about the role of the media.19
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� e conference entitled “Information 
Independence” was one of the � rst such 
big events to deal with issues related 
to communication. 
We hope the texts prepared by our speak-
ers will be a pleasant read. 
One of the issues discussed is why re-
specting the audience and trusting the 
sender in communication is  extremely 
important. 
� e readers will also have a chance to 
learn about the cooperation between 
public institutions and the mass media, 
both from  the point of view of public 
o�  cials and journalists.


