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Academic Centre for Strategic Communication as a think-tank that provides in-depth 

analyzes of StratCom environment, including threats related to disinformation.  

 

The Signal Information is a project to highlight the vast scope of disinformation, 

especially the one directed against the Polish Armed Forces and the Polish military 

environment in all domains.  

 

Summaries of articles, analyzes and statements together with the original title,  

the leading topic and the source – point out the hostile narratives we have to face every 

day.  
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 Title: “Polish-American Alliance under fire”  

 Topic: Russian narrative on the Polish-USA cooperation 

 
There is a constant fight of Russia against the West and this battle is crossing the Polish-USA 
cooperation. Russia has got different tools to run its aggressive politics and the most 
frequently uses InfoOps. 
 
One of the main part of the Russian narrative is that it puts itself as the victim of the Western 
expansion. The dislocation of US troops in Poland is treated as the provocation. Consequently 
Russia states that NATO is preparing an attack. Moreover, Chinese perceive the situation  
the same way as Russians. There is a constant highlighting that the Russian army would 
prevail the Western one in a potential conflict. 
 
Belarus is presented as a cordial friend of the Russian Federation and a part of the anti Polish-
USA alliance. There is even a judgment that Poland and the USA prepared an assassination 
attempt against A. Lukashenka. All allegations and assumptions are publicly used to justify  
the aggressive politics of Russia. Seemingly, US fighting jets that came to Poland, are said to 
be an element and asset in the anti-Russian operation. There are also some indicators that 
Americans want to involve Poland into a war against Russia. . . 

More: https://www.gov.pl/web/sluzby-specjalne/polsko-amerykanski-sojusz-pod-ostrzalem 

 

 Title: “Analysis of Belarusian and Russian messages concerning the migration crisis”  

 Topic: Russian hostile narration 

 
According to the Belarusian and Russian media, Poland is responsible for the situation on  
the Polish-Belarusian border. Regarding a spokeswoman of the Ministry of Foreign Affairs of 
the Russian Federation, Poland provoked the situation as a result of the "attack on Iraq".  
 
Disinformation and propaganda activities of Minsk are closely coordinated with, or even 
provided by the activities of the Russian side. There is a kind of common “twin-logic" of the 
Belarusian and Russian narratives and the involvement of Russian propaganda centers 
(involving key media, alternative portals, Telegram channels, etc.). . . 
 
More: https://infowarfare.pl/2021/08/23/analiza-bialoruskich-i-rosyjskich-przekazow-
dotyczacych-kryzysu-migracyjnego/ 
 
 
 
 
 
 

https://www.gov.pl/web/sluzby-specjalne/polsko-amerykanski-sojusz-pod-ostrzalem
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 Title: “Zapad 2021 Exercise. Russian strategy in practices”  

 Topic: Russian hostile narration 

 
Organization of military exercises covers the vast scope of the Russian strategic narrative.  
The key message is to present the Russian Federation and the Republic of Belarus as countries 
constantly threatened by hostile policies of the West, that strive to destabilize them.  
The disinformation and propaganda apparatus uses military maneuvers to intimidate societies 
in the countries directly bordering. These regimes also perpetuate the view that there is a real 
threat of an armed conflict. 
 
The information activities conducted by the Russian Federation and the Republic of Belarus 
during preparations for the Zapad 2021 exercises cover the implementation of basic offensive 
posture. It covers, among other:  

 Media offensive;  

 Elements of PSYOPS - disseminating information about the need to oppose  

"the aggressive policy of NATO";  

 Activities in the field of international military policy;  

 Media campaign about the military superiority. . . 

More:  https://www.osw.waw.pl/pl/publikacje/komentarze-osw/2021-09-03/cwiczenia-zapad-
2021-rosyjska-strategia-w-praktyce 

 

 Title: “Russian propaganda hits Poland and the USA. The Kremlin will attack”  

 Topic: Russian hostile narration 

 
Russian propaganda exploits the situation in Afghanistan to undermine NATO cooperation. 
The Kremlin media quotes a military expert who states that the cooperation between Poland 
and the US will be cut in the same way as in Afghanistan,  "escape of the Americans". 
 
The spokesman for the minister-coordinator of special services highlights that materials 
disseminated by Moscow include, among others, the opinion of a "military expert" who 
argues that American guarantees are unreliable. The reason for publication is another series 
of materials that are supposed to indicate the superiority of Russian tanks over Abrams tanks, 
which Poland buys from the USA. "Russian expert" argues that Poland "is making the same 
mistake as the Afghan government." . . . 

More:  https://www.tvp.info/55469183/rosja-wykorzystuje-konflikt-w-afganistanie-krytykuja-
usa-polske-i-nato 
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 Title: “Jane Lytvynenko about the tactics for dissemination of disinformation in the Net” 

 Topic: disinformation – podcast 

 
Can funny memes enrich the phenomenon of disinformation, how one should understand  
re-contextualization of media, how to make disinformation slogan to be a “viral”? These 
questions are discussed by Jane Lytvynenko - a journalist and the Demagog portal expert in 
the subject of disinformation and its influence on social changes. 
 
There is also an additional topic raised that concerns the Media Manipulation Casebook 
platform, which is used to increase knowledge about disinformation and threats for 
democracy as well as public health and security. The platform collects examples of 
disinformation campaigns from the US and the world, breaking down each theory into 5 
stages. . . 

More: https://demagog.org.pl/podcast/jane-lytvynenko-o-taktykach-w-rozprowadzaniu-
dezinformacji-w-sieci/ 

 

 Title: “Polish Financial Supervision Authority on the use of social media by entities and 
persons employed in these entities” 

 Topic: power abuse 

 

The Polish Financial Supervision Authority (PFSA) published a draft on the use of social media 
by financial institutions. Its aim is to prevent the spread of fake news and disinformation.  
The document concerns issues related to the use of social media, including the use of 
specialized agencies and so-called influencers. It also relates to cybersecurity. PFSA states that 
the draft will contribute the clarity of the rules, consistent and uniform market approach 
towards the use of social media. It will also include limiting the legal or reputational risk. . . 

More: https://www.knf.gov.pl/aktualnosci?articleId=74499&p_id=18 

 

 Title: “Keeping the focus on NATO’s eastern flank” 

 Topic: Polish-Belarus border crisis 

 

The scope and course of the Zapad-21 exercises are not the only reasons why NATO and its 
experts should focus on the eastern flank of NATO. Poland, Lithuania and Latvia were 
influenced by a massive wave of migrants on the border with Belarus. This influx was 
provoked by the regime in Minsk. This is a deliberate action attempt by A. Lukashenka, aimed 
at destabilizing these states. It is assessed that in the nearest future, the range of informative 
warfare will be strengthened. States should be ready for evaluated disinformation and 
propaganda disseminated among societies. Poland could be accused of introducing chaos on 
the east border and this information will be served as the reason for Polish-Belarus lack of 
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consensus. Poland could be also accused of confrontational attitude towards  Belarus  and  
the Russian Federation that may lead to tensions and military threat. . . 

More: https://www.stopfake.org/en/stanislaw-zaryn-keeping-the-focus-on-nato-s-eastern-
flank/ 

 

 Title: “Zapad-2021”: Putin sells the fear 

 Topic: Zapad-2021 exercises 

 

The Russian-Belarusian maneuvers “Zapad-2021” significantly influence the security of 
Europe. This year, the background information for the maneuvers was the migration crisis 
stimulated by the regime of A. Lukashenka. The use of migrants for hybrid activities is  
a distinctive feature of the Kremlin's activities. The Kremlin cleverly uses various methods to 
influence the situation in Europe. Military strength is basically a tool to create a background 
information. . . 

More: https://infowarfare.pl/2021/09/10/zachod-2021-putin-sprzedaje-strach/ 

 

 Title: Psychological and disinformation activities crucial in the attack on Poland. 

 Topic: PSYOPS and disinformation 

 

From the Polish point of view the introduction of a state of emergency in the border area with 
Belarus was necessary, despite the fact that limiting the availability of media in a democratic 
state is always controversial. The specificity of actions taken in a hybrid attack makes it 
difficult to prosecute citizens (of the attacked country), who unconsciously support different 
hostile events by own dids (they see appropriate). The extraordinary nature of the border 
situation was related to, inter alia, the effectiveness of Belarusian-Russian psychological and 
disinformation activities. Such escalation of tension would not be possible without conscious 
or unconscious support from the Polish side. The psychological message derived from the 
East was supposed to undermine the credibility of Poland among Polish citizens. The aim was 
to underestimate the effectiveness of Polish Armed Forces, the Border Guard and other state 
institutions, to create so-called “breaking ties” between security institutions and society. That 
poses a very significant threat to national security.  
 
A separate aspect related to the introduction of the state of emergency is the threat of 
introducing escalation elements, especially in the conditions of the ”Zapad 2021” maneuvers. 
One could expect an exacerbation of psychological, disinforming and polarizing activities, 
including the appearance of groups of migrant opponents on the border, inspiring riots and, 
in conditions of increasing chaos, organizing a terrorist attack (under a false flag).  
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The introduction of a state of emergency practically ruled out the possibility of such a 
scenario 
. . . 

More: https://infosecurity24.pl/dzialania-psychologiczno-dezinformacyjne-kluczowe-w-ataku-
na-polske-opinia 

 

 Title: ““National Unity Day” in Belarus 17 September in the current propaganda” 

 Topic: Zapad-2021 exercises 

  
Regarding the anniversary of the USSR's attack on Poland, Russian and Belarusian propaganda 

centres were activated much more towards depreciation of Poland's image. The Belarusian 

side published para-documentary materials. The negative picture of Poland created in the 

media was pointing that, like before the Second World War, the present-day Poland is 

supposed to pose a threat to the "freedom" of the Belarusian people and is trying to 

destabilize Belarus. Such narratives is supported by building a positive image of the Belarusian 

and Russian armies. In this propaganda, Belarusian and Russian armed forces are pictured as 

defenders of nations against the aggressive aspirations of Polish provocateurs. . . 

More: https://infowarfare.pl/2021/09/15/dzien-jednosci-bialorusi-w-przekazie-
propagandowym/ 

 

 Title: “Polish-Belarusian border crisis. Current propaganda, Zapad-2021 context” 

 Topic: Polish-Belarus border crisis 

  
Russian sources involved in the Kremlin's machine of propaganda intensify the process of 

creating and popularizing disinformation. The messages create the image that Poland and  

the European Union, as adversaries, are responsible for the escalation of the crisis on the 

Polish-Belarusian border. The Russian side publishes interviews with Belarusian officials 

indicating that Poland benefits from the crisis. Moreover, formed messages are supposed to 

prove that Poland, acting along the European Union, is preparing to conduct hybrid actions 

against Belarus. 

More: https://infowarfare.pl/2021/09/04/kryzys-na-granicy-polsko-bialoruskiej-aktualne-
przekazy-zapad2021/ 
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 Title: “#CyberMagazyn: Disinformation as a pawn on the Kremlin’s chessboard” 

 Topic: analysis of Russian disinformation campaigns 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         
Moscow's campaigns are the combination of experiences and activities of secret services, 
propaganda and elements of information warfare. They change, adapting to circumstances 
and time. Currently, the leading topic of Russian disinformation is, inter alia, coronavirus. 
There is also a developed disinformative narration against the USA and Europe.  
Regarding Poland, it should be emphasized that Russian disinformation is more camouflaged. 
The Kremlin is trying to attach its own narrative to the existing disputes, for example those 
concerning the EU, democratic values, the Polish-US alliance or Polish-Belarus border crisis. 

More: https://www.cyberdefence24.pl/cybermagazyn-dezinformacja-figura-na-szachownicy-
kremla-pasywnosc-polskich-sluzb-to-prezent-dla-rosjan 

  

 Title: “How to recognize fake news? “False and mean messaging””. 

 Topic: CYBERSEC CEE Regions & Cities 2021 conference 

  
During the conference CYBERSEC CEE Regions & Cities 2021, as part of the panel "local 

government in Poland facing fake news", it was stressed that the problem with the correct 

explanation of disinformation stems from the fact that there are too many definitions of this 

concept. Analyzing the definitions, some common elements can be noticed and these are: 

manipulation and use of fabricated facts, references to issues important to society, and a high 

level of organization. Two main aspect were highlighted and these are false and mean 

character of fake news. The false nature concerns dissemination of false information – 

unintentionally. The second aspect regards mean actions, so information intentionally fake 

and disseminated for purpose.  

 

The reader is also advised what to do after unveiling fake news. It should be signalled to  

the social media platform directly. Nevertheless, at the same time it is underlined that there is 

no perfect cooperation with and among media platforms for fakes debunking. . . 

 More:  https://www.cyberdefence24.pl/jak-rozpoznac-fake-newsy-falszywy-i-zlosliwy-
charakter-przekazu 
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 Title: “Fake narratives from vice head of Belarus National Border Committee aimed at 
Poland”  

 Topic: Polish-Belarus border crisis 

  
Regarding the migration crisis on the Polish-Belarus border, authorities from Minsk blame 

Poland and other countries. They state that:  

 Belarus does not know where the migrants come from;  

 Poland contributes to illegal migration;  

 Poland, Latvia and Lithuania break bilateral treaties with Belarus;  

 Poland, Latvia and Lithuania break international and European law;  

 Officers of the Border Guard of the EU countries contribute to the organization of 

illegal migration;  

 Polish forces migrants to cross the Belarusian border. . . 

 More:  https://twitter.com/Disinfo_Digest/status/1433749047110770693 

    

 Title: “Belarusian-Russian disinformative operation aimed at Poland”  

 Topic: Belarusian hostile narration 

  
Considering the migration crisis on the Polish-Belarus border, Lukashenka’s regime points 

Poland as the main actor responsible for this critical situation. Minsk states that: 

 Polish Border Guard abuses migrants; 

 Poland is responsible for the death of migrants; 

 Migrants, under the threat of using weapons, are transferred by the Polish services; 

 Citizens of Polish border towns hunt migrants;  

 Actions of the Polish side are lacking humanitarian aid to migrants; 

 Polish Border Guard uses psychological violence against migrants. . . 

More:  https://twitter.com/Disinfo_Digest/status/1448577650079973376 
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 Title: “Poland still poses a threat to Russia. Propaganda dedicated to Baltic societies” 

 Topic: Russian hostile narration 

  
According to information published by the Rubaltic.ru portal, Poland poses a direct threat to 
the integrity of the Russian Federation and the security of the region. Considering authors of 
the Russian publications, Poland provokes tensions in the Eastern Europe and poses a lethal 
threat to the lives of Russian citizens by strengthening its military potential. Russian 
propaganda additionally raises an issue of giving the place to US military bases on the Polish 
territory. Poland, the USA and NATO are not only a factor that threatens lives of Russians, but 
will also bring war and death to the inhabitants of the Baltic states.  
 
The aim of the broadcasted narratives is to popularize anti-Western, anti-NATO and anti-
Polish attitudes in the Lithuanian, Latvian and Estonian societies. The conveyed message is 
supposed to be transferred to the broad audience and polarize nations as well as the current 
political line of the governments. . . 

More:  https://infowarfare.pl/2021/10/13/polska-nadal-zagrozeniem-dla-rosji-przekaz-
propagandowy/ 

  

 Title: “Polish-EU relation in Russian propaganda” 

 Topic: Russian hostile narration 

  
Regarding the debate taking place in Poland on the judgment of the Constitutional Tribunal 
and in response to the dialogue between Warsaw and Brussels, the Russian side took  
a number of disinformative actions. Taking advantage of the existing issues, the Russian 
media devoted a considerable amount of attention to comment the story from the Kremlin's 
perspective. As a part of the highlighted messages that appeared in the Russian media over 
the past few days, vast majority of threads in this context were exploited. Particular examples 
of propaganda are: 

 Poland has started the “Polexit”; 

 Poland is pushed away from the EU by the Germany (West citizens would like to get 

rid of Poland that generates problems for the European community; 

 Poland sees only financial benefits regarding the EU membership; thus, Polish 

authorities decided to leave the EU in circumstance of not receiving unlimited financial 

support; 

 The EU has started being “modern” Soviet Union; 

 Polish-EU relations have become as bad as never before. . . 

More:  https://infowarfare.pl/2021/10/11/relacje-polsko-unijne-w-biezacym-rosyjskim-
przekazie-propagandowym/ 

 

https://infowarfare.pl/2021/10/11/relacje-polsko-unijne-w-biezacym-rosyjskim-przekazie-propagandowym/
https://infowarfare.pl/2021/10/11/relacje-polsko-unijne-w-biezacym-rosyjskim-przekazie-propagandowym/
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 Title: “Shots on the Polish-Belarus border. Lukashenka’s regime wants to achieve particular 
goals” 

 Topic: Belarusian hostile narration 

  
Taking into consideration the crisis on the Polish-Belarus border, the aim of the Minsk 
administration is to run disinformation campaign against Poland. The goal is to disseminate 
fake picture, escalate the crisis and examine the reaction of the Polish side. 
 
The migration pressure directed against Poland is a tool specifically aimed at:  

 Exert pressure directly on the Polish-Belarusian border;  

 Create the disinformation emphasis on Polish public opinion;  

 Analyze effects of regime actions. Both the physical ones at the border and in the 

information sphere. . . 

More: https://www.salon24.pl/newsroom/1171577,strzaly-na-granicy-bialorusi-i-polski-rezim-
lukaszenki-chce-osiagnac-konkretne-cele 

    

 Title: “Tears on the border – anti-Polish propaganda in Belarusian regime TV” 

 Topic: Belarusian hostile narration 

  
The main topic of this 4:26 YouTube propaganda movie is that Polish services are incapable of 
coping with migrants and they put all the effort to blame Belarus for the state of matters. 
Centre of gravity for the information stream is: 
The leakage at the border causes that migrants are stopped deep in the EU (Poland, 
Lithuania) and transferred back to the border with the Belarus. 

 Dog patrols hunt migrants, the caught ones are badly treated. This result in an 

increasing death rate on the border; 

 In order to cover up crimes, the EU border guards transfer dying people to the 

Belarusian side; 

 The movie shows migrants striving to avoid being shot. . . 

More: https://www.youtube.com/watch?v=aPFzZ0bJks0 

     

 Title: “Net security – what threats one can find in cyberspace ?” 

 Topic: cyberspace 

  
The article presents the most common Internet attacks along with an analysis of the methods 
and techniques of recognition. Internet attacks can be divided into two kinds. The first one 
consists of technical attacks that needs an access to a certain level of IT knowledge and  
the knowledge of technical tools. Usually assets and IT infrastructure undergo the attack.  
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The second one includes social engineering attacks that aims at society. The social 
engineering attack by definition is: “a kind of psychological attack in which the attacker impels 
its victim to do some kind of activity”. In the common use, this kind of attack is called “scam”. 
. . 

More: https://www.salon24.pl/u/edyta-kulpienski/1172620,manipulacja-mediami-
spolecznosciowymi-fejkowe-konta-na-facebooku 

 

 Title: “When a mem stops being a satire, so how not to be disinformed”  

 Topic: Memes as a form of disinformation 

  
In the era of a feed and (doom) scrolling, it is not difficult for one to be over stimulated. This 
term is used to describe the psychophysical overload caused by an excess of stimuli. It seems 
natural to limit them or take them in a less intensive dose, e.g. in the form of memes.  
A meme, like any other element of virtual culture, may be used to spread disinformation. 
Because its satirical nature, as a carrier of disinformation, it seems more difficult to debunk. It 
is so due to one powerful protective factor, which is the belief that "it's just a joke". In the 
context of disinformation, mems were analyzed by scientists from The Media Manipulation 
Casebook project. As experts point out, groups from so-called “white supremacy” often use 
memes as part of a strategy to bypass moderation. Ironic and humorous content are easier to 
disseminate and to share, even if they are clearly racist. 
 

More: https://demagog.org.pl/analizy_i_raporty/kiedy-mem-przestaje-byc-satyra-czyli-jak-
nie-ulec-dezinformacji/ 

    

 Title: “Can Artificial Intelligence drive disinformation?” 

 Topic: Artificial Intelligence 

 
In September 2021, the Coalition to Fight Digital Deception published a report entitled 
“Trained for Deception: How Artificial Intelligence Fuels Online Disinformation”. According to 
the authors, excessive reliance on automated moderating tools for the social media content 
may lead to the dissemination of disinformation. . . 
 

More:  https://demagog.org.pl/analizy_i_raporty/czy-sztuczna-inteligencja-moze-napedzac-
dezinformacje/ 

Report:https://static1.squarespace.com/static/6103ea02f6f50e4407fa34cf/t/613fd03e1b58a
82cf447445c/1631572030813/Trained_for_Deception_How_Artificial_Intelligence_Fuels_Onli
ne_Disinformation.pdf 

 

https://demagog.org.pl/analizy_i_raporty/czy-sztuczna-inteligencja-moze-napedzac-dezinformacje/
https://demagog.org.pl/analizy_i_raporty/czy-sztuczna-inteligencja-moze-napedzac-dezinformacje/

