
Lorem ipsum

LOREM IPSUM

LOREM IPSUM

�����������������������������������������������������

���
�	�	������

2|2021

BULLETIN

����������������������������

�������������������������������������������������������������������������� �������

������������������������������������������������ ����������

��������� ���������������
��������������������������������������������������

�����������������������������������������������������������

������������������

https://www.wojsko-polskie.pl/aszwoj/stratcom/ 

In the next issue of the Bulletin of the Academic Centre 

for Strategic Communication you will find, among others 

expert analyses on the implementation of StratCom into 

NATO operations and the further part of considerations 

on the final shape of the social communication corps  

in the Polish Armed Forces.

 

We also discussed how to reconcile the freedom of speech on 

the Internet with the security of all of us. In this new issue 

you will read the article on the ways of conducting narratives 

by territorial defense forces, especially in the time of fighting  

a pandemic. We costantly encourage everyone close to the subject 

of communication to cooperate. We are waiting for your messages  
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Disinformation is one the most 
dangerous contemporary threats. With 
the launch of the internet, and the 
resulting incredible rate of information 
spread, it is now possible to manipulate 
messages easily and to mislead the 
recipients. Therefore, working out 
mechanisms that will enable the 
proper use of sources is so important. 
Establishment of appropriate agendas 
or solutions at the institutional level 
remains an open question. However, 
self-awareness of recipients will always 
be the foundation. Without the ability to 
navigate the internet and select sources, 
even the most specialised institutions 
or think-tanks will not be able to 
combat disinformation and fake-news 
effectively. We have to remember this. 

The latest issue of the Bulletin of 
the Academic Centre for Strategic 
Communication is focused on, among 

other things, the issues of co-operation 
of individual offices in the field of 
effective combating of threats resulting 
from disinformation. We also raised 
the very important topic of the use of 
social media by terrorist organisations. 
For the first time in our Bulletin, we 
talked to a General of the Polish Army. 
Major General Jarosław Gromadziński 
presented the process of creating a 
new tactical association in the context 
of communication challenges. The 
issue also contains expert analyses 
on the possibilities of using strategic 
communication. 

We wish you a pleasant reading!
ACSC Team

Introduction
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In 2015, the Armed Forces of the Republic 
of Poland were composed of 95,000 pro-
fessional soldiers. After the parliamentary 
elections, in connection with the govern-
ment’s plan of consistent modernisation of 
the Polish Army and the announcements of 
creation of new military units, there is now 
an urgent need to create a mechanism that 
will ensure the influx of candidates for mili-
tary service. When Mariusz Błaszczak took 
the position of the Minister of National De-
fence in 2018, three main priorities of activ-
ity were specified: 

•	 technical modernisation of the 
Polish Army,

•	 strengthening of relations in the 
North Atlantic Alliance, 

•	 increase in the strength of the 
Armed Forces of the Republic of Poland. 

Implementation of the latter priority 
was entrusted, inter alia, to the Opera-
tional Centre of the Ministry of National 
Defence (MON). The need to increase 
interest in military service and to present 
the Armed Forces of the Republic of Po-
land as a modern and forward-looking 

formation, and the military service as a 
financially profitable development pros-
pect, were the foundations of actions. 

Initial situation

According to a survey by the Polish Centre 
for Public Opinion Research (CBOS) in 
2012, the level of trust in the Polish Army 
amounted to 74%1, which, however, did 
not translate into a satisfactory level of 
draft to the army. It remained at a similar 
level for many years, usually not exceeding 
6,000 drafts to the army per year. The de-
tails are presented in the table below2.

2010 2011 2012 2013 2014 2015
Drafts 5,943 5,864 7,405 4,921 3,181 4,157
Dis-
missals 5,478 7,380 5,582 3,184 3,624 4,528

1 CBOS survey report “Social trust” No. 
43/2020.
2 Compilation based on the data of the 
Human Resources Department of the 
Ministry of National Defence.

Mateusz Kurzejewski 

Become a soldier of the Republic of Poland –  
a campaign that increased the size of the Polish Army
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Also the size of the Polish Army re-
mained at a similar level3.

In order to increase interest in mili-
tary service and, therefore, provide a 
greater number of candidates for service, 
it was essential to involve local military 
administration bodies (TOAW), that 
is the provincial military headquar-
ters (WszW) and military draft offices 
(WKU). Local military administration 
bodies include 16 provincial military 
headquarters and over 80 military draft 
offices. The tasks of these units include 
drafting for active military service, grant-
ing deferment of active military service, 
directing persons required to perform 
essential military service to undergo 
training, as well as ensuring the opera-
tional and mobilisation development of 
military units, or co-ordination of the 
development and use of military units 
and subunits for the purposes of com-
bating natural disasters and eliminating 
their effects, and for ensuring property 
protection, search operations, rescue op-
erations and protection of human health 
and life4. The analysis of tasks of local 

3 Ibidem.
4 Regulation of the Minister of National 
Defence of 24 February 2017 on provincial 
military headquarters and military draft 
offices (Journal of Laws of 2017, item 626).

military administration bodies should 
consider the key role in the recruitment 

process which was not 
implemented properly. 
The reform abolishing 
the obligatory military 
service in the Polish 

Army, carried out in 2008, was not pre-
ceded by a verification of tasks of mili-
tary units involved in the recruitment 
of candidates, including provincial mili-
tary headquarters and military draft of-
fices. In a period where military service 
was obligatory for certain social groups, 
military administration did not have to 
take any additional actions or initiatives 
to source new candidates to the Armed 
Forces of the Republic of Poland. Liqui-
dation of the draft did not cause a change 
in the profile of activity of local military 
administration bodies; nor were any 
mechanisms introduced to increase in-
terest in military service, which has been 
fully voluntary since 2008. 

The membership in the North At-
lantic Alliance obliged the government 
to spend at least 2% of the GDP on the 
Armed Forces of the Republic of Poland. 
This extremely significant part of the 
entire state budget exceeded PLN 50 bil-
lion in 2020. In times of peace, when the 
involvement of the Polish Army mainly 
consists in exercises and participation in 
foreign missions (mostly training mis-
sions in recent years), there are often 
growing doubts in the society about the 
necessity to spend such a large part of the 
budget on the military. Nevertheless, no 

2010 2011 2012 2013 2014 2015
Size of the Armed 
Forces of the Republic 
of Poland

95,439 93,923 95,318 97,055 96,611 96,248
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solutions have been introduced to un-
dertake a dialogue with people negating 
the need to keep the armed forces at such 
a high level. The Polish Army was “invis-
ible” for most of the population, rarely 
taking part in local social initiatives such 
as festivals, picnics or concerts. Soldiers 
occasionally assisted in removing the 
negative effects of natural disasters or in 
helping local communities in crisis situ-
ations. 

The suspension of obligatory mili-
tary service also entailed the need to re-
plenish trained reserve personnel that is 
indispensable to ensure the effectiveness 
of the entire operations of armed forces. 
The project of the National Reserve Forc-
es (NSR) did not meet the expectations. 
The NSR were assumed to be composed 
of reserve force soldiers with emergency 
response assignment. The formation 
was to constitute a selected voluntary 
resource of reserve force soldiers with 
emergency response assignment for spe-
cific service positions in military units, 
based on voluntary contracts concluded 
for military service in reserve forces, 
and available in the event of real mili-
tary and non-military threats, both in 
the country and abroad5. The NSR were 
established in 2010 and, based on ini-
tial assumptions, were to be composed 

5 https://archiwum2019-bip.mon.gov.
pl/przydatne-informacje/artykul/naro-
dowe-sily-rezerwowe/nsr-w-pytaniach-i-
odpowiedziach-10324798/ [accessed on: 
22.08.2021].

of approx. 10,000 trained reserve force 
soldiers. This target, however, was never 
reached. In 2017, the NSR had 5,259 sol-
diers6. Consequently, the Strategic De-
fence Review prepared in 2017 pointed 
out the necessity of a gradual liquidation 
of the NSR and the use of their resources 
for the needs of professional service, ter-
ritorial military service and the accumu-
lation of mobilisation reserve forces7.

Campaign “Become a soldier of the 
Republic of Poland”

On the initiative of Minister Mariusz 
Błaszczak, a recruitment and promo-
tion campaign “Become a soldier of 
the Republic of Poland” was launched 
in 20188 as an impulse to break the de-
adlock related to the too low numbers of 
candidates for military service. Initially, 
the campaign was a mechanism aimed 
at increasing the interest in the Polish 
Army and at presenting the formation 
as a service that provides development 
prospects and financial stabilisation. The 
main focus was on communication ac-
tivities. They were planned strategically 

6 Data of the Human Resources 
Department of MON.
7  h t t p s : / / w w w . g o v . p l / a t t a c h 
m e nt / 0 c 7 3 f 8 7 0 - a 2 7 6 - 4 9 d 7 - 8 f 2 2 -
e49873d63b90 [accessed on: 22.08.2021].
8 https://www.gov.pl/web/obrona-naro-
dowa/ruszyla-kampania-zostan-zolni-
erzem-rzeczypospolitej-4 [accessed on: 
22.08.2021].
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because all available tools provided by 
contemporary marketing and public re-
lations were used in the campaign. Apart 
from communication activities, a deci-
sion was made to change the formula of 
activity of local military administration 
units. However, the change was initially 
based on the legal provisions in force at 
that time. 

Direct communication

Mobile recruitment teams composed of 
soldiers of local military units and re-
presentatives of military draft offices or 
provincial military headquarters set off 
every month, in the designated week. 
The groups visited places such as shop-
ping centres, sports centres, city market 
squares and entertainment centres. They 
also arrived at the most popular summer 
and winter holiday resorts during ho-
lidays. Establishing direct contact with 
customers and passers-by, the soldiers 
talked about military service, the army, 
the local military unit or a nearby mili-
tary school. They talked about their own 
experiences, possible career paths and 
development prospects. They informed 
people interested in the topic where to 
could obtain more detailed information. 
The campaign was launched in Lublin, 
where the 19th Maj. Gen. Franciszek 
Kleeberg Lublin Mechanised Brigade 
was established in the structures of the 
18th Lt. Gen. Tadeusz Buk Mechani-
sed Division. The place of inauguration 
confirmed the coherence of the activities 

carried out. The 18th Mechanised Di-
vision is a new tactical union stationed 
east of the Vistula River. Its first basic 
activity was to recruit as many people as 
possible to the army.

Change of the activity profile

The new approach to recruitment mainly 
assumed that the employees and soldiers 
of provincial military headquarters and 
military draft offices “reach out to pe-
ople”. Due to the increasingly competiti-
ve labour market, in which the potential 
employee is a client and not a petitioner, 
it was assumed that the Polish Army has 
to show initiative and solicit candidates 
for the army, rather than merely waiting 
for applications. 

Standard communication activities

In addition to direct meetings with resi-
dents, the campaign “Become a Soldier 
of the Republic of Poland” also covers 
a number of auxiliary communication 
activities. Apart from the uniform sys-
tem of visual identification, a series of 
information and promotion spots were 
produced, involving soldiers of various 
types of armed forces in order to present 
a full spectrum of opportunities offe-
red by the Polish Army. Some athletes 
serving in the Armed Forces of the Re-
public of Poland and publicly recogni-
sable persons who sympathise with the 
formation were also involved. Adverti-
sements encouraging to join the Armed 
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Forces of the Republic of Poland were 
published in the local press and broad-
cast on regional TV stations. Moreover, 
the Ministry of National Defence started 
co-operation with ‘Trwam’ TV station 
and broadcasts a weekly audition “Be-
come a soldier”. Also a regular broadcast 
“Wojsko-Polskie.pl” on TVP1 is used to 
encourage joining the army.

Content marketing

The information materials provide spe-
cific and precise information on the re-
muneration of soldiers, including a long 
list of service or task allowances. A clear 
description of all career paths in the Po-
lish Army and the possible ways to be-
come a soldier were also presented. The 
materials covered the perspectives rela-
ted to working in an international envi-
ronment and the opportunity to acquire 
unique skills as well as challenges that 
cannot be found elsewhere in employ-
ment. Such edited materials were publi-
shed regularly both in nationwide and 
local press, as well as on the internet. 

Ambient marketing

Information and promotion materials 
were also published in public transport, 
on bus stops and other outdoor carriers. 
Military infrastructure and car fleet were 
also used. Banners with the logo of the 
campaign and the website address were 
put on the fences of almost all milita-
ry units. In turn, transport vans of the 

Armed Forces of the Republic of Poland 
were foil wrapped with a properly ada-
pted visualisation of the campaign “Be-
come a Soldier of the Republic of Poland”.

Unusual promotional activities

An initiative called “Military challenge” 
was carried out in 2019. Each Saturday, 
any interested person could take part in 
the exercises together with soldiers in 
selected military units, get to know the 
equipment, discuss the opportunities 
offered by the service and submit appli-
cation documents to the Polish Army. 
Recruitment campaigns were also con-
ducted as part of larger social projects, 
such as military parades. What is more, 
the first ever MMA fighting gala atten-
ded only by soldiers was organised.

Outcomes

Only in the first month of the campaign 
“Become a Soldier of the Republic of Po-
land”, 165 recruitment initiatives were 
carried out. The number of applications 
to professional military service, territo-
rial defence forces and preparatory mili-
tary service amounted to 3,027, and the-
re was also a significant increase in the 
number of applications to preparatory 
military service – of 66%9. 

9 https://www.gov.pl/web/obrona-naro-
dowa/rosnie-zainteresowanie-sluzba-wo-
jskowa [accessed on: 22.08.2021].
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Social perception

According to a study carried out in mid-
2019 by the Military Centre for Civic 
Education10, every sixth civilian in Po-
land came into contact with the campa-
ign “Become a Soldier of the Republic 
of Poland”. Based on the opinions of 
respondents, TV advertising spots were 
the most recognisable elements of the 
campaign. As the least effective campa-
ign carriers, the respondents mentioned, 
inter alia, recruitment buses and bill-
boards. Recruitment activities were wi-
dely visible during the events organised 
by the Armed Forces of the Republic of 
Poland, such as picnics, parades or open 
days of barracks. 

79% of the respondents perceived 
the campaign “Become a Soldier of the 
Republic of Poland” in a positive way, 
which is a very good result compared 
to only 12% of negative responses. The 
other results were as follows:

•	 67% of the respondents consid-
ered the campaign convincing,

•	 54% stated that the campaign was 
visible and easy to notice,

•	 74% expressed the opinion that 
the campaign was needed.

The campaign “Become a Soldier of 
the Republic of Poland” implemented a 
completely new formula of contacts of 
the Polish Army with the society. 55% 

10 The image of professional soldiers of 
the Polish Army, WCEO July 2019. 

of the respondents stated that the form 
of recruitment consisting in face-to-face 
meetings of soldiers with citizens in pub-
lic places is effective. Interestingly, young 
people (aged 18–29) and residents of 
villages and small towns are, in average 
terms, more inclined to believe that ac-
tive forms of recruitment to the army are 
effective. 

Organisational changes in the ministry

On 10th January 2020, the Office of the 
Campaign “Become a Soldier of the Re-
public of Poland” was established by way 
of a decision of Minister Mariusz Błasz-
czak11. The new unit was assigned tasks 
including developing a concept for opti-
mising the recruitment process in the 
Armed Forces of the Republic of Poland, 
co-ordination of the programme pro-
moting the service in the Polish Army 
– “Become a Soldier of the Republic of 
Poland”, training of volunteer candidates 
from pro-defence organisations, and mi-
litary classes and the scheme “Academic 
Legion”. 

In June 2020, the Minister issued a 
decision on the optimisation of the pro-
cess of recruitment to active military ser-
vice in the Armed Forces of the Republic 
of Poland12. The recruitment process, 
which had taken an average of 190 days, 

11 Decision No. 1/MON of 10 January 
2020.
12 Decision No. 195/BdsZ of 10 June 
2020. 
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was shortened to a maximum of 50 days. 
Before, one of the factors discouraging 
the service had been the very long wait-
ing period between the submission of the 
application and the completion of train-
ing followed by taking the enlistment 
oath. Several dozen percent of potential 
candidates had given up on applying for 
military service in the Polish Army be-
cause of these lengthy and complicated 
procedures. Introduction of the change, 
apart from the traditional application to 
the Military Draft Offices in paper form, 
enabled launching electronic recruit-
ment, with the ePUAP platform and a 
special ministerial recruitment portal 
being used for that purpose.

The new regulations introduced a 
maximum limit of 14 days following 
the submission of the application by the 
candidate to receive information on the 
date and the Military Recruitment Cen-
tre (WCR) in which the person is sup-
posed to appear. Military Recruitment 
Centres are places where candidates at-
tend a recruitment interview, an inter-
view with a psychologist and are exam-
ined by a medical board in a maximum 
of 24 hours. Previously, the candidates 
that wanted to become soldiers had to go 
through each of the recruitment stages 
separately, in different places in Poland.

If the evaluation is positive, the sol-
dier gets the draft card for the basic 
training (the so-called preparatory ser-
vice) right away in the Military Recruit-
ment Centre. The planned basic training 
for persons who have never served in the 

army and have not taken the enlistment 
oath was shortened from 90 to a maxi-
mum of 30 days but their frequency is in-
creased. Owing to this, implementation 
of the whole military training scheme is 
maintained, yet in a shorter time. When 
the training is over, the soldier takes the 
enlistment oath and receives the military 
rank of reserve soldier. Next, the list of 
vacancies in military units is presented. 
Moreover, commanders can already se-
lect candidates suitable for their units at 
the training stage.

In October 2020, the Military Cen-
tre for Civic Education carried out a 
study on the assessment of military re-
cruitment centres among persons that 
had been recruited there13. The results 
were as follows:

•	 95% of the respondents were very 
satisfied or rather satisfied with the re-
cruitment in the Military Recruitment 
Centre,

•	 for 75% of the respondents, the 
contact with the Military Recruitment 
Centre strengthened the will to take up 
military service, 

•	 for 87%, the contact with the 
Military Recruitment Centre created or 
enhanced a positive image of the Polish 
Army,

•	 85% assessed the recruitment por-
tal zostanzolnierzem.pl positively. 

13 Diagnosis of functioning of military 
recruitment centres, WCEO October 
2020. 



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

12

Outcomes

According to the study by CBOS of April 
2020, the level of trust in the Polish Army 
amounted to record-breaking 83%14. The 
number of soldiers in the Polish Army is 
also gradually increasing, which is pre-
sented in the tables below15.

2016 2017 2018 2019 2020
Drafts 7,208 7,123 7,344 7,163 7,529
Dismissals 4,844 4,131 3,976 4,405 5,133

 2016 2017 2018 2019 2020
Size of the Armed 
Forces of the Republic 
of Polanda) 

98,586 101,578 104,946 107,704 110,100

a) Additionally, there are approx. 26,000 serving 
volunteer soldiers from territorial defence forc-
es (as of August 2021).

14 CBOS survey report “Social trust” 
No. 43/2020.
15 Data of the Human Resources 
Department of the Ministry of National 
Defence.
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Contrary to common knowledge, poli-
tical decision makers, experts in various 
research disciplines, and other people 
of science emphasise that communi-
cation is a feature of all communities. 
Therefore, the sources of contemporary 
challenges and threats to internal, natio-
nal and international security should be 
sought mainly in the information sphe-
re, which has been dominated by opera-
tions related to, inter alia, propaganda, 
disinformation or deception1. What is 

1 A complex psychological process that 
takes place mainly in the victim’s mind, 
penetrating and disrupting his or her 
perceptions of reality – self-deception, 
B. Piasecki, Kontrwywiad atak i obrona 
[Counterintelligence attack and defence], 
Łomianki 2021, p. 243. See: the term ‘de-
ception’ [in:] M. Świerczek, Jak Sowieci 
przetrwali dzięki oszustwu – sowiecka 
decepcja strategiczna [How the Soviets 
survived by deception – Soviet strategic 
deception], Warsaw 2021, pp. 246–279 
and the graduation thesis by R. Zeliaś, 
Komunikacja strategiczna w Polsce [Stra-
tegic communication in Poland]. Problem 
współpracy między polskimi służbami spec-

important, all the above-mentioned pa-
radigms can be carried out by agents of 
influence2. Therefore, on the one hand, 
the psychological dimension of these 
threats is emphasised and, on the other 
hand (especially in the context of the 

jalnymi a komórkami StratCom przeciwko 
operacjom informacyjnym [The issue of 
co-operation between Polish intelligence 
services and units of StratCom against in-
formation operations], War Studies Uni-
versity, Warsaw 2021, p. 14.
2 An agent of influence (or a confusion 
agent), is, according to J.H. Larecki, one 
of the highest levels in the classification of 
agents. It is usually a citizen of a foreign 
country intentionally co-operating with 
the intelligence of another country who 
consciously uses his or her professional, 
political or social position in order to 
“advance” the goals of another country 
in his or her country and society in a way 
that does not show any association with 
that person, J.H. Larecki, Wielki leksykon 
tajnych służb świata [The great lexicon 
of the world’s intelligence services], Rytm 
Oficyna Wydawnicza [publishing press], 
2017, p. 33.

Lt. Robin Zeliaś 

Intelligence services in the face of information  
and psychological operations
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strategy in communication), a challenge 
for state bodies. 

The contemporary range of infor-
mation and psychological operations, or 
in fact their rate and intensity, make us 
reflect on the processes – challenges and 
trends – of the contemporary dimension 
of security. Moreover, it is not unfound-
ed, especially if we take into account the 
effects of the mechanisms taking place in 
the society, including the phenomenon 
of globalisation, undoubtedly accompa-
nied by forms of mass communication, 
development of cyberspace, as well as 
new technologies.

This article does not strictly discuss 
the essence of communication, includ-
ing strategic communication. The text 
focuses mainly on the attempt to de-
velop a model of co-operation between 
Polish intelligent services and the units 
of StratCom3. This is undoubtedly a key 
issue that can be a guarantee of proper 
decision-making when it comes to Rus-
sian operations, including psychological 
ones. Let us point out a few fundamental 
issues and consider a few questions:

•	 How do Polish intelligence ser-
vices act with regard to psychological 
operations conducted by the Russian 
Federation?

3 StratCom (Strategic Communications) 
are co-ordinated communication 
activities and capacities to support 
the policy and operations, https://
s t ratcomco e.org/ab out_us/ab out-
strategic-communications/1.

•	 What factors contribute to the 
failure of creating strategic communica-
tion at the state level?

•	 Is it possible to develop a model of 
co-operation of Polish intelligence ser-
vices with units of StratCom? 

Intelligence services and StratCom

The 21st century brought radical chan-
ges in the systems and the environment 
of broadly understood information se-
curity. In modern times, the image of 
typically military conflict carried out by 
regular army is disappearing. The severi-
ty of the operation moved to infosphere 
where activities of a psychological natu-
re4 play a fundamental role. The afore-
mentioned development of technology 
and cyber sphere forces us to receive 
more and more information – more or 
less sensitive. All the circumstances of 
these changes pose a challenge both to 
security studies and to the widely under-
stood practice of intelligence services. 
Poland has been the target of informa-
tional attacks by the Russian Federation 

4 M. Wojnowski, Koncepcja wojen 
nowej generacji w ujęciu strategów Sztabu 
Generalnego Sił Zbrojnych Federacji 
Rosyjskiej [The concept of new-generation 
wars according to the strategists of the 
General Staff of the Armed Forces of 
the Russian Federation], “Przegląd 
Bezpieczeństwa Wewnętrznego” [Internal 
Security Review] 2015, No. 13 (7), p. 13.
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and countries favourable to it for many 
years5. Polish politicians holding the hi-
ghest positions in the state face similar 
problems. As a consequence, informa-
tion overload often makes it difficult 
for them to take key decisions. It sho-
uld be emphasised here that materials 
developed on the basis of the obtained 
data, which are classified sources, will be 
particularly important for the decision 
makers. This will enable the correct per-
ception of reality and the assessment of 
the situation, e.g. actions carried out by 
the enemy, including information ope-
rations6. This is crucial in the context 
of carrying out the so-called early ope-
rations7. Therefore, intelligence services 
which conduct mainly classified opera-
tions should be widely used for defence 
and for attack against psychological and 
information operations.

5 Polsko-amerykański sojusz pod 
ostrzałem [The Polish-Amercian alliance 
under fire], https://www.gov.pl/web/sluz-
by-specjalne/polsko-amerykanski-sojusz-
pod-ostrzalem [accessed on: 13.05.2021].
6 J. Konieczny, Analiza informacji 
w dziedzinie bezpieczeństwa państwa 
[Analysis of information in the field of state 
security], Warsaw 2014, p. 256.
7 L. Wiszniewski, Rola i znaczenie 
analizy informacji wywiadowczej w 
zapewnianiu bezpieczeństwa państwa 
[The role and meaning of intelligence 
information analysis in ensuring state 
security]”, “Przegląd Bezpieczeństwa 
Wewnętrznego” [Internal Security Review] 
, Warsaw 2020, p. 68.

The process of using intelligence 
services to detect any activities against 
the Polish state is very important due to 
the stability of both the informational 
sphere, and also internal and national 
security. Although intelligence services 
of the Republic of Poland monitor sus-
picious online activities on an ongoing 
basis, including in social media (for in-
stance, Twitter, Facebook) and the op-
erations of anti-Western think-tanks, it 
should be stressed that the information 
revolution intensifies and develops new 
threats. 

The problems outlined above lead 
us to a deeper analysis of the activity of 
Polish intelligence services with regard 
to the aforementioned information op-
erations against our country. The seri-
ousness of the issue prompts a look at 
the provisions contained in the National 
Security Strategy, describing the activi-
ties that should be performed to protect 
Polish information space:

“5. Ensuring secure functioning of 
the state and its citizens in the informa-
tion space: 

5.1. At the strategic level, build capa-
bilities to protect the information space 
(including systemic fight against disin-
formation) understood as the merging 
layers of space: virtual (the layer of sys-
tems, software and applications), physi-
cal (infrastructure and equipment) and 
cognitive. 

5.2. Create a homogenous system 
of strategic communication of the state, 
whose task should consist in forecasting, 



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

16

planning and implementing coherent 
communication activities, using a wide 
range of communication channels and 
media, and apply identification and in-
fluence tools in various domains of na-
tional security. 

5.3. Actively counteract disinforma-
tion by building capabilities and creating 
procedures defining cooperation with 
the information and social media while 
ensuring the involvement of citizens and 
non-governmental organisations8.

It is impossible not to notice that 
the contribution to the protection of the 
information space applies to everyone. 
Therefore, which state authorities are 
supposed to create appropriate proce-
dures for the system of protection of Pol-
ish information space? Who is going to 
be responsible for the launch of the com-
munication process during peace, crisis 
or war?

In its essence, intelligence and coun-
terintelligence services (both civil and 
military), operating in a covert man-
ner, are not able to provide access to all 
information to numerous government 
entities. It should be suggested that the 
position of intelligence services should 
be enhanced in the context of informing 
the society about facts and attribution 
of the subject that directly distorts real-
ity. Polish intelligence services, including 
the Internal Security Agency (ABW), 

8 National Security Strategy of the 
Republic of Poland of 12 May 2020, p. 21.

the Foreign Intelligence Agency (AW), 
the Military Counterintelligence Service 
(SKW), and the Military Intelligence 
Service (SWW), by carrying out broad 
research of the information sphere, 
should be the leaders in using the gov-
ernment’s strategic communication sys-
tem to combat information operations 
against Poland. The example of such ac-
tivities includes the narrative line of the 
Russian Federation which, in its essence, 
if carried out consistently, causes cer-
tain behaviours stoking animosities and 
interpersonal tensions, which has a de-
structive effect on the shaping of policy 
on the national and international level. 

The current intensive development 
of the information environment has 
highlighted the problem of establishing 
the principles of strategic communica-
tion at the national level. It should be 
pointed out that communication was 
not included in the strategy of Polish in-
telligence services, so it would be good to 
hold a discussion on the necessity to re-
form the Polish system of strategic com-
munication and involve representatives 
of all intelligence services in, it because 
they have got a backup of relatively relia-
ble information and analyses. Our intel-
ligence services, by shaping the narrative, 
could be a guide for strategic communi-
cation – this would be both preventive 
and offensive operation. Therefore, due 
to the value of strategic communication, 
especially in the contemporary condi-
tions of the growing importance of in-
formation itself and the possibilities of 
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influencing the perception of reality, the 
state, as a full participant in international 
relations, should have and improve a sys-
tem of strategic communication, which 
should be guided and stimulated by our 
intelligence and counterintelligence. Let 
us remember that the role of civilian and 
military intelligence and counterintel-
ligence may prove crucial in supporting 
the processes of communication strat-
egy, both at the national level and at the 
NATO level. 

An interesting solution would be 
to create an inter-ministerial Strategic 
Communication Coordination Centre 
to integrate representatives of state au-
thorities, e.g. from the Ministry of For-

eign Affairs, the Ministry of National 
Defence, the Government Centre for 
Security, the Ministry of Digitisation, 
the Government Information Centre, 
including – in particular – seconded in-
telligence service officers, i.e. the Foreign 
Intelligence Agency, the Internal Secu-
rity Agency, the Military Counterintel-
ligence Service, the Military Intelligence 
Service.

Let this paper be a reflection on the 
use of wider co-operation between our 
intelligence and counterintelligence ser-
vices, and state institutions, bearing in 
mind that this co-operation is usually 
problematic when it comes to the objec-
tives pursued by individual parties.
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A series of legal considerations.  
Part One. 

The Internet has been designed to serve 
as a kind of free speech haven. Over the 
years, the American tycoons like Fa-
cebook, Google, YouTube, and Twitter 
have become the main funnels for ex-
periencing the Internet for many people 
around the globe. It can be safely said 
that this medium, more than any other 
development in communication in the 
last century, has revolutionised how we 
exchange information, how countries 
and the media operate, and simply how 
people perceive the world. 

The Internet involves many different ac-
tors, and yet it is not controlled by any cen-
tralised system, organisation, or governing 
body. As a result, regulation of the Internet 
based on any international or national law 
raises numerous legal, moral, and ethical 
doubts. The biggest challenge is how to curb 
the dissemination of terrorist content, hate 
speech, and disinformation on the Internet 
while preserving free speech.

We have, therefore, reached a critical 
juncture in one of the most significant 
debates on freedom of speech, which 
has an impact on politics, economics, 
national security, and civil liberties, be-
cause all contemporary actors such as 
governments, on-line platforms, activ-
ists, the mass media, and many other 
groups are trying to manage the on-line 
discourse. Still, it should be strongly em-
phasised that this discussion is not about 
introducing restrictions on the virtual 
freedom but about reflecting upon how 
we can counteract all the negative be-
haviour and destructive trends on the 
Internet without limiting civil rights and 
freedoms or our modern tools of fast 
and unhindered communication. 

Should the Internet, due to the con-
cept of territoriality, be recognised as 
an international territory on a par with 
the open sea, Antarctica, or space, and 
should personal jurisdiction or flag 
state jurisdiction apply to it instead of 
territorial jurisdiction? How to divide 
the responsibilities between the parties 

Anna Pacholska 

Freedom of speech vs. security in the digital age:  
the difficult pursuit of balance



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

19

involved? Who should make decisions 
about removing content or users from 
Internet portals? How is the Internet 
perceived today? Which laws govern it 
and who establishes these laws? What is 
the difference between state and com-
mercial actors? Should leading technol-
ogy companies and social media plat-
forms be allowed to moderate their vir-
tual space as they see fit, as is the norm 
in the USA, or should governments and 
international organisations regulate the 
Internet, as is demanded by numerous 
actors in Europe? How to avoid helping 
authoritarian regimes in censoring all 
the criticism addressed to them? What 
are the responsibilities of governments 
and how to avoid content censorship 
while assigning more responsibility to 
Internet platforms and the media for 
fighting disinformation? How can we 
achieve these two seemingly irreconcil-
able goals: fighting disinformation and 
protecting freedom of speech? 

The list of questions is long, and yet 
it still does not exhaust the subject. This 
article opens a series of more detailed 
considerations on the legal regulations 
of the Internet on a global scale, based 
on the case studies of specific countries. 
The purpose of the series is to illustrate: 
a) the most pressing needs in terms 
of regulating Internet content sharing 
while protecting free speech; and b) how 
countries, international organisations, 
and the web portals themselves respond 
to these needs. 

With regard to governmental or 
institutional accountability, it must be 
taken into account that the situation of 
digital giants, which offer people access 
to information and entertainment based 
on rules unknown to most users,1 dif-
fers from the circumstances of state in-
stitutions, which have to be transparent 
about all their regulatory activities and 
are held accountable for every move by 
society and the media. In addition, it is 
the state that is often assigned the re-
sponsibility for failing to prevent the det-
rimental repercussions of some actions. 
These differences are vividly illustrated 
with the terrorist attacks on the Al-Noor 
and Linwood mosques in Christchurch, 
New Zealand, on 15 March 2019, which 
were broadcast live on Facebook and 
Twitter. Therefore, a solution is urgently 
required which will reconcile the issues 
of freedom of speech, security, and gov-
ernment accountability. 

1 14% of the Internet users who own 
registered accounts on on-line portals 
admit that they never read Terms of Use. 
Others do it quite occasionally and only 
in the case of selected sites. 19% of the 
respondents admit that they always read 
Terms of Use. Young respondents aged 
15–29 are the least likely to read Terms 
of Use.” [in:] Opinie konsumentów na 
temat platform internetowych i zakupów 
na platformach handlowych [Consumer 
opinions about websites and on-line 
shopping], KANTAR, Report for the Polish 
Office of Competition and Consumer 
Protection (UOKiK), December 2019,  
p. 20. 
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Freedom of speech 

As citizens of democratic countries 
and Internet users, we are very much 
attached to the principle of freedom of 
speech. Moreover, the concept of free-
dom of speech has in practice been 
broadened significantly with the expan-
sion of the Internet. It is worth mention-
ing here the most important act of inter-
national law in the context of free speech 
‒ the International Covenant on Civil 
and Political Rights, which was opened 
for signature in New York on 19 Decem-
ber 1966.2,3 Its Article 19 reads as follows: 

“1. Everyone shall have the right to 
hold opinions without interference. 

2. Everyone shall have the right to 
freedom of expression; this right shall 
include freedom to seek, receive and 
impart information and ideas of all 
kinds, regardless of frontiers, either 
orally, in writing or in print, in the 
form of art, or through any other me-
dia of his choice. 

2 https://isap.sejm.gov.pl/isap.nsf/
download.xsp/WDU19770380167/T/
D19770167L.pdf [Accessed on: 4/09/2021] 
and R. Kuźniar, Prawa człowieka. Prawo, 
instytucje, stosunki międzynarodowe [Hu-
man rights. law, institutions, international 
relations], Scholar Scientific Publishing 
Press, Warsaw 2000, p. 379. 
3 https://treaties.un.org/doc/Trea-
ties/1976/03/19760323%2006-17%20
AM/Ch_IV_04.pdf [Accessed on: 
4/09/2021].

3. The exercise of the rights pro-
vided for in paragraph 2 of this article 
carries with it special duties and re-
sponsibilities. It may therefore be sub-
ject to certain restrictions, but these 
shall only be such as are provided by 
law and are necessary: (a) for respect 
of the rights or reputations of others; 
(b) for the protection of national secu-
rity or of public order (ordre public), or 
of public health or morals”.

If we think about 1966 ‒ the year in 
which these regulations were written ‒ 
we can imagine that back then the right 
to hold opinions meant having your own 
thoughts and beliefs that you kept for 
yourself or shared with loved ones. What 
is more, the state should not have access 
to such opinions or take actions that 
could influence the opinion of citizens 
(such as detention due to views that may 
be manifested through membership in a 
dissident organisation). 

In the digital age, the right to have 
opinions has expanded well beyond this 
aspect. Nowadays, our opinions are vis-
ible in the notes we send to the cloud 
(even the encrypted ones so that no one 
could access them), in the way we search 
and view information, and, above all, in 
the way we use social media. Today, all 
of these behaviours can reflect our opin-
ions, which broadens the way we can 
perceive the right to hold opinions with-
out interference. 

Despite all these changes and the fact 
that Article 19 was developed in pre-dig-
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ital times, it entirely applies to the con-
temporary on-line situation.

As argued by David Kaye, a former 
UN Special Rapporteur on the pro-
motion and protection of the right to 
freedom of opinion and expression, a 
professor of law and Director of Inter-
national Justice Clinic at the University 
of California, Irvine, international hu-
man rights law offers a set of principles 
that can guide regulation in a way that 
addresses toxic content while promoting 
freedom of expression4.

The first principle of human rights 
that must be applied is “legality”, which 
emphasizes the need for clear-cut rules 
and definitions adopted by democratic 
countries. If it is unclear what content is 
and is not allowed, users cannot know 
what constitutes legally permissible be-
haviour, and it is difficult for website 
owners and courts to enforce the rules 
in a fair manner. During the Riga Strat-
Com Dialogue Conference, held in May 
2021 by the NATO Strategic Communi-
cations Centre of Excellence, Aura Salla, 
Head of EU Affairs at Facebook, pointed 
out that Facebook removes 99% of the 
content defined as illegal5. Even if such 

4 https://www.project-syndicate.org/
commentary/content-moderation-digi-
tal-harms-regulation-by-david-kaye-and-
jason-pielemeier-2020-12 [Accessed on: 
04/09/2021].
5 https://www.youtube.com/watch?v=-
cF8LjuknUk&list=PL6ljTZ2XuHJ6Wm
SdW40KvzQBA5IAmUMBt&index=8 
[Accessed on: 04/09/2021]. 

content is exaggerated, it is important 
to agree upon and define exactly what 
on-line content is illegal (e.g. what hate 
speech is). 

Another principle of “democratic 
legitimacy” says that governments can 
restrict freedom of speech only for spe-
cific and compelling reasons, such as the 
rights of others, public health, and pub-
lic order. What is more, the principle of 
“necessity” requires that such restrictions 
be justified by specific democratic ob-
jectives and be proportionate to the in-
terests protected. No regulation should 
be adopted if the same can be achieved 
with a principle less constricting to free 
speech.

Who rules the Internet?

However, before we move on to the issue 
of regulations that are being or are to be 
implemented by governments or organi-
sations, we must ask the question of who 
actually governs the Internet, and based 
on what laws?6 

The hegemony of Internet websites is 
not only about monopolising social me-
dia but also about dominating and influ-
encing public space. Therefore, Internet 
giants have enormous power virtually 

6 Vide: D. Kaye, Speech Police. The 
Global struggle to Govern the Internet, 
Columbia Global Reports, New York, 
2019, p. 15. 
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in every corner of the globe. Democracy 
has been decentralised as it were. 

In order to realise that the rise of 
this imperious force was truly rapid, it 
is worth taking a look into the relatively 
recent past. Facebook was launched in 
2004, Twitter in 2006, and the first You-
Tube video was downloaded in 2005. 
Although these are all very young plat-
forms, the amount of content uploaded 
today to these outlets is simply unim-
aginable. For instance, up to 500 hours 
of video are uploaded to YouTube per 
minute7. The ability of companies to truly 
moderate this content requires rules and 
various forms of bureaucracy. Therefore, 
as noted by David Kaye8, it is crucial to 
perceive Internet large tech companies 
as actual regulators of freedom of speech 
around the world. 

The 26 words 

Internal regulations of web platforms, 
which in themselves are intricate red-
-tape procedures with extensive legal de-
partments, will be the subject of further 
considerations. This article, however, will 
now refer to American law, i.e. the famo-
us Section 230 of the Communications 

7 https://www.statista.com/statis-
tics/259477/hours-of-video-uploaded-
to-youtube-every-minute/ [Accessed on: 
31/08/2021].
8 Vide: D. Kaye, Speech Police. The 
Global struggle… 

Decency Act of 1996, which guides the 
actions and decisions of the Big Tech 
companies.

Pursuant to this Act, “No provider 
or user of an interactive computer ser-
vice shall be treated as the publisher 
or speaker of any information pro-
vided by another information content 
provider”9.

Although Section 230 is only 26 
words, its impact on the entire digital 
world is enormous. It protects the own-
ers of social media platforms from legal 
liability for the user-published content. 
Undoubtedly, the obvious advantage is 
that, with this law, the websites can grow 
without fear. This provision is used, for 
example, to shield Internet service pro-
viders, such as owners of social media 
platforms, against lawsuits for their deci-
sions to upload or remove user-contrib-
uted content. It does not, however, limit 
the possibility of holding companies le-
gally accountable for information they 
have developed or for actions unrelated 
to the content published by third parties.

Still, voices have been raised for 
a long time now that this law calls for 
amendments, e.g. platforms should be 
obligated to remove illegal content and 
fight against disinformation, or their 
freedom to delete accounts should be 
curbed. Such suggestions are put for-

9 Section 230: An Overview (congress.
gov) [Accessed on: 7/04/2021]; https://
crsreports.congress.gov/product/pdf/R/
R46751 [Accessed on: 04/09/2021].
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ward by both Democrats and Repub-
licans, even though their goals may di-
verge. 

The discussion on this matter flared 
up after the January attack on the Capi-
tol and the arbitrary deletion or blocking 
of Twitter and Facebook accounts of US 
President Donald Trump. 

The issue has been lately also raised 
by President Joe Biden, who said that the 
anti-vaccine disinformation (including 
erroneous and inaccurate information) 
spread via a number of social media out-
lets, traditional media, and through the 
mouth of public officials “is killing peo-
ple.” This statement was widely covered 
in the American media. 

Commenting on the matter, the 
White House Press Secretary Jen Psaki 
said that all options were on the table, 
including legal, e.g. reforms to the fa-
mous Section 230. At the same time, she 
stressed that “we’re not in a war or a 
battle with Facebook; we’re in a battle 
with the virus”10.

In the light of the above, it can be 
stated with great certainty that the Amer-
ican government is increasingly ready 
to change this law, and this fact may be 
of colossal importance for the way the 
entire world communicates. However, 

10 Press Briefing by Press Secretary 
Jen Psaki, 19 July 2021 https://www.
whitehouse.gov/briefing-room/press-
briefings/2021/07/19/press-briefing-by-
press-secretary-jen-psaki-july-19-2021/ 
[Accessed on: 04/09/2021].

as Francis Fukuyama, Barak Richman, 
and Ashish Goel wrote in their article, 
although there is a consensus regarding 
the threats to democracy posed by the 
Big Tech corporations, there is no agree-
ment yet on how to counteract it11. This 
is corroborated by the archives of the US 
Department of Justice, which contain 
at least a few unapproved draft amend-
ments to Section 230. 

The debate in Europe looks slightly 
different, as apart from the already ad-
vanced process of drafting European 
Union legislation, there are also some 
tangible, interesting examples of do-
mestic regulations regarding on-line 
content, such as: Network Enforce-
ment Act (NetzDG Netzwerkdurch-
setzungsgesetz12) adopted in Germany 
in 2017, the French act of July 2019 on 
combating hate content on the Internet 
(La loi visant à lutter contre les contenus 
haineux sur internet13), or the proposed 
British Online Safety Bill,14 published 
as a draft in 2021. In Poland, in January 

11 F. Fukuyama, B. Richman, A. Goel, 
How To Save Democracy From Technology, 
“Foreign Affairs” January/February 2021, 
p. 99.
12 https://www.gesetze-im-internet.de/
netzdg/BJNR335210017.html [Accessed 
on: 04/09/2021]. 
13 https://www.assemblee-nationale.
fr/dyn/15/textes/l15t0310_texte-adopte-
seance [Accessed on: 04/09/2021].
14 https://www.gov.uk/government/
publications/draft-online-safety-bill [Ac-
cessed on: 04/09/2021].
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2021, a draft bill on the protection of free 
speech in social media services was pre-
sented to the Polish public15, which has 
initiated a debate on the subject. 

The issue is extremely broad in terms 
of international law, state legislation, 
and in-house regulations of commer-
cial technological giants. On the one 
hand, the Internet is a space for exchang-
ing ideas just like any newspaper or city 
streets. There are certain rules of social 
order in place to be respected, that is 
why it is only natural to expect that the 
digital sphere will also follow certain do’s 
and don’ts. However, since the virtual 
world is always far ahead of legislation in 
its advancement, it is necessary to have 
a reasonable, amicable dialogue. The 
dialogue that will lead to a consensus on 
both identifying the risks of unregulated 
Internet and defining the advantages the 
proposed regulations have for the pro-
tection of freedom of speech and our 
common security. Individual aspects of 
the issue in question will be discussed in 
further articles.

15 https://www.gov.pl/web/sprawiedli-
wosc/przelomowa-ustawa-o-ochronie-
wolnosci-slowa-w-internecie [Accessed 
on: 04/09/2021].
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Since the beginning of the 21st century, 
scientists have been raising their voices 
that the media discourse unites, or rath-
er mixes up, private and public spheres 
of human life1. Over the past twenty 
months, such “mixing up” has become 
ubiquitous and obvious. The COVID-19 
pandemic has isolated presenters in TV 
and radio studios, and locked their audi-
ences at home. On-line video calls with 
the use of computers, laptops, or mobile 
phones have replaced face-to-face stu-
dio meetings. Experts in various fields 
have had to quickly master the skills of a 
camera operator, sound engineer, light-
ing technician, set designer, production 
manager, and make-up artist. After all, 
“everyone has a TV, so they know a lot 
about TV”2. 

1 M. Czempka, Funkcja ekspresywna 
w dyskursie medialnym [An expressive 
function in media discourse], „Media, 
Kultura, Społeczeństwo” [Media, Culture, 
Society] 2006, Issue 1, pp. 107-118.
2 An ironic saying of seasoned TV 
journalists.

Politicians, scientists, lawyers, artists, 
financiers, etc. have been letting viewers 
into their private space. The home-office 
working mode, forced upon us or in-
spired by countless lockdowns, has led 
to the coining of the new term: HOF-
FICE3. It is not only about an office in 
one’s apartment, shared with household 
members and pets, but about reorganis-
ing the work-life balance. We are used 
to say “my home is my castle”, but “my 
HOFFICE” is not, which is clearly vis-
ible during live calls, which often ‘sneak 
in’ additional information, not always as 
intended by the speaker. This is in con-
flict with the rule of consistent message 
as a prerequisite for effective communi-
cation. The process of communication 
is complex on many levels. There are 
certain barriers, also referred to as noise 
or interference, to effective communi-

3 https://www.pb.pl/konferencje/
hoffice-praca-w-trybie-home-office-jak-
dbac-o-efektywnosc-i-zapobiegac-syn-
dromowi-zoom-fatigue-ab981389-22f2-
4086-beec-c5ccbb61a123 [Accessed on: 
13/07/2021]. 
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cation. Sometimes, such barriers unin-
tentionally come from the sender of the 
message himself. 

Below are just a few examples of what 
kind of message viewers receive when 
their attention is drawn to background 
details. This often happens against the 
speaker’s intentions. It is not about the 
criticism of prominent experts but about 
additional questions evoked in the audi-
ence by the visual message. 

I have selected my examples from 
the television feature programmes of 
the three major news stations in Poland: 

Polsat News, TVP Info, and TVN 24. 
The programmes were broadcast from 
September 2020 to August 2021. Com-
ments from public figures concerned 
current events. My intention is not to 
focus on the details of the conversation 
but to analyse the visual message with-
out the verbal aspect, i.e. how the infor-
mation is conveyed between the sender 
and the recipient by means of vision or 
picture.  Media studies show that what 
we say on television has little importance 
compared to how we show it.4

HOFFICE in the corner, curtains and blinds, are they any allusions? 

 
Wanda Nowicka, Lewica, Debata Dnia, October 1, 2020, Polsat News.

(Wanda Nowicka, Left Party, Z. SOLORZ’S GREEN STRATEGY)1 

4 K. Sitkowska, Słowo w komunikacji telewizyjnej. Strategie nadawczo-odbiorcze [The 
word in TV-based communication. Broadcasting and reception strategies], University of 
Łódź Publishing Press, Łódź 2013, p. 9.
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HOFFICE by the fireplace, with a coat of arms, sabres, shepherd’s axe, and clocks, 
and yet the bookcase is... bookless? 

 
Krzysztof Ciecióra from the Porozumienie political party, Debata Dnia, 1 October 2020, Polsat News. 

(Krzysztof Cieciora, POROZUMIENIE, ŁÓDŹ VOIVODESHIP GOVERNOR)

The cat steals the show; is that a mirror or a golden tiara? 

 
Aneta Afelt, PhD, Fakty Po Faktach, 8 April 2021, TVN24. 
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A doctor nailed down? 

 

Paweł Grzesiowski, PhD, Fakty Po Faktach, 26 April 2021, TVN 24.
(Paweł Grzesiowski, MD, PhD, Expert of the COVID-19 Chief Medical Council)

A Supreme Court Judge with a gun to his head? 

 

Prof Jan Majchrowski, O co chodzi, 22 April 2021, TVP INFO. 
(Professor Jan Majchrowski, Supreme Court Judge, University of Warsaw)
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Why are there denim shorts on the bookcase on the right? 

 

Adam Bodnar, PhD, Fakty Po Faktach, 8 July 2021, TVN 24. 

Does beheading the White Eagle on the emblem show respect for national sym-
bols? 

 

Jacek Trela, Deputy Governor of the Łódź Province, Debata Dnia, September 7, 2020, Polsat News. 
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Another staple of the pandemic 
times is a TV video call held in a car. Spe-
cialists can pull over on their way some-
where or isolate themselves from the rest 
of the household. Thanks to the popular 
messaging services, experts have become 
more accessible. 

Furthermore, it is worth giving an 
example of a deliberate interference with 
the consistency of the message. One of 
the MPs intentionally presented himself 
with images of film heroes in the back-

ground. In his Twitter post, he explained 
that he was just goofing around.54 This is 
naturally a kind of communication strat-
egy aimed at attracting viewers’ attention 
and standing out from the group of tel-
evision experts commenting on serious 
matters. 

5 https://twitter.com/arturdziambor/
status/1346217866983518208 [Accessed 
on: 9/08/2021].

 

Cezary Mech, PhD, Debata Tygodnia, 10 July 2021, Polsat News. 
(FORMER DEPUTY MINISTER OF FINANCE, ADVISOR TO THE PRESIDENT OF 
THE NATIONAL BANK OF POLAND)



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

31

 
People are doing memes. Big thanks to the author! I have to admit that once the pandemic 
madness is over, I will miss the home broadcasts a bit. Of course, studio appearances have a 
different dynamic and are more interesting, but then there’s no place for the fun.
[meme content:] LEFTIES AND FEM-GIRLS: RIGHTIES HAVE NO HEART, FEELINGS 
AND SENSE OF HUMOUR. IN FACT, THEY’RE NOT HUMANS BUT MONSTERS. 
MEANWHILE, A RIGHTIE:
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The best way to get the audience focussed on what is being said is speaking 
against a neutral, uniform background.

 

Pvt. Iga Baumgart-Witan, O tym się mówi, 9 August 2021, TVP INFO. 

News journalists define a television 
message as the sum of vision, words, and 
expression. The vision part is the most 
important for the viewer, while words 
and expression reach the audience in 
similar, much smaller proportions. 
Therefore, everything that is on camera 
matters: frame settings, the speaker’s 

physical appearance and body language, 
and the background. Although contem-
porary coaching tools teach the art of 
self-presentation, it is the COVID-19 
pandemic that has forced many people 
to be their own directors while on air.
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In the era of globalisation and the infor-
mation society, Internet communica-
tion is one of the key factors shaping the 
opinion about each institution, includ-
ing the Polish Army. Since the outset of 
the 21st century, the Internet has played 
a major role in communication, offering 
unlimited possibilities of information 
exchange in real time and from any-
where in the world. The number of vir-
tual communication platforms increases 
every year. Social media are at the fore-
front of the communication ‘arms race’. 
Unlike traditional media, they are dis-
tinguished by two-way communication 
and the possibility of interacting with 
the audience. The leading representa-
tives of social media outlets include Fa-
cebook, Twitter, Instagram, LinkedIn, 
and YouTube. Statistically, every 60 sec-
onds in 2020, 1.3 million people logged 
in to Facebook, almost 700 thousand 
scrolled Instagram, almost 200 thou-
sand people used Twitter, and 4.7 mil-
lion YouTube videos were watched 
 (Fig. 1). These figures clearly indicate the 

great communication potential of social  
media.

In the second half of the 20th century, 
Austrian psychologist Paul Watzlawick 
formulated the axioms of communication. 
One of them is that “one cannot not com-
municate” (Fig. 2). Activity or inactivity, 
words or silence all have an informative 
value. At present, this axiom is used by 
governments, organisations, institutions, 
and other actors pursuing an active infor-
mation policy, thus striving to satisfy the 
information needs of society. In order to 
achieve this goal, it is necessary to act in 
many directions. During the formation of 
the 18th Mechanized Division, in terms of 
communication, I prioritised social media 
as a contemporary tool of communication 
with the environment. Currently, the 18th 
Mechanized Division has active accounts 
on Facebook, Twitter, Instagram, and You-
Tube. The Facebook profile of the 18th 
Mechanized Division is followed by over 
26,000 users, while its Twitter page—by 
nearly 4,000. In 2020, the reach of the 18th 
Mechanized Division’s Facebook page 

Divisional General Jarosław Gromadziński, PhD

Formation of the 18th Mechanized Division  
and public affairs
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amounted to nearly 3.5 million1 unique us-
ers. Its Twitter reach over the same period 
of time was over 4.4 million2.

 

The communication activities in the 
18th Mechanized Division are based on 
decisions, orders, guidelines, and recom-

1 Facebook reach – the number of 
people who have seen the content on or 
about the page, including posts, stories, 
ads, social media information from the 
people interacting with the page, and 
more. Reach is different from impressions, 
which include multiple views by the same 
people. This indicator is an estimate.
2 Twitter reach – the number of tweet 
impressions that is displayed to users in 
the timeline or in search results.

mendations of the following superiors: 
the Polish minister of national defence, 
the head of the General Staff, and the 

general commander 
of the branches of the 
armed forces. We have 
used such foundation 
to develop recommen-
dations for command-
ers and press spokes-
persons of the Divi-
sion’s units. The most 
important include:

•	 adopting an ac-
tive (non-reactive) and 
coherent attitude to 
information exchange 
and communication at 
every level, from bat-
talions to the general 
headquarters;

•	 building a posi-
tive image in a proac-
tive way;

•	 counteracting 
disinformation;

•	 strengthening the current position.
The press structure of the 18th Mech-

anized Division is organised hierarchi-
cally. The overriding role in the Divi-
sion’s external communications is played 
by the press section, which reports di-
rectly to the Division commander. Each 
of the Division’s subordinate units has a 
press officer who reports directly to the 
commander and, in terms of published 
content, to the head of the press section. 
What is more, each of the battalions 
and divisions included in the brigades 
has a designated freelance press officer.

Source: https://themarketingintrovert.com/content-marketing/internet-minute/ [Accessed on: 5/09/2021]

Fig. 1. What happened in an Internet minute in 2020?
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Source: the author

Fig. 2. “One cannot not communicate”

In the case of distorted information 
or lack of communication, there appears 
a “gap” in the information space, which 
can be easily filled by untrue messages of 
a scoop-like nature, i.e. ‘fake news’. Dis-
information attacks aimed at the 18th 
Mechanized Division appeared as early 
as in the initial months of operation. 
On 3 January 2019, Independent Politi-
cal Daily website [PL: Niezależny Dzi-
ennik Polityczny, NDP] published an 
article titled Haniebny marsz generała 
Gromadzińskiego31 [The Shameful 
March of General Gromadziński], 
while on February 15, 2019, it published 
another one called GANG generała 
Gromadzińskiego wciąż działa42 [The 

3 https://dziennik-polityczny.com/ 
2019/01/03/haniebny-marsz-generala-gro-
madzinskiego/ [Accessed on: 05/09/2021].
4 https://www.ndppl.com/2019/02/15/
gang-generala-gromadzinskiego-wciaz-
dziala/ [Accessed on: 05/09/2021].

GANG of General Gromadziński still 
on the prowl] (Fig. 3). Both articles were 
aimed at me personally, and their pur-
pose was to discredit me in the eyes of 
the public. Thanks to very intense stream 
of information about the activities of the 
“Iron Division” in the months that fol-
lowed, it was possible to fill the infor-
mation gap and thus achieve one of the 
main goals of the information policy: to 
counteract disinformation.

When I was establishing the 18th 
Mechanized Division, I made use of my 
experience in responding to and coun-
teracting disinformation. My priority 
was to organise a well-coordinated and 
professional public affairs team at each 
level of command, from battalion to 
division. Public affairs personnel should 
follow divisional guidelines while mainta-
ining and emphasising their unit identity. 
It is the press spokespersons of the lowest 
rank (of battalions and divisions) who 
need to make the greatest communication
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 Fig. 3. Examples of disinformation attacks

[screen contents:]
General Gromadziński’s GANG is still active!
General Gromadziński’s shameful march
MOST VIEWED
ATTENTION! Do not eat this! Germans have sent poisoned food to Poland.
Soros list leaked! Here are his trusted MPs! Six Poles among them. We have their names!
Whole Poland in SHOCK! A gossip priest lets out our sins

effort, in line with the division-level recom-
mendations. Press spokespersons imple-
ment such recommendations via the two 
main channels of communication with 
the public: local media and social media. 
Social media is also used for internal com-
munication. This is the case, for instance, 
with the Facebook pages of the Division 
commander and the senior non-commis-
sioned officer of the Division command.

As for the external communication 
of the 18th Mechanized Division, I have 
indicated the top priorities of building a 
positive image:

•	 training and coordination of sub-
units (Fig. 4);

•	 forming new military units and 
developing the existing ones (Fig. 5);

•	 recruiting candidates for service 
(Fig. 6);

•	 building awareness and identity 
(Fig. 7).

In communicating with the public, 
public affairs staff should use best prac-
tices, such as:

•	 keep the published content simple 
(the Five Ws rule); 

•	 be creative and unconventional; 
•	 be a source of information;
•	 publish as soon as possible;
•	 be consistent in the quality, type, 

and frequency of published content.
The use of social media in communi-

cation opens many doors, but can also pose 
numerous risks. It is extremely important 
to adhere to the OPSEC guidelines, i.e. to 
protect sensitive information from acci-
dental or deliberate disclosure. In order to 
ensure information security, it is crucial to 
educate and train the entire personnel on 
the principles of safe use of information. 
This task is carried out during periodic 
training courses of soldiers in military 
units, with the use of social media (Fig. 8).
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 Fig. 4. Examples of posts about training and coordination of sub-units.

[screen contents:]
18th Mechanised Division 18 June
#Dragon21 is the Polish Army’s biggest exercise this year. More than 9,000 soldiers across Armed 
Forces participated. The #18MD was the chief exercise division, and most participating sub-divisions 
were subordinated to it during the exercise.

18th Mechanised Division 25 June
Reconnaissance sub-division training is taking place on Tarnobrzeg Lake
Through joint training, we ensure the free flow of know-how between #18MD subdivisions.

  
 Fig. 5. Examples of posts about forming new military units and developing the existing ones.
18th Mechanised Division   Iron Division  9 July
The Polish Army has regained possession of a military air field area, establishing a 606 ha military 
complex. The plan is to make this one of the biggest garrisons in eastern Poland, with 2,500 soldiers. 
The Division Training Centre for soldiers will also be set up there.

18th Mechanised Division   Iron Division  2 September
Development work is underway in Siedlce barracks. A staff building and three barrack buildings will 
be delivered in the first garrison development phase.
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 Fig. 6. Examples of posts about recruiting candidates for service.

18th Mechanised Division   Iron Division  1 September
Calendar for candidates for Iron Division service. Make your dreams come true and #BecomeaSol-
dier. If you have not completed preparatory service yet, you can now apply online to get into military 
service. Go to: bit.ly/3hQETvS

18th Mechanised Division   Iron Division  27 August
#THEONLYArmourd is looking for drivers with Class C license. If you want to join the best, don’t hesi-
tate! Call us and join the Armoured Division from the 1st Warsaw Armoured Brigade.
See you in uniform!
1ST WARSAW ARMOURED BRIGADE
DRIVERS WANTED (CLASS C)

 
 Fig. 7. Examples of posts about building awareness and identity.

18th Mechanised Division   Iron Division  27 June
?Did you know that:
By using health & fitness apps, you share for your location, habits and even health data, among other 
information.
Download our guide:
18th Mechanised Division   Iron Division  28 August
Div. Gen. @JGromadziński laid a wreath at an obelisk devoted to the 8th Uhlan Regiment of Prince 
Józef Poniatowski. Today, the traditions of the 8th Uhlan Regiment is inherited by the 19. Chełm 
Mechanised Battalion.
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A dictionary attack is an attempt at 
breaking your password using an exten-
sive list of possible passwords. Usually, it 
is a compilation of the statistically most 
popular combinations of words from 
language dictionaries. Passwords such as 
“12345678” or “Password” are not a good 
idea. For better security, use passwords 
with special characters, capitalised and 
uncapitalised letters and digits.

On 5 September 2021, three years 
had passed since the beginning of the 

formation of the 18th Mechanized Divi-
sion. In retrospect, several conclusions 
regarding the functioning of the press 
service in the Division come to mind. 
First of all, all the positions of press of-
ficers should be filled as quickly as pos-
sible. A good practice would be to estab-
lish a new personnel corps in the armed 
forces—the press corps. In this way, of-
ficers and non-commissioned officers of 
the public affairs personnel would have 
the opportunity to develop within sepa-

  
 

Fig. 8. Examples of posts about increasing OPSEC awareness.
18th Mechanised Division
Iron Division
Stay #AwareofThreats online!
We have compiled a guide to give you an idea of the threats associated with using social media and 
instant messaging applications, and how to avoid them.
Download the guide at:
ONLINE SECURITY
IRON DIVISION SOLDIERS’ GUIDE
18th Mechanised Division  21 November 2020
#CYBERweekend with Iron Division
Remember! A safe P@$VVoR0 should comprise:
uncapitalised letters
capitalised letters
digits
special characters
a minimum of 12 characters
Stay #AwareofThreats online!
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rate corps. Furthermore, press officers 
should be in constant contact with the 
commander. Therefore, it is reasonable 
to demand that press officer positions 
should report directly to the command-
er. It would be also advisable to create a 
three-person “Combat Camera” team at 
the division level, reporting to the head 
of the press section. The above changes 
would significantly improve the func-
tioning of public affairs cells and would 
facilitate building a positive image of the 
Division and the entire Polish Army.
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Since the end of the Cold War, the 
global strategic environment has ex-
tremely evolved and will continue to do 
so. Global interconnectivity has made 
both state and non-state actors capable 
of using conventional, unconventional, 
and hybrid methods, and has enabled 
them to shape narratives within the per-
petual global flow of information. In this 
environment, the Alliance needs to ad-
just by boosting the responsiveness, con-
nectivity, and effectiveness of its strategic 
communications (StratCom) efforts. As 
part of these changes, decision-making 
systems, as well as the perceptions, atti-
tudes and behaviours of groups and indi-
viduals, are being constantly influenced. 
Moreover, relations in the global secu-
rity environment are shaped by existing 
or emerging ideologies that give rise to 
competing narratives. These narratives, 
in turn, shape the way people evaluate 
how global or regional organisations 
implement their strategies and goals, in-
cluding understanding and supporting 
NATO’s military policies and operations. 

Nowadays, information technology and 
applications are so widespread that eve-
ryone can monitor, capture, display, and 
provide information about NATO ac-
tivities in order to promote their own 
points of view.

A vital element of these changes is 
the emergence of hybrid methods of 
warfare1 in which adversaries have been 
making use of the information revolution 
for transformation purposes, in order 
to fight NATO forces. Future challenges 
faced by NATO will include both con-
ventional and unconventional threats, 
hybrid methods of warfare, influential 
non-state actors, all striving to shape 

1 “Hybrid methods of warfare, such 
as propaganda, deception, sabotage and 
other non-military tactics have long been 
used to destabilise adversaries.” Hybrid 
methods are used to blur the lines between 
war and peace, and attempt to sow 
doubt in the minds of target populations. 
They aim to destabilise and undermine 
societies.” https://www.nato.int/cps/en/
natohq/topics_156338.htm [Accessed on: 
10/08/2020].

Col. Paweł Chabielski, PhD 

The capabilities of the NATO forces in the area  
of strategic communications
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the information environment (IE),2 to 
influence public perceptions, attitudes 
and conduct, to slow down and disrupt 
political decision-making processes, and 
to undermine the credibility of the Al-
liance. In principle, credibility depends 
on utility, which maximises freedom of 
action for political leaders and NATO’s 
military commanders in exercising their 
delegated powers. NATO requires that 
the entire NATO Command Structure 
and armed forces develop and demon-
strate capabilities, preparedness, and 
readiness. The forces can achieve this 
through realistic and demanding collec-
tive training, education, and exercises at 
all levels that will fully develop interop-
erability and human capital. To strength-
en its credibility, NATO has to guard the 
norms of international law and inform 
the international community about 
them clearly and unambiguously. In ad-
dition, NATO should use unequivocal 
strategic communications whose rheto-
ric matches actions in terms of commu-
nicating the political will of the Alliance. 
It is essential for the Alliance to monitor 
and analyse messages and narratives so 
that it can contribute to the prompt net-
works of indications and warnings to 

2 Information Environment – it consists 
of the information itself, and the people, 
organisations, and systems that receive, 
process, and transmit information, and of 
the cognitive, virtual, and physical space 
in which the entire process takes place. 

help identify, describe, define and miti-
gate emerging hybrid threats3.

Within the contemporary informa-
tion environment, the consistent and 
timely application of strategic commu-
nications is critical to the overall suc-
cess, especially in the face of threats, 
including the threats of hybrid warfare. 
To be successful, the Alliance needs to 
become more proactive within the IE so 
that the communication and informa-
tion capabilities function4, and all other 
personnel functions could reinforce one 
another, while making the best possible 
use of limited resources. As the nature 
of modern conflicts blurs the lines of the 
traditional definitions of war and peace, 
StratCom must be organised and ac-
tive in a way that delivers desired results 
across peacetime, crisis, and armed con-
flict situations. This will call for changes 
in both policy and organisation so that 
the ways in which the Alliance plans, co-

3 IMSM-0504-2015, Framework for 
Future Alliance Operations – Release to 
Nations, 25 August 2015. “Hybrid threats 
combine military and non-military as 
well as covert and overt means, including 
disinformation, cyber attacks, economic 
pressure, deployment of irregular armed 
groups and use of regular forces.” https://www.
nato.int/cps/en/natohq/topics_156338.
htm [Accessed on: 10/08/2020].
4 The communication and information 
capabilities function – its primary role is 
to execute communication management 
tasks, and to conduct communication 
and information activities, with a view to 
generating Information Effects. 
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ordinates, and performs its communica-
tion activities could be streamlined. Pro-
cesses need to be more integrated, more 
straightforward and quicker in order to 
ensure that information and communi-
cation aspects are at the core of all stages 
of planning and implementation and 
fully integrated with other operational 
effects5.

This policy expedites the changes 
within NATO’s Command Structure 
(NCS),6 NATO Force Structure (NFS), 
and in NATO Missions and Operations 
required to achieve desired outcomes 
within the IE. As a result, at the national 
level, Nations are not bound by its con-
tents and remain open to applying struc-
tures and approaches that address their 
demands. It represents a gradual change 

5 IMSM-0194-2015, NATO Military 
Committee Policy on Strategic 
Communications – Tasking to Strategic 
Commands, 28 April 2015. 
6 NATO Command Structure.

in NATO’s approach to communication 
in that it perceives StratCom moving 
from a purely advisory/coordination 
function7 to the role of exercising the 
commander’s authority to guarantee co-
herence of NATO actions. In this con-
text, StratCom is not a stand-alone func-
tion, but it ensures the consistency and 
effectiveness of existing capabilities. This 

model is most suitable for the full range 
of peacetime, crisis, and conflict activi-
ties in today’s security environment. In 
the context of the NATO forces, Strat-
Com is the integration of communica-
tion capabilities and information staff 
function with other military efforts, in 
order to comprehend and build the In-
formation Environment (IE), in support 
of NATO tasks and objectives.

7 PO(2009)0141, NATO Strategic 
Communications Policy, 29 September 
2009. 

Tab. The areas of operation of Info Ops, PSYOPS, and PA

Info Ops PSYOPS Public Affairs
Intention/
Goal

Coordination of activities in 
order to create desired effects 
on the will, understanding 
and capabilities

Influencing perceptions, attitu-
des and behaviours

Raising public awareness and 
understanding: increasing 
credibility

Audiences Adversaries, potential adver-
saries and other parties ap-
proved by the North Atlantic 
Council (NAC)

NAC-approved target audien-
ces in the area of operations

International, regional, local 
and internal

Scope Kinetic and non-kinetic 
Electronic Warfare (EW), 
Key Leader Engagement 
(KLE) operations, Computer 
Network Operations (CNO)

Mass media and means of 
communication owned or 
controlled by NATO

Non-kinetic media, Internet, 
internal communication 
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The StratCom fundamentals are 
overarching and apply equally to ki-
netic and non-kinetic activities and ac-
tions which influence the IE. They are 
of particular importance to the com-
munication capabilities of MilPA8 and 
PSYOPS9, and the staff function of Info 
Ops10. Depending on the intention or 
purpose, recipients, as well as the scope 
of activities, they will have a different 
effect and intensity, enabling the im-
plementation of NATO’s priorities. In 
order to integrate Mil PA, PA, PSYOPS, 
and Info Ops, StratCom will direct, co-
ordinate, and synchronise their overall 
communication efforts and will ensure 
coherence across the communication 
capabilities and the information staff 
function, which retain their functional 
responsibilities.

The implementation of strategic 
communications requires unity of effort 
and relies on the following elements: 

– All activity is based on NATO’s 
values;

– Activity is guided by the goals de-
rived from the narrative, the policy, and 
the strategy issued within the framework 
of political and military direction;

– Credibility and trust are essential 
attributes to be protected;

– Words and deeds must go hand in 
hand;

8 Military Public Affairs.
9 Psychological Operations.
10 Information Operations.

– The Information Environment 
must be understood;

– Communication is a joint and in-
tegrated endeavour;

– Emphasis is put on achieving (a) 
desired effect(s) and outcome(s);

– Communication is empowered at 
all levels.

NATO military forces must be 
equipped with specific capabilities with 
their subordinate and related tasks, re-
quired in order to successfully contrib-
ute to the implementation of StratCom. 
These capabilities need to be developed 
through the existing military communi-
cation and coordination capabilities, as 
well as other supporting and associated 
military capabilities. These include:

1. Capability to coordinate infor-
mation and communication activities 
of NATO and coalition force with other 
military activities in order to shape the 
battle space and associated military ca-
pabilities, consisting in:

– inclusion of StratCom considera-
tions in the planning and implementation 
of tasks within operations in accordance 
with the overarching political and mili-
tary NATO StratCom framework;

– building and maintaining com-
mon situational awareness within 
NATO and coalition forces with respect 
to StratCom;

– implementation and dissemina-
tion of appropriate communication ca-
pabilities within NATO and coalition 
forces, as well as tasks and information 
activities of force elements.
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2. Capability to coordinate NATO 
and coalition information and com-
munications activities with the efforts 
of other agencies and partners, in the 
context of NATO’s broader strategy, in 
line with the Comprehensive Approach 
Action Plan11, which includes but is not 
limited to:

– identification of potential external 
agencies with influence efforts in the op-
erational area;

– establishing a common ground 
for liaison, support, and work, to include 
structures, processes, and permissions 
for exchanging information with part-
ners;

– coordination with external agen-
cies in evaluating the perceptions, atti-
tudes, conduct, and beliefs of potential 
audiences;

– coordination with external agen-
cies in setting goals, defining courses of 
action, and communicating messages;

– collaboration with other agencies 
and mission partners in terms of detec-
tion, monitoring, translation, and assess-
ment of the influence efforts of NATO 
and other actors.

3. Capability to obtain, develop, 
and maintain up-to-date information 
and knowledge about the perceptions, 
attitudes, behaviours, and beliefs of po-
tential audiences. Within this capability, 
specific actions have been identified, in-
cluding:

11 C-M(2008)0029-COR1, 2 April 2008.

– identification and segmentation 
of potential audiences;

– accessing, gathering, producing, 
and maintaining existing databases of 
knowledge on the perceptions, attitudes, 
and beliefs of selected audiences;

– establishing close coordination 
with existing intelligence resources;

– carrying out an analysis of social 
networks of selected audiences;

– gathering market research data 
on the perceptions, attitudes, behav-
iours, and beliefs of selected groups of 
audiences from external organisations 
or employing external organisations to 
conduct such research.

4. Capability to access, create, and 
maintain up-to-date information and 
knowledge on the intricate systems of 
public affairs, including the character-
istics of various media agencies. With 
regard to this capability, NATO’s special-
ised StratCom units are able to:

– identify relevant communication 
channels, public affairs systems, and 
media agencies influencing the area of 
NATO and coalition activities;

– analyse the flow and change of 
information through relevant commu-
nication channels, public affairs systems, 
and media agencies.

5. Capability to detect, monitor, and 
evaluate the effects of StratCom activi-
ties of other friendly, neutral, and hostile 
actors. As part of this capability, the units 
perform the following tasks:

– detecting and monitoring mes-
sages, actions, and signals of other ac-
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tors who may have influence within the 
NATO and coalition operational area;

– assessing the impact of other ac-
tors’ messages, actions, and signals on 
different audiences within the NATO 
and coalition operational area.

6. Capability to estimate the direct 
and indirect results of potential actions 
and signals regarding the perceptions, at-
titudes, behaviours, beliefs, and actions of 
selected audiences. Within this capability, 
NATO forces perform the following tasks:

– estimating the potential impact of 
any course of action on the perceptions, 
attitudes, behaviours, and beliefs of the 
audience;

– conducting an environmental or 
media analysis of the potential effects of 
different actions and signals;

– funding opinion polls and other 
research on the potential direct and in-
direct effects of various activities and sig-
nals;

– developing and maintaining cul-
turally diverse databases on the potential 
impact of different actions and signals 
on selected audiences;

– assessing the impact of messages, 
actions, and signals on different audi-
ences within the NATO and coalition 
operational area.

7. Capability to compile and dis-
seminate topical and culturally adapted 
messages based on narratives. Within 
this capability, it is possible to:

– identify the audiences of any mes-
sages, actions, and signals, including key 
influencers;

– identify the appropriate medium 
and method for conveying messages, ac-
tions, and signals;

– define the appropriate timing, fre-
quency, and content of each message, ac-
tion, and signal;

– foresee the potential modification 
or distortion of friendly messages, ac-
tions, and signals as they flow through 
the systems of public affairs.

8. Capability to quickly compile and 
disseminate information designed to 
have an impact on groups of audiences. 
Within this capability, it is possible to:

– identify resources available for ac-
quiring, producing, and disseminating 
information and images;

– maintain sufficient resources 
needed to acquire, produce, and dis-
seminate information and images, and 
to disseminate information with access 
to the NATO’s and coalition’s area of op-
erations;

– sign agreements with local media 
to use their assets to broadcast NATO 
and coalition messages;

– develop productive relations with 
credible external organisations to trans-
mit messages;

– delegate message and information 
release authority to the lowest levels;

– produce, fund and promote credi-
ble and culturally relevant messages, and 
disseminate them through an appropri-
ate range of news media (on-line, on air, 
in print, etc.).

9. Capability to document the op-
erations and exercises of NATO and 
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coalition forces, and to disseminate such 
information in real or near-real time. 
Within this capability, it is possible to: 

– offer support to embedded jour-
nalists and visiting media;

– acquire, store, process, and dis-
tribute audio, still images, and videos;

– capture audio, still images, and 
videos of NATO joint force operations;

– ensure that any released docu-
mentation of joint force actions does not 
breach operational security or personal 
privacy;

– coordinate and organise the ap-
propriate use of social media tools. 

In order to be able to achieve situ-
ational awareness and to communicate 
effectively, NATO needs to be cogni-
zant of the information environment. IE 
analysis is just as good for physical plan-
ning as it is for a comprehensive evalu-
ation of the operating environment. 
Therefore, an IE analysis and evaluation 
mechanism is needed that will fully uti-
lise the existing organisations at all lev-
els. This mechanism will make it possible 

to broadly understand various responsi-
bilities, while avoiding duplication of ac-
tions and maximising efficiency. NATO 
StratCom is a responsibility that rests 
with the command of all tiers. The com-
mander’s vision is essential for effective 
and timely strategic communications, 
and requires empowerment at all levels 
to adapt, integrate and implement it as 
appropriate to the circumstances in or-
der to achieve the desired effect. The uni-
ty of efforts is described using the means 
by which the struggle to achieve goals is 
undertaken, and this struggle applies to 
strategic communications as an integral 
part of those efforts. To know how best 
to achieve this, everyone must under-
stand the commander’s guidelines and 
the role and place of StratCom through a 
thorough understanding of the mission, 
IE, and the impact StratCom has on all 
operations. Therefore, NATO’s Strat-
Com considerations must be integrated 
into the planning and implementation of 
the operation from the very beginning.
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There is no doubt that in the 21st century 
information has become the most valu-
able asset. The robust advancement of 
information and communication tech-
nologies as well as the expansion of the 
Internet have clearly dominated the way 
we think about the development of civi-
lization. These changes influence various 
domains of national affairs, economies, 
and societies. 

On the one hand, the development 
of ICT and the freedom of communica-
tion and interaction in the global virtual 
network carry a lot of advantages. On 
the other hand, they bring many chal-
lenges and threats that must be taken 
into account when drafting the security 
policy of countries and international 
organisations. Cyberspace has become 
a platform for both cooperation and 
competition between states, transna-
tional corporations, and individual so-
cial groups. The strategic importance of 
cyberspace is evidenced, for instance, by 
the fact that the North Atlantic Alliance 
recognizes it as an operational domain, 

and many countries are working on their 
capabilities to conduct military opera-
tions in virtual space.1

Some researchers even claim that a 
cyber attack may have even more seri-
ous repercussions than the one perpe-
trated in the physical world2. From the 
perspective of the functioning of secu-
rity systems, the fact that cyberspace has 
been used by criminal and terrorist ac-
tors is also of key importance. Terrorists 
are able to skilfully utilise cutting-edge 
technologies to achieve their own goals. 
Social media have been an extremely 
useful tool for terrorist groups for many 
years now, because ‒ unlike traditional 
media ‒ they enable almost unlimited 
communication and interactions be-

1 https://www.cyberdefence24.pl/
cyberprzestrzen-pelnoprawna-domena-
dzialan-wojennych [Accessed on: 
20/07/2021].
2 E.O. Goldman, M. Warner, Why a 
Digital Pearl Harbor Makes Sense... and 
Is Possible, Georgetown University Press, 
Washington 2017.
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tween Internet users. Removal of radical 
terrorist content and accounts from the 
leading social media services is currently 
one of the main areas of counteracting 
terrorist threats. It is, therefore, worth 
discussing how and to what extent social 
media are used in terrorist activities.

Terrorism in the 21st century: a global 
threat

The phenomenon of terrorism is unqu-
estionably one of the most alarming 
threats to security. This concept is very 
often present in scientific and public de-
bates, and coverage of terrorist attacks 
appears in the mass media on a regular 
basis. In practice, terrorism, just like ar-
med conflicts or crime, has accompa-
nied mankind since the dawn of time. 
According to T. Wałek, scientific studies 
do not specify the exact time and place 
of the first terrorist acts in the history of 
humanity. It is widely believed that He-
rostratus of Ephesus was the first terrorist 
in history, as in 356 BC he set fire to the 
Temple of Artemis. Herostratus was an 
impoverished shoemaker who wanted 
to gain fame by destroying the building 
considered by the Greeks to be one of the 
Wonders of the World at that time3.

3 T. Wałek, Pojęcie, geneza i klasyfikacja 
zjawisk terrorystycznych [The notion, origin 
and classification of terrorist phenomena], 
“Securitologia” [Securitology] 2018, Issue 
2, p. 116.

Leaving the details of the history of 
terrorism aside, it should be noted that 
this phenomenon has evolved through-
out centuries. In its current, internation-
alised form, terrorism took shape in late 
20th century. It was then that this form 
of violence became one of the principal 
strategies chosen by various groups in 
order to fulfil their political agenda, e.g. 
to solve ethnic, socio-political, or reli-
gious problems. In literature, scholars 
distinguish several basic stages in the 
evolution of terrorism, each stage with 
one dominant form of the phenomenon:

– anarchist terrorism (19th century 
/ early 20th century);

– nationalist extremism and fascism 
(first half of the 20th century);

– left-wing terrorism (1960s-1980s);
– right-wing terrorism (turn of the 

20th/21st centuries);
– postmodern, religious, and global 

terrorism (nowadays).4

In its contemporary form, terrorism 
is often referred to as new or postmod-
ern. A significant contribution to the 
development of the concept of new ter-
rorism was brought by the research con-

4 B. Węgliński, Problemy klasyfikacyjne 
terroryzmu – wybrane aspekty [Terrorism 
classification problems – selected aspects] , 
„Zeszyty Naukowe Dolnośląskiej Wyższej 
Szkoły Przedsiębiorczości i Techniki w 
Polkowicach. Studia z Nauk Społecznych” 
[Research Bulletin of the Lower Silesian 
University of Entrepreneurship and 
Technology in Polkowice. Studies of Social 
Sciences] 2010, Issue 3, pp. 61-62.
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ducted in the late 1990s as part of RAND 
Corporation5, an American think-tank. 
This concept involves some of the previ-
ously unknown features of terrorist organ-
isations which pose a much greater threat.

Scholars underline extra-territoriali-
ty (or transnationality), network design, 
and using technological innovations (in-
cluding the Internet) to suit their needs6. 
These three main characteristics are evi-
denced by the fact that the landscape of 
contemporary terrorism is dominated 
by the global network of Islamic jihad7. 
The most important features of contem-
porary (post-modern) terrorism are pre-
sented in Figure 1.

The very concept of terrorism falls 
outside any clear-cut definition. This is 
due to its miscellaneous forms, a variety 
of motives by which the perpetrators are 
driven, or different ways of perceiving 
this phenomenon by particular stake-
holders. So far, no single and universally 
accepted definition of terrorism has been 
adopted globally. The problem is similar 
in the case of individual countries. What 

5 https://www.rand.org/ [Accessed on: 
21/07/2021].
6 J. Arquilla, D. Ronfeldt, M. Zanini, 
Networks, netwar, and information-age 
terrorism [in:] I.O. Lesser, B. Hoffman, J. 
Arquilla, D. Ronfeldt, M. Zanini, The New 
Terrorism, Rand Corporation, Washington 
1999, pp. 39-40.
7 A. Wejkszner, Globalna sieć Al-Kaidy. 
Nowe państwo islamskie? [Al Qaeda’s 
global network. A new Islamic State?], 
Difin Publishing Press, Warsaw 2017.

for one constitutes a legally penalised 
and brutal attack on innocent victims 
may be perceived by others as a manifes-
tation of a national liberation struggle or 
a desperate attempt to draw worldwide 
attention to a specific problem. At the 
same time, it should be emphasised that 
there is no rationale which could justify 
resorting to such methods.

 

Source: A. Rąpca, Terroryzm jako czynnik kształtujący współczesną 
przestrzeń zurbanizowaną [Terrorism as a factor shaping the contemporary 

urbanised space], “Przestrzeń, Ekonomia, Społeczeństwo” [Space, 
economy, society] 2019, Issue 15, p. 73.

Fig. 1. Features of post-modern (contemporary) terrorism.

Giving up any exhaustive termino-
logical considerations, let us identify the 
key components of many contemporary 
definitions of terrorism. According to 
research carried out by Divisional Gen-
eral R. Polko, terrorism is typically de-
fined as:

– a form of political intimidation;
– a potential form of combat in 

the conditions of asymmetrical warfare 
(hence, terrorism is often included in the 
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category of asymmetric threats8 – au-
thor’s note);

– a form of intimidation and crimi-
nal violence;

– a form of multifaceted actions 
(attacks do not strike the adversary 
directly, but their aim is to spread in-
timidation and violence, and to evoke 
bewilderment)9.

Polish criminal law defines a terrorist 
offence as an act committed in order to, 
inter alia, seriously intimidate a group 
of people, force the authorities to take 
or refrain from taking specific actions, 
and wreak serious havoc in the politi-
cal system or economy, or threaten to do 
so. The 2011 amendment to the Polish 
Criminal Code introduced a provision 
providing for the incarceration of peo-
ple disseminating or publicly presenting 
content (including on the Internet – au-
thor’s note) that could facilitate the com-
mission of a terrorist offence10. The Pol-

8 M. Madej, Zagrożenia asymetryczne 
bezpieczeństwa państw obszaru 
transatlantyckiego [Asymmetric threats to 
the security of the transatlantic area], the 
Polish Institute of International Affairs 
(PISM), Warsaw 2007.
9 R. Polko, GROM w działaniach 
przeciwterrorystycznych [GROM in anti-
terrorist operations], National Security 
Library Publishing Press, Warsaw 2008, 
p. 15.
10 Polish Act of June 6, 1997 – Penal 
Code (Dz.U. [Journal of Laws] of 2020, 
item 1,444).

ish legal provisions are almost the same 
as the EU legal definition of terrorism11.

It should be remembered that ter-
rorism is not only a theoretical subject 
of scientific debate, but the yearly global 
death toll of terrorist attacks is counted 
in thousands. In 2019 alone, more than 
13,800 people were killed in terrorist 
acts, and many more were injured12. Ter-
rorism undermines the international 
order and poses a threat to various do-
mains of the functioning of countries, 
societies, and economies. It is estimated 
that the economic losses in 2019 result-
ing from terrorist activities amounted to 
over USD 26.4 billion worldwide13. 

Terrorism is also a serious security 
problem in Europe. According to EU-
ROPOL data, in 2020, a total of 57 failed, 
foiled, or completed terrorist attacks 
were registered in the European Union 
(compared with over 100 such events in 
2019). Over 400 terrorist suspects were 
arrested. In Europe, terrorism stems 
from radical Islam, as well as extreme 
left-wing, anarchist, extreme right-wing, 
ethno-nationalist, and separatist move-
ments. One positive fact is that, in the 
last three years, there has been a down-

11 https://www.consilium.europa.
eu/pl/policies/fight-against-terrorism/ 
[Accessed on: 21/07/2021].
12 Global Terrorism Index 2020 
Measuring The Impact of Terrorism, 
Institute for Economics & Peace, Sydney 
2020, p. 4.
13 Ibidem.
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ward trend in the number of recorded 
terrorist events.14

Digital media and terrorism: 
dangerous liaisons

It is often pointed out in literature that 
the media and terrorists maintain a kind 
of symbiotic relationship15. On the one 
hand, due to their “spectacularism”, ter-
rorist attacks receive extensive media 
coverage and attract global attention. On 
the other hand, it is mass media channels 
that enable terrorists to communicate 
their message to a wide audience, which 
in turn may lead to intimidation of so-
cieties, and even unduly compel govern-
ments to make certain concessions.

The last two aspects are worth pay-
ing attention to, as they constitute part 
of most definitions of terrorism. The 
relationship between the media and ter-
rorism has been aptly referred to by R. 
Borkowski, who describes terrorist ac-

1 4  h t t p s : / / w w w. s t a t i s t a . c o m /
statistics/746562/number-of-arrested-
terror-suspects-in-the-european-union-
eu/ [Accessed on: 22/07/2021].
15 W. Matyja, Media – obosieczna broń w 
walce z terroryzmem. Próba charakterysty-
ki na przykładzie prasowych i telewizyjnych 
doniesień o zamachu w Bostonie [Media – 
a double-edged sword in the fight against 
terrorism. An attempt to characterise it us-
ing the example of the press and television 
reports on the attack in Boston], “Przegląd 
Bezpieczeństwa Wewnętrznego” [Internal 
Security Review], 2015, Issue 13, p. 305.

tivity as the theatre of crime with actors, 
the political scene, and the audience16. 
While remaining a vital source of infor-
mation and entertainment for people all 
over the world, traditional media such as 
television, radio, and the press are losing 
the popularity battle to modern digi-
tal media17. The validity of this thesis is 
reflected in the number of active Inter-
net users growing annually (in January 
2021, it exceeded 4.6 billion18). 

Contrary to traditional media, digi-
tal media, particularly the Internet, en-
able bilateral communication (between 
the sender and the receiver) and real-
time interactions between users. While 
traditional media originally played an 
important role in the dissemination of 
information, and with time overcame 
the space barrier, it was not until the 
emergence of the Internet that multime-

16 R. Borkowski, Terroryzm ponowocz-
esny. Studium z antropologii polityki [Post-
modern terrorism. A study of the political 
anthropology], Adam Marszałek Publish-
ing Press, Toruń 2006, p. 260.
17 Digital media – means of commu-
nication (in the broadest sense of the 
term) that use electronics, particularly 
integrated circuits and digital signal cod-
ing, in order to record and transmit infor-
mation; after: T. Goban-Klas, P. Sienkie-
wicz, Społeczeństwo informacyjne: Szanse, 
zagrożenia, wyzwania [Information soci-
ety: opportunities, threats, challenges], Tel-
ecommunications Progress Foundation 
Publishing Press, Cracow 1999, p. 27.
18 https://www.statista.com/statis-
tics/617136/digital-population-world-
wide/ [Accessed on: 31/07/2021].
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dia and interactivity were brought to-
gether19. On-line users are increasingly 
drawn to social media20, which have al-
most all the properties of modern digital 
media. The fundamental building block 
of how social media operate is each user’s 
ability to create their own content. Web 
2.0-based social media outlets21 bring 
together users with similar views or ex-
pectations. Content posted by just one 
person can be duplicated by thousands 
or even millions of other users and trig-
ger their immediate reaction. Therefore, 

19 B. Kuźmińska-Sołśnia, Nowoczesne 
media cyfrowe – naturalne środowisko 
pokolenia m-learningu [Modern digital me-
dia – a natural environment of the m-learn-
ing generation] [in:] A. Jastriebow (Ed.), 
Publishing Press of the Radom University 
of Technology, Publishing Press of the Ex-
ploitation Technology Institute - National 
Research Institute, Radom 2010, p. 345.
20 The total number of social media us-
ers is expected to account for almost half 
of the world population by 2025; after: 
https://www.statista.com/markets/424/
topic/540/social-media-user-generat-
ed-content/#overview [Accessed on: 
20/07/2021].
21 Web 2.0, also known as the Second 
Generation (2G) Network, marked by the 
interactivity of websites (and users), started 
with the websites that provided social appli-
cations where users could co-create, publish, 
and exchange content in the form of arti-
cles, opinions, comments, advice, and rat-
ings; after: J. Brzostek-Pawłowska, Zmiany 
w modelach i technologiach informacyjnych 
w dobie Web 2.0 i Web 3.0 [Changes in the 
information models and technologies in the 
era of Web 2.0 and Web 3.0], “Elektronika” 
[Electronics] 2011, Issue 3, p. 143.

this communication channel is particu-
larly prone to crisis situations which can 
spread from the local to the global level 
in a flash22.

It is relatively easy to enumerate the 
features distinguishing social media 
from the traditional ones. The following 
can be found in literature: 

– reach ‒ they have the ability to get 
to wide audiences;

– access ‒ they are widely available 
to numerous audiences free of charge or 
for a small fee;

– use ‒ creating content via social 
media does not require special skills; 
knowing how to use new technologies 
will suffice;

– immediacy ‒ they create a space 
for immediate reactions;

– impermanence ‒ messages can 
change almost the second they are pub-
lished23.

22 K. Fabjaniak-Czerniak, Internetowe 
media społecznościowe jako narzędzie pub-
lic relations [Social networking sites as a 
public relations tool] [in:] K. Kubiak (Ed.), 
Zarządzanie w sytuacjach kryzysowych 
niepewności [Management in crisis situa-
tions of uncertainty], Warsaw College of 
Promotion, Warsaw 2012, p. 172.
23 R. Bielawski, A. Ziółkowska, Me-
dia społecznościowe, a kształtowanie 
bezpieczeństwa państwa [Social media 
vs. shaping the national security] [in:] P. 
Szymczyk, K. Maciąg, Człowiek a tech-
nologia cyfrowa – przegląd aktualnych 
doniesień [Man and digital technology – a 
review of current reports], Tygiel Scientific 
Publishing Press, pp. 87-88.



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

54

The opportunities created by digital 
media have been noticed and success-
fully exploited by terrorists. It is difficult 
to explicitly assess the risk of an effective 
terrorist attack in cyberspace, but there is 
an increasing number of specific exam-
ples of how the Internet facilitates terror-
ist activities. While in the past terrorists 
used to resort to the hidden network 
architecture (dark net24), today they use 
all available network tools and services. 
Information about how terrorists use 
the Internet and connected devices is 
contained in the report prepared by the 
United Nations Office on Drugs and 
Crime (UNODC)25.

The document identifies the follow-
ing areas of using the Internet for terror-
ist purposes:

– dissemination of propaganda (in-
forming about actions, recruiting new 
members, inciting terrorist attacks, radi-
calisation and indoctrination of poten-
tial supporters);

– financing acts of terrorism (col-
lecting funds through e-commerce, us-
ing on-line payment facilities, organis-
ing fund-raisers, and obtaining money 
from supporting organisations);

24 It is a part of the World Wide Web 
consisting of numerous distributed and 
anonymous nodes that can be accessed 
using dedicated software. Dark net users 
get access to hidden network resources 
while maintaining a significant degree of 
anonymity.
25 https://www.unodc.org/ [Accessed 
on: 22/07/2021].

– training (providing training mate-
rials, creating e-learning platforms, shar-
ing multimedia with tutorials, e.g. how 
to build makeshift explosives, sharing 
operational knowledge between organi-
sations and attackers);

– planning (identifying targets, or-
ganising an attack, conducting encrypt-
ed communication, obtaining informa-
tion from open sources, e.g. via social 
media platforms);

– execution (coordination of activi-
ties during the attack, communication 
with potential victims, mass intimida-
tion and efforts to “seriously disrupt 
public order”);

– cyber attacks26.
An increased interest of terrorists in 

using the most popular social media ser-
vices has been observed for many years. 
During the expansion of the Islamic 
State in 2014, some researchers argued 
that up to 90% of terrorist activity on the 
Internet might be focused on such plat-
forms27.

When in the hands of terrorists, 
the most beloved free social networks 
such as Twitter, Facebook, Instagram, 
and YouTube turn into efficient tools of 

26 The use of the Internet for terrorist 
purposes, United Nations Office On Drugs 
And Crime, Vienna 2012, pp. 3-11.
27 M. Marcu, C. Bălteanu, Social Media 
– a real source of proliferation of interna-
tional terrorism, “Annales Universitatis 
Apulensis Series Oeconomica” 2014, vol. 
16, no. 1, p. 164.
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propaganda, radicalisation, or recruit-
ment. 

Taking into account the aforemen-
tioned problems, it is worth identifying 
and discussing the main areas of using 
social media platforms in terrorist ac-
tivities.

Selected examples of the use of 
social media for terrorist purposes

Terrorists can use social media in a mul-
titude of ways. The scope and manner 
depends on many factors, including the 
extent to which a particular social ne-
twork can be useful for achieving terro-
rist goals or the level of knowledge and 
skills required to use such platforms. 
Thanks to popular social networking si-
tes, terrorists have undoubtedly gained 
the opportunity to become known on 
the Internet and to reach many people 
simultaneously with their agenda. Tren-
dy websites such as Twitter, YouTube, Fa-
cebook, and Instagram make it possible 
to provide information in real-time to 
millions of computer and mobile device 
users through text, images and videos.28

28 J. Mołodziejko, Komunikacyjne 
funkcje Twitter, użytkownicy serwisu mik-
roblogowego, wobec sytuacji, zagrożenia na 
przykładzie, serii zamachów terrorystyc-
znych w Paryżu [The communication func-
tions of Twitter, users of the microblogging 
service, in the face of a threatening situa-
tion, based on the example of the terrorist 

In general, social media perform two 
basic functions in terrorist acts:

– a function of disseminating prop-
aganda and information;

– a tactical and operational func-
tion.29

The first function comes down to 
communicating with the environment; 
disseminating content, photos, and vid-
eos; radicalising the attitudes of audi-
ences; inciting to perpetrate attacks, and 
gaining followers. Various platforms are 
used with this end in view, although due 
to the popularity among users, Twitter, 
Facebook, Instagram, and YouTube re-
main at the focus of terrorist interest30. 
Planned and repeatable informative and 
propaganda activities are typical of or-
ganisations marked by the professional 
use of social media in their communica-
tion strategy. By way of illustration, these 
may be the activities of specialised units 
that operated within the structures of the 
Islamic State and other Islamic terrorist 
organisations (Boko Haram, Al-Shabab, 
etc.)31. The tactical and operational func-
tion includes all the cases of using social 

attacks in Paris], “Nauki o Mediach” [Me-
dia sciences] 2017, Issue 2, pp. 73-74.
29 G. Weimann, New Terrorism and New 
Media, “Research series” 2014, Issue 2, p. 3.
30 P.N. Jain, A.S. Vaidya, Analysis of 
Social Media Based on Terrorism – A 
Review, “Vietnam Journal of Computer 
Science” 2021, Issues 2-3.
31 Social Media in Africa A Double-Edged 
Sword for Security and Development, RAND 
Europe, Cambridge 2018, pp. 19-27.
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media for training, planning, organisa-
tion and execution purposes. Terrorists 
make use of social media functionalities 
in order to exchange training materi-
als or instructions, e.g. tutorials on how 
to construct makeshift explosives32. To 
plan a terrorist attack, it is necessary to 
identify the target and its surroundings, 
and to garner all information needed to 
coordinate and execute the act. Due to 
the specific nature of social media and 
the transparency of their users, it is rela-
tively easy for terrorists to get hold of this 
type of information33. Another example 
is the use of encrypted communication 
(e.g. Facebook Messenger or WhatsApp) 
at the stages of preparation and execu-
tion34.

The functions discussed above do 
not cover the entire range of possible 
use of social networking sites for ter-
rorist purposes. What is now a serious 
challenge for national security services is 
how to prevent radicalisation. 

This is because social media are used 
by terrorists to fuel extreme attitudes 

32 S. Czapnik, Media w służbie terrory-
zmu. Na przykładzie Bliskiego Wschodu 
[Media in the service of terrorism. An ex-
ample of the Middle East], University of 
Opole, Opole 2016, pp. 184-185.
33 S. Charania, Social Media’s Potential 
in Intelligence Collection, “American Intel-
ligence Journal” 2016, Issue 33, pp. 94-96.
34 https://mediaphilia.pl/2019/11/
interpol-szyfrowana-komunikacja-ws-
pomaga-przestepcow/ [Accessed on: 
08/08/2021].

among content recipients, and these, in 
turn, might encourage them to become 
active members of terrorist organisa-
tions or to carry out attacks alone35. The 
effective use of social networks in the 
discussed context is exemplified by the 
recruitment of individuals willing to go 
abroad and actively partake in terrorist 
activities. 

It is estimated that over 6,000 West-
ern volunteers might have left for Syria 
and Iraq, and joined the ranks of the 
Islamic State36. Other sources estimate 
that approximately 80% of foiled ter-
rorist attacks in Europe in 2018 were at-
tempted by European citizens inspired 
by the jihadist ideology37. Among the 
many terrorist groups that employ mod-
ern digital media to achieve their goals, 
the so-called Islamic State in Iraq and 
Syria (ISIS) (full Arabic name: Al-Dawla 

35 A. Wejkszner, Samotne wilki kalifatu? 
Państwo Islamskie i indywidualny terrory-
zm dżihadystyczny w Europie Zachodniej 
[The lone wolves of the Caliphate? The Is-
lamic State and individual jihadist terror-
ism in Western Europe], Difin Publishing 
Press, Warsaw 2018.
36 K. Wojtasik, Hagiografie bojowników 
ISIS. Uwagi odnośnie do migracji na ter-
eny zajęte przez tzw. Państwo Islamskie 
[Hagiographies of ISIS fighters. Remarks 
on migrations to areas occupied by the so-
called Islamic State], “Zeszyty Naukowe 
Politechniki Śląskiej” [Scientific Journals 
of Silesian University of Technology], 2018, 
Issue 126.
3 7  h t t p s : / / p i s m . p l / p u b l i k a c j e /
Perspektywy_odrodzenia_tzw_Panstwa_
Islamskiego [Accessed on: 08/08/2021].
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Al-Islamiya fi al-Iraq wa al-Sham) has 
come to the fore. Proclaimed in the con-
flict-ridden territories of Syria and Iraq 
in 2014, ISIS differed from the previous-
ly known Islamic terrorist organisations 
in many respects38. It should be empha-
sised that the word “state” in the name is 
not accidental. At the peak of its activ-
ity, ISIS developed administrative-like 
structures in the occupied territories, 
which e.g. collected taxes. Furthermore, 
ISIS sold oil from the occupied refiner-
ies and produced weapons. Special units 
were also created within ISIS which were 
responsible for creating and implement-
ing a communication strategy, with the 
crucial role assigned to social media39.

 
Source: https://www.icsve.org/the-hypnotic-power-of-isis-imagery-in-

recruiting-western-youth-2/ [Accessed on: 13/08/2021].

Fig. 2. Propaganda graphics posted by ISIS in social media.

38 A. Wejkszner, Państwo Islamskie, 
Narodziny nowego kalifatu? [The Islamic 
State. Birth of a new caliphate?], Difin 
Publishing Press, Warsaw 2016.
39 C. Pellerin, Communicating Terror: 
An Analysis of ISIS Communication 
Strategy, Sciences Po Kuwait Program, 
Kuwait 2016, pp. 1-2.

The Islamic State used social media 
outlets for a multitude of purposes, e.g. 
to spread propaganda content, includ-
ing high-quality photo/video materials 
modelled on Western productions, to 
recruit new adherents, conduct covert 
communication, raise funds, conduct 
training activities, and incite terrorist at-
tacks in Europe40.

The text and photo/video materials 
created by the ISIS units responsible for 
social media are skilfully tailored to the 
needs of different audiences. On the one 
hand, there is content aimed at Muslim 
communities identifying themselves 
with the ISIS ideology, who are thus 
considered identified supporters. On 
the other hand, there are messages tar-
geted at Western societies, including in-
dividuals prone to radicalisation. Many 
of them are deliberately patterned after 
the productions of Western countries, 
which ensures they have wide appeal 
and particularly resonate with the young 
generation41. According to A. Zielińska, 

40 M. Lakomy, Internet w działalności 
tzw. Państwa Islamskiego: nowa jakość 
cyberdżihadyzmu? [The internet in the 
operations of the so-called Islamic State: 
a new quality of cyberjihadism?], “Studia 
Politologiczne” [Studies of the political sci-
ence] 2015, Issue 38.
41 M. El Ghamari, Polityka informa-
cyjna organizacji terrorystycznych – na 
przykładzie Daesh [Information policy 
of terrorist organisations – an example of 
Daesh], “Central European Political Stud-
ies” 2019, Issue 3, pp. 97-99.
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in its strategy, ISIS departs from the vid-
eos presenting only the statements of the 
commander and executions of hostages, 
as in the case of other terrorist groups, 
and uses short, dynamic messages called 
“Mujatweets”. Another distinctive feature 
of the Islamic State is that it has created 
its own media centres, with the most im-
portant one being the Al-Hayat Media 
Centre, responsible for the consistency 
of messages and publishing newsletters 
and magazines in Arabic, English, Turk-
ish, French and Russian42. This clearly 
distinguishes ISIS from other terrorist 
organisations.

M. El Ghamari refers to the charac-
teristic on-line symbolism used by ISIS 
as cool-jihad. She argues that cool-jihad 
has conquered social media, journals, 
rap music videos, propaganda videos, 
clothing, toys, and everything that is 
used by producers who bring a new qual-
ity to the market. It is treated by young-
sters from the most developed countries 
as another subculture they can choose as 
part of their teenage rebellion. Unfortu-
nately, what they are oblivious to is the 
fact that they are being meticulously fed 
with such content by Daesh43 recruits44. 

42 A. Zielińska, Rynek medialny ISIS 
[ISIS media market], “Refleksje” [Reflec-
tions] 2019, Issues 19-20, p. 180.
43 A pejorative Arabic term for the 
Islamic State.
44 https://wszystkoconajwazniejsze.pl/
magdalena-el-ghamari-cool-jihad/ [Ac-
cessed on: 13/08/2021].

Another example of using social media 
services for terrorist purposes was the 
attack carried out on 15 March 2019 by 
Brenton Tarrant on the mosque and the 
Muslim cultural centre in Christchurch, 
New Zealand. The shootings killed 51 
people and injured more than 40 other. 
The most important feature of the at-
tack, which clearly distinguishes it from 
similar events in the past, was that it 
was being streamed in social media in 
real time with a small camera. The live 
transmission on Facebook and Twitter 
lasted over 16 minutes, and although it 
was deleted, Internet users managed to 
duplicate and share it on other websites. 
As time passed, reports from the event 
also appeared in traditional media45. Just 
before the attack, the perpetrator himself 
revealed his identity and published a 74-
page manifesto on the Internet, in which 
he precisely explained the rationale be-
hind his conduct. In the manifesto he 
described himself as an Ethno-national-
ist Eco-fascist. He perceived the Muslim 
community of New Zealand as a threat 
to the indigenous population, and the 
attack was also supposed to be revenge 
for the attacks committed in Europe by 

45 G. Bator, M. Knapik, Rola mediów 
społecznościowych jako instrumentu terro-
ryzmu: analiza zamachu Brentona Tarran-
ta [The role of social media as an instru-
ment of terrorism: an analysis of Brenton 
Tarrant’s attack], “Annales Universitatis 
Paedagogicae Cracoviensis” 2020, Issue 
10, pp. 62-63.
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Islamic terrorists. For the assassin, so-
cial media became a handy tool used to 
broadcast his gruesome message to the 
widest audience possible, and to intimi-
date Muslim communities46. These two 
ideologically extreme examples confirm 
the thesis that social media, like the en-
tire World Wide Web and other mod-
ern technologies, have been successfully 
adapted for terrorist purposes. 

Terrorism on-line: how to fight it?

There is no doubt that the issue of using 
the Internet in terrorist activities rema-
ins a serious challenge for the entire glo-
bal community. Contrary to identifying 
and combating terrorist threats in the 
physical world, counteracting terrorism 
in cyberspace requires unconventional 
solutions. 

This is due to the very nature of the 
Internet, which has become a decen-
tralised and unmanageable platform for 
terrorists and criminal groups. Security 
services are faced with the necessity to 
adapt their investigative instruments to 
the current technological progress. In 
this context, the problem of reconcil-
ing national security efforts with the 
protection of rights and freedoms of 

46 https://sejmlog.pl/manifest-zama-
chowca-z-christchurch-tlumaczenie/ [Ac-
cessed on: 13/08/2021].

Internet users remains unsolved47. So-
cial networking sites provide users with 
a lot of freedom in publishing content 
and interacting with others. As experts 
note, the diversification of broadcasting 
sources in social media and the capabil-
ity to set up new accounts in just a few 
seconds make it difficult, if not impos-
sible, to block this type of communica-
tion48. Another challenge is drawing a 
clear line between terrorist and non-ter-
rorist content. Nonetheless, pressurised 
by governments and international or-
ganisations, social media platforms have 
implemented solutions to block and 
delete radical content more successfully. 
Furthermore, there has been a shift in 
the very approach to on-line radicalisa-
tion, which has resulted in the increased 
cooperation of governments and inter-
national organisations with social me-
dia providers. The fight is about, among 
other things, legally compelling Internet 
and media companies to remove illegal 
content or content that promotes ter-
rorism49. Examples of such solutions 

47 B. Hołyst, Internet jako miejsce 
zdarzenia [The Internet as a scene of the 
event], “Prokuratura Krajowa” [State Pub-
lic Prosecutor’s Office] 2009, Issue 4, pp. 
6-7.
48 https://www.cyberdefence24.pl/
zamach-terrorystyczny-w-sieci-czyli-
media-spolecznosciowe-jako-narzedzie-
dzialan-terrorystow [Accessed on: 
19/08/2021].
49 https://www.europarl.europa.eu/
news/pl/press-room/20151120IPR03612/
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include regulations introduced by the 
European Parliament and the Council 
of the European Union regarding the 
removal of terrorist content from the In-
ternet. What is of particular importance 
in this context is a new Counter-Terror-
ism Agenda for the EU adopted in De-
cember 2020 and the political agreement 
reached in April 2021 on the provisions 
obliging Internet companies (including 
providers of social media) to remove ter-
rorist content within one hour of receipt 
of the removal order from competent 
authorities50.

It seems that despite the above-
discussed issues, the interests of social 
media platforms and state institutions 
have been reconciled. Social networks 
are not fully liable for user-generated 
content and are guaranteed the liberty to 
choose the most effective counteracting 
method. 

At the same time, based on the in-
troduced provisions, countries may 
demand the immediate removal of ter-
rorist content and impose penalties on 
social media providers for failure to act 
accordingly. In addition, Internet users 
who claim that their content has been 

parlament-chce-wspolnej-strategii-
przeciwdzialania-radykalizacji [Accessed 
on: 20/08/2021].
5 0  h t t p s : / / w w w. e u r o p a r l . e u -
r o p a . e u / n e w s / p l / h e a d l i n e s /
security/20210121STO96105/radykalizac-
ja-w-ue-czym-jest-i-jak-mozna-jej-zapo-
biec [Accessed on: 20/08/2021].

unfairly deleted may submit a complaint 
to a particular provider and refer to the 
definitions contained in the EU regula-
tions51.

 
[screen contents:]
Community standards
Terrorism
We only remove the content which violates our 
Community standards.
We remove the content regarding all NGOs or 
persons engaged in or supporting planned acts 
of violence for political, religious or ideological 
reasons.
Receive notifications regarding this report.
Send

Source: author’s archive.

Fig. 3. A mechanism for reporting terrorist content on 
Facebook

Therefore, it should be concluded 
that we are not completely defenceless in 
the face of social media used for terrorist 
purposes. Certainly, the threat might be 
mitigated by providing reliable informa-

5 1  h t t p s : / / w w w . d w . c o m / p l /
serwisy-internetowe-godzina-czasu-
na-usuni%C4%99cie-tre%C5%9Bci-
terrorystycznych-z-sieci/a-56904893 
[Accessed on: 20/08/2021].
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tion on on-line terrorism and launching 
comprehensive awareness-raising ini-
tiatives. Ultimately, each of us has an im-
pact on the social media landscape. It is 
our reaction that should be the first line 
of defence against terrorist propaganda 
on the Internet.
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As Clausewitz argues, war is a continu-
ation of politics by other means1. If com-
munication plays a fundamental role in 
politics, it will play the same role in an 
armed conflict. Contemporary armed 
conflicts are often referred to as asymme-
tric or hybrid conflicts. These are often 
scenarios where the conflict combines 
traditional military operations, econo-
mic pressure, cyber attacks, and disin-
formation. The main aim is typically not 
to cause physical damage but (especially 
in democratic societies) to influence pu-
blic opinion and destabilise social order. 
A frequently cited example is the (still 
ongoing) conflict in Ukraine which be-
gan in 2014. (Dis)information seems to 
play an increasingly crucial role. 

In short, it is about obtaining infor-
mation, protecting one’s own informa-
tion, and disrupting or influencing an 

1 C. Clausewitz, Vom Kriege, 1832–34, 
Buch 1, Kapitel 1, Abschnitt 24, Voll-
ständige Ausgabe der acht Bücher, Berlin 
2016, p. 28. 

adversary’s information2. This might be 
a message disseminated by the media 
and its impact on the audience. It could 
also be identification of an enemy’s posi-
tion and strength, or data attacks in cy-
berspace. Information has turned into a 
weapon and an object of attacks. Gain-
ing advantage in the information space 
is gradually becoming a strategic goal 
of military commanders. An interesting 
example is the operation of the North 
Atlantic Treaty Organization (NATO) in 
Yugoslavia in 1999. In late March 1999, 
the air force destroyed TV and radio sta-
tions advocating Slobodan Milošević’s 
agenda. For some time, the population 
was only able to receive broadcasts that 
were disapproving of Milošević. His 
communication, which he had been us-
ing to influence his public, was disrupt-

2 M. Wrzosek, Wojny przyszłości. Dok-
tryna, technika, operacje militarne [Wars 
of the future. Doctrine, technology, mili-
tary operations], Fronda Publishing Press, 
Warsaw 2018, p. 160.

Lt. Col. (DEU) Peter Kaminski 

Strategic Communications awareness:  
how to train leaders
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ed. Communication can therefore be 
used strategically. Information can play a 
decisive role in the shape and outcome of 
conflicts. In order for soldiers to be able 
to effectively use their weapons in con-
flicts, they undergo extensive training 
and become masters of their craft. “Train 
as you fight” ‒ all future leaders follow 
this principle. However, do they know 
the key principles and effects of strategic 
communications? Are senior manage-
ment members and high-ranking com-
manders fully aware of these guidelines?

The main research problem of this 
text is the following: how to increase the 
effectiveness of training senior officers 
in strategic communications? The aim of 
this paper is an attempt to develop a con-
cept for educating senior officers in the 
area of strategic communications (Strat-
Com) at the national level.

The paper contains an introduction, 
two chapters, and conclusions. Chap-
ter One presents a detailed description 
of the subject of communication in the 
form of a literature review. First, the es-
sence and forms of communication are 
discussed. Then, the concept of strategic 
communications and the importance 
of this area for NATO are presented. In 
Chapter Two, an attempt is made to de-
velop a concept for the future education 
of senior officers in the field of strategic 
communications. Moreover, there are 
some recommendations as to the time 
and purpose of this training.

1. The essence and importance of 
strategic communications

Typing the keyword “communication” 
in the Google search engine generates 
141,000,000 results3. Communication 
has always been important to humans. 
It is ubiquitous. Although the statement 
“one cannot not communicate”4 is de-
emed obvious, describing the nature and 
forms of communication is not an easy 
task. In the first part of the article, the 
author tries to define strategic commu-
nications. This process consists of two 
steps. In step one, an attempt is made 
to define the terminology of commu-
nication in order to outline the selected 
communication model. In step two, the 
concepts of strategy and strategic com-
munications in NATO are discussed. 
The purpose of this chapter is to provide 
a theoretical framework. The presented 
results are based on the literature review. 
The fundamental question answered in 
this section is: what is communication?

3 Results obtained after typing the 
German word Kommunikation on www.
google.de on 2 January 2021.
4 P. Watzlawik, J. Beavin, D. Jackson, 
Menschliche Kommunikation. Formen, 
Störungen, Paradoxien. 13. Auflage, Bern, 
2017, pp. 58–60.
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1.1. The essence of communication

Research on the definition of commu-
nication is similar to research on the 
concept of communication. References 
are often made to psychological com-
munication and the book Menschliche 
Kommunikation by Watzlawick, Be-
avin, and Jackson. Communication is, 
therefore, both a single message and an 
interaction. Interaction occurs when 
several related messages are exchanged. 
The content of the message is primarily 
information. In addition, the sender of 
the message wants the receiver to under-
stand the information in a certain way in 
order to make sense of it. Hence, com-
munication always contains an aspect of 
the content and the relationship betwe-
en the sender and receiver5. Marek So-
kołowski distinguishes the Polish words 
komunikowanie (communicating) as 
a one-way linear transmission of infor-
mation and komunikowanie się [a refle-
xive form of the same verb ‒ translator’s 
note] as a multilateral exchange or acco-
unt. There must be three elements in the 
entire communication process: sender, 
message, and receiver6. Zbigniew Mo-
drzejewski emphasises the importance 

5 Ibidem, p. 61.
6 M. Sokołowski (Ed.), Media i 
społeczeństwo. Nowe strategie komunika-
cyjne [Media and society. New communi-
cation strategies], Toruń 2008, p. 315.

of communication, arguing that it is a 
component of all social processes7.

Communication is, therefore, an ex-
change of information or messages be-
tween senders and receivers. This can be 
illustrated with a simple example below. 
Anna is communicating with Roman 
by uttering a particular message (“Your 
meatballs are delicious!”). However, in 
order for Roman to understand what 
Anna means (“Could you please make 
some meatballs?”), Anna should know 
Roman’s language (or his interpretation), 
and express and act in a way that will 
not make Roman feel offended or hurt. 
He should understand the meaning 
Anna is trying to convey. The ability to 
effectively convey one’s intentions to the 
receiver is called communication com-
petence8. Anna and Roman talk quite 
often. Sometimes, they meet in person; 
sometimes, she sends him text messages 
or calls on his cell phone. She also gives 
lectures for students, writes articles for a 
daily newspaper, and blogs about food 
on the Internet. Anna communicates in 
various forms. 

Denis McQuail9 has broken down 
social communication, which is a vital 

7 Z. Modrzejewski, Militarne obszary 
komunikacji strategicznej [Military areas 
of strategic communications], War Studies 
University, Warsaw 2020, p. 12.
8 J. Rőhner, A. Schűtz, Psychologie der 
Kommunikation, 3. Auflage, Wiesbaden 
2020, p. 9.
9 Z. Modrzejewski, p. 20.
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element of culture, into 5 levels accord-
ing to their frequency, in the ascending 
order:

1. Mass communication (few cases).
2. Organisational/institutional com-

munication.
3. Intergroup communication.
4. Group communication.
5. Interpersonal/intrapersonal com-

munication (many cases). 
Each level has its own distinctive fea-

tures and issues.
Before presenting the communica-

tion model, it should be highlighted that, 
in this paper, the main emphasis will be 
placed on interpersonal and intercultur-
al mass communication, i.e. communi-
cation with a potentially unlimited num-
ber of communicating individuals of 
various cultural backgrounds. It is worth 
pointing out that social communica-
tion is constantly evolving and adapt-
ing to new conditions. One example of 
this change is the growing role of on-
line media and social networking sites. 
There are countless communication 
models to be found in literature, which 
begs the question about the purpose 
of communication models. Thanks to 
theoretical models, communication can 
be understood and analysed. The terms 
used in the models can be used to fur-
ther discuss the issue of communication. 
Moreover, conclusions can be drawn for 
the evaluation and optimisation of one’s 
own communication. Models vary in 
terms of scientific tradition, complexity, 
and focus. Due to the limited size of this 

work, the author has selected only one 
model of the communication process ‒ 
namely, Schulz von Thun’s model, for the 
following reasons:

– it is especially popular in practice;
– it is very well suited for the critical 

examination of one’s own communica-
tion behaviour; 

– it implies that communication is 
a dynamic and creative process in which 
the intentions and results of what is be-
ing said often differ from one another.

Schulz von Thun proposes to look at 
communication from four perspectives. 
There are four beaks on the part of the 
sender and four ears on the part of the 
receiver. The model is referred to as the 
four-ears model or the communication 
square.

According to this model, each mes-
sage contains, whether intentionally or 
not, four facets at once and hits four ears 
of the receiver: 

– Factual information (what I in-
form you about) – blue;

– Self-revelation (what I reveal 
about myself) – green;

– The relationship indicator (what I 
think about you and how we get along) – 
yellow;

– The appeal (what I want to make 
you do) – red10.

10 https://www.schulz-von-thun.de/
die-modelle/das-kommunikationsquad-
ratthun.de [Accessed on: 2/01/2021].
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Communication difficulties often lie 
in the fact that the actual intention of the 
sender does not match the perception of 
the receiver. In the aforementioned ex-
ample, Anna said that she believed Ro-
man’s meatballs were delicious. She was 
calling for him to make some meatballs. 
However, whether Roman understands 

the message this way depends on his 
Appeal ear and the need to fulfil Anna’s 
wishes, even if they were not overtly ex-
pressed at all. The quality of communi-
cation depends on how well the receiver 
decodes the messages sent to him/her.

Communication competence un-
doubtedly encompasses the ability to 
judge and interpret what is being said 
by the sender. This can be a challenge 
in direct intercultural communication, 
where the communicators know each 
other and come from the same cultural 
background. What can pose an even 
greater challenge is effective intercul-
tural mass communication, i.e. between 
a potentially unlimited number of peo-

ple from different cultures. As argued 
by Zbigniew Modrzejewski, modern 
military operations show that effective 
communication is not possible without 
knowing at least the cultural basics of the 
country where the operations are carried 
out11. The review of the literature on the 
subject has led the author to the follow-

ing conclusion: awareness of cultural 
differences in the age of globalisation is 
crucial and constitutes a vital element 
of communication competences. In this 
part of the chapter, the terminology and 
the selected communication model were 
explained. The author’s intention was to 
identify the terminological foundations 
of communication which will guide 
further considerations in the context of 
strategic communications. 

11 Z. Modrzejewski, p. 31.

 

Źródło: Schulz von Thun Institut (2020).
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1.2. The essence and importance of strategic 
communications in NATO

In colloquial language, strategy is a sy-
nonym for any planned and long-term 
action. Acting strategically, therefore, 
means developing plans. However, as 
claimed by Helmut von Moltke, “No 
plan of operations extends with any 
certainty beyond the first contact with 
the main hostile force”12. On the other 
hand, former US president and Allied 
Commander Dwight D. Eisenhower hi-
ghlighted the fact that planning and stra-
tegising is a vital component of success 
by saying his famous words: “Plans are 
worthless, but planning is everythin-
g”13. The same applies to communica-
tion. The sender’s plan might be spotless. 
He/she might have carefully selected the 
level, the form and the beak that is sen-
ding his/her message. Yet, the kind of 
intention that will eventually reach the 
receiver cannot be predicted with certa-
inty. Nevertheless, strategic communica-
tions is now an integral part of politics, 
business, and the military. The concept 
of strategic communications (StratCom) 
will be explained below. 

12 H. von Moltke, Über Strategie (1871) 
[in:] Kriegsgeschichtliche Einzelschriften, 
H.13 (1890), hier zitiert nach: Militārische 
Werke, Band 2, Teil 2. Mittler & Sohn, 
Berlin 1900.
13 D. Eisenhower, during the speech at 
National Defense Executive Reserve Con-
ference, Washington DC, 14 November 
1957 .

In politics, strategic communica-
tions has become the main task allowing 
to proactively influence political deci-
sions and the preparation thereof14. In 
economics, strategic communications is 
primarily about combining communi-
cation operations with the objectives of 
an enterprise. Based on this, guidelines 
for specific measures to be taken are 
obtained15. According to the definition 
proposed by Zerfass et al., strategic com-
munications includes all communica-
tion that is essential to the survival and 
continued success of an entity. More spe-
cifically, strategic communications is the 
deliberate use of communication by an 
organisation or an individual in order to 
take part in dialogue that is strategically 
important to advancing business goals16.

As a result, Melzer et al. define the 
following properties of strategic com-
munications:

14 W. Schulz, Politische Kommunika-
tion. Theoretische Ansätze und Ergebnisse 
empirischer Forschung. Wiesbaden, 2011, 
p. 30.
15 A. Melzer, J. Seiffert-Brockmann, 
A. Zerfaß, Strategische Kommunikation: 
Begriffliche und konzeptionelle Grund-
lagen aus interdisziplinärer Sicht, [in:]  
M. Hohlenweger, Anwendungsgebiete und 
Grundlagen von Strategischen Kommuni-
kation, Nomos 2020, p. 71.
16 A. Zerfass, D. Verćić, H. Nothaft,  
K. Werder, Strategic communication: Defin-
ing the field and its contribution to research 
and practice, International Journal of Stra-
tegic Communication 2018, 12/4, p. 493.
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– intentional communication op-
erations;

– contribution to a discourse and to 
shaping opinions on the goals critical to 
success;

– ensuring the survival or contin-
ued success of the organisation17.

In order to consistently commu-
nicate with the audiences outside the 
organisation (i.e. external communica-
tion18) and within it (i.e. internal com-
munication19), and to build a consistent 
company image, coordination mecha-
nisms are required with regard to con-
tent, form, timing, and dramatic effect20.

The first official NATO definition of 
strategic communications (StratCom) 
can be found in the NATO Strategic 
Communications Policy of 14 Septem-
ber 2009: “NATO Strategic Communi-
cations: the coordinated and appropri-
ate use of NATO communications ac-
tivities and capabilities – Public Diplo-

17 Melzer et al., p. 78.
18 External communication is the ex-
change of information and messages 
between an organisation and other com-
panies, groups, or individuals that are 
not part of the organisation structure it-
self; https://www.onpulson.de/lexikon/ 
externe-kommunikation/ [Accessed on: 
4/01/2021].
19 Internal communication refers to 
communication between employees or 
departments at all levels or in a company’s 
organisational units; https://www.onpul-
son.de/lexikon/ interne-kommunikation/ 
[Accessed on: 4/01/2021].
20 Melzer et al., p. 78.

macy, Public Affairs, Military Public 
Affairs, Information Operations and 
Psychological Operations, as appropri-
ate – in support of Alliance policies, 
operations and activities, and in order 
to advance NATO’s aims”21.

In addition, the most recent NATO 
Strategic Communications Policy docu-
ment of 2017 provides a StratCom defi-
nition for military purposes. It should 
be highlighted that the authors of this 
document focus on the importance of 
the term “information environment” 
(IE)22, which is of particular interest. At 
the military level, strategic communica-
tions moves from the (civil) advisory/
coordination function to the command 
function responsible for ensuring the 
coherence of NATO operations and 
communication. In this context, Strat-
Com is not a stand-alone function, but it 
ensures the consistency and effectiveness 
of the existing NATO capabilities. As a 
result, the definition of military strategic 
communications is the following: In the 

21 PO (2009)0141, NATO Strategic 
Communications Policy, NATO 
International Staff, 14 September 2009, 
pp. 1-2.
22 “Information Environment (IE) con-
sists of the information itself, and the peo-
ple, organisations, and systems that receive, 
process, and transmit information, and of 
the cognitive, virtual, and physical space in 
which the entire process takes place”. Mili-
tary Decision on MC 0628, NATO Mili-
tary Policy on Strategic Communications, 
North Atlantic Committee, 10 July 2017, 
p. 3.
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NATO military context, StratCom is the 
integration of the communication capa-
bilities and functions of information op-
erations personnel with other military 
operations aimed at understanding and 
shaping the information environment in 
order to gain support for NATO’s aims 
and tasks23. According to this defini-
tion, the StratCom principles apply to 
all kinetic and non-kinetic operations 
that influence the information environ-
ment. Words and actions must be coor-
dinated, and credibility of and trust in 
the Alliance protected. StratCom aims 
to achieve certain results in the infor-
mation environment. When analysing 
the NATO document, it becomes clear 
that particular focus is on clarifying the 
relationship between MilPA, PSYOPS, 
InfoOps, and Civil-Military Coopera-
tion (CIMIC), and on the necessity of 
coordinating their joint efforts. The im-
portance of strategic communications 
seems to be growing steadily. This is 
evidenced by the statements contained 
in the strategic document NATO 2030: 
United for a new Era of November 
2020, where strategic communications is 
described as a critical tool of deterrence 
and defence: “NATO should reinforce 
and accelerate the transformation of 
its strategic communications to enable 
the Alliance to compete more effective-
ly in a highly competitive information 

23 Z. Modrzejewski, p. 52.

environment”24. This entails increased 
investment in personnel and resources, 
including particularly new technolo-
gies, employed as part of StratCom. In 
combat, success is guaranteed by pre-
vious training and practice. The latest 
NATO STRATCOM EDUCATION 
AND TRAINING document, which is 
still awaiting ratification25, contains rec-
ommendations for the future standards 
of StratCom education. To sum up, the 
considerations described in Chapter 
One have resulted in the following con-
clusions: 

The aim of Chapter One was to dis-
cuss the subject of communication in 
detail. Accordingly, the terminology and 
the selected communication model were 
described, and the concepts of strategy 
and NATO strategic communications 
discussed. The next chapter is devoted to 
the proposed concept of training senior 
officers in the area of strategic commu-
nications. 

24 NATO 2030: United for a new Era. 
Analysis and Recommendations of the 
Reflection Group Appointed by the NATO 
Secretary General, 2020, p. 48.
25 At the end of December 2020, 16 
countries ratified STANAG, according to 
the information from the NATO Strat-
Com Centre of Excellence. 
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and educating senior officers in the 
field of strategic communications

As claimed in the first issue of the Bul-
letin of the Polish Academic Centre for 
Strategic Communications (PL: ACKS) 
of 2021, the current StratCom training 
opportunities in the Polish Army teach 
the subject at a very general level and fail 
to comprehensively meet the demands 
of the new NATO STANAG. There is 
an urgent need to design a new strategic 
communications training course. The 
aim of this chapter, and at the same time 
of this work, is an attempt to develop a 
model of StratCom education and tra-
ining for senior officers in line with the 
new NATO standards. Another issue 
which will be addressed is how to incre-
ase the effectiveness of training senior 

officers in strategic communications. 
For this purpose, the educational and 
organisational guidelines of the training 
course will be described first. The au-
thor will then move on to specify how 
the syllabus and learning requirements 
have been identified. The final outcome 
will be the presentation of the proposed 
training course model in the field of stra-
tegic communications.

2.1. Educational and organisational guidelines of 
the course

The teaching and learning process, e.g. 
education, is crucial for the quality and 
effectiveness of the proposed training. 
Therefore, the following questions must 
be answered: 

– What learning goals are to be 
achieved? 

Essence of communications:

• involves an exchange of information or messages between senders and receivers, 
and has different forms;

• its quality depends on how well the receiver decodes the messages sent to him/
her;

• awareness of cultural differences is crucial for effective communication and 
constitutes a vital element of communication competences

NATO strategic communications:

• integrates communication skills and ensures consistency of actions and words;
• shapes the information environment;
• is considered a critical tool of deterrence and defence.

Source: the author.

Fig. 2. Main conclusions drawn from the first part of the paper
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– What kind of experiences do par-
ticipants bring in? 

– What content should be taught? 
– What methods and media will be 

useful? 
– How to measure learning 

success?26 
The aim of the training course has 

been defined as familiarising students 
with the basics of strategic communica-
tions in order for them to be able to plan 
and implement operations in their po-
sitions, in both the domestic and inter-
national environment. The training in-
cludes a one-week on-site course, which 
can also be run as a remote course. In 
both versions, the course is composed 
of two e-learning/Advanced Distrib-
uted Learning (ADL) modules, each 
in a self-study mode. The effects of the 
course is measured through present-
ing the results obtained during classes, a 
multiple-choice test, and a discussion of 
the course.

The target participants of the course 
include senior officers (lieutenant-colo-
nels and colonels) who should under-
stand what StratCom is at the national 
and allied level in positions other than 
in the area of StratCom. The target audi-
ence especially includes the students of 
the following training courses: 

26 https://wb-web.de/wissen/lehren-
lernen/didaktik-der-erwachsenenbil-
dung.html [Accessed on: 19/04/2021].

– Postgraduate Studies in Defence 
Policy (PL: PSPO) and 

– Advanced Training Course in 
Operations and Strategies (PL: WKOS) 
at the Polish Academy of Military Arts. 

It should be emphasised that this 
target group has both extensive practi-
cal experience in military service and 
a high level of education, usually sup-
ported with a master’s or engineering 
degree. For this reason, the concept of 
the course should be consistent with the 
modern trends in the development of 
the training system in the Polish Army. 
The training course should be attractive 
and practical. The goal of the course will 
not only be to convey knowledge but 
also to develop competences and skills 
by enabling the participants to gain their 
own confrontation experience and to 
cope with realistic scenarios that will 
fully reflect their future duties. Under 
such recommendations, instructors will 
monitor, advise, and provide the neces-
sary background information in prac-
tice, not just in theory. Trainees will be 
presented with opportunities to work 
out solutions through their own creativ-
ity and to learn from mistakes. Before 
presenting the proposed model, the au-
thor will explain the basis for the devel-
opment of the course content.
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2.2. Genesis of the syllabus and learning 
requirements in the field of strategic 
communications

The syllabus of the course is generated 
from two sources. First, the previous 
conclusions of this paper will be outli-
ned. Second, the requirements of the 
new STANAG ASCP-01 document will 
be referred to.

2.2.1. Requirements and content derived from the 
paper conclusions

Chapter One of the article was devoted 
to the essence and process of commu-
nication and to the concept of strategic 
communications. What can be gathered 
from those deliberations is that in order 
to understand the role and importance 
of strategic communications, one has to 
learn and understand communication 
theories. For this purpose, it is advisable 
to deal with one specific communica-
tion model. The author proposes to use 
Schulz von Thun’s model, as students are 
to understand the meaning of the sen-
der-receiver relation and how the con-
tent is interpreted. In his analysis, the au-
thor of this text makes several references 
to the importance of cultural differences, 
which should also be covered by the tra-
ining. The author believes that it is espe-
cially important for the target group (Lt. 
Col., Col.) to become aware of the cul-
tural differences in the military milieu. 
They should understand the meaning of 
words, symbols, and gestures, be aware 

of the dos and don’ts, and consciously 
perceive the variances of intra- and in-
tercultural communication. Institutio-
nal communication is an important level 
of communication for StratCom. Cour-
se participants should be able to describe 
the basic elements, methods, and tools 
of institutional communication, the fe-
atures of non-military institutional com-
munication, and Military Public Affairs 
(MilPA). Furthermore, it is necessary for 
them to learn about strategic commu-
nications in NATO, with particular em-
phasis placed on the gap between words 
and actions, the role of coordination of 
operations, provisions of relevant docu-
ments, the responsibility of StratCom 
actors, and the concept of a narrative. 
Moreover, the course should make it po-
ssible to compare the concept of national 
strategic communications with NATO 
StratCom. In this regard, it is useful to 
learn about national guidelines and do-
cuments, as well as to identify similari-
ties and differences in terms of assigned 
functions and areas. Course participants 
should be able to summarise the role, 
usefulness, and limitations of the Strat-
Com functions and capabilities, which 
include Military Public Affairs (MilPA), 
Information Operations (InfoOps), Psy-
chological Operations (PsyOps), and Ci-
vil-Military Cooperation (CIMIC). To 
clarify the integration of StratCom with 
NATO operations, the course should 
also teach about the principles of Effect-
-Based Thinking. It might be easier for 
students to grasp the notion of effects of 
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operations if they are presented with a 
few specific examples of how StratCom 
is used.

The above content will help partici-
pants understand what strategic com-
munications is and how it is used. In 
addition, they should be taught where 
crucial processes take place, i.e. under-
stand the special role of the media as 
a contemporary actor in the informa-
tion environment. This area includes 
the possibilities and methods of op-
eration of the media. It is vital that all 
these issues are explained with tangible 
examples taken from the “military life”. 
The StratCom principles apply to all 
kinetic and non-kinetic operations that 
impact the information environment. 
Hence, they must be used as early as 
in the process of operation planning. 
It is, therefore, essential to be aware of 
when and how StratCom is used in this 
process. To this end, it is advisable to 
learn the basic methodology of plan-
ning NATO operations and the role of 
StratCom based on real-life examples 
and case studies. 

The paper identifies 10 specific top-
ics that should be covered during the 
course. The STANAG analysis has led 
to the formulation of some additional 
topics which should also be included in 
the curriculum. 

2.2.2. Requirements and syllabus based  
on STANAG ASCP-01

According to the NATO StratCom edu-
cation standard, the foundation training 
in this field lies within the competence 
and responsibility of Member States. 
The Alliance is responsible for advanced 
training. Therefore, the model proposed 
in the paper should correspond to the 
STANAG foundation course. According 
to the standard, such a course covers 
the basic and advanced requirements 
that define the standards for education 
and training in NATO. Participation in 
the basic course entitles participants to 
continue education and training at the 
advanced course. Requirements are as-
signed to the target group to ensure that 
participants are prepared to act in the in-
tended position. The specific target gro-
up mentioned in this paper is assigned 
the requirements for the leaders of units 
other than in the field of strategic com-
munications.

Upon completion of the training, 
participants should be able to plan and 
implement operations based on the 
StratCom decisions and guidelines, and 
their impact27. To ensure this, they need 
the skills listed below. The skills not cov-
ered by the syllabus specified in point 2.1 
are marked in bold. Additionally, each 
skill ends with the target qualification 

27 ASCP-1, 2020, ANNEX E.
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level in parentheses. The required skills 
include28: 

– understanding the principles of 
NATO StratCom (200);

– understanding the NATO Strat-
Com Policy, its structure and relation-
ship with POLMIL D&G29 (200);

– understanding behavioural sci-
ence and narrative thinking (200); 

– understanding the contemporary 
security environment in the context of 
strategic competition, hybrid threats, 
and the role of StratCom in this environ-
ment (200); 

– understanding the information 
environment and assessment of the in-
formation environment (200);

– understanding the role, goals, use-
fulness, and limitations of all functions 
and capabilities related to NATO Strat-
Com (200);

– understanding and applying 
StratCom decisions, guidelines, and 
principles (StratCom D&G) for Joint Ef-
fects and Joint / full-spectrum Targeting 
(300); and

– understanding and integrat-
ing StratCom issues into processes and 
products implemented by one’s own mil-
itary unit, headquarters, headquarters 
unit, subdivision, etc. (200).

The majority of these skills are al-
ready covered by the previously iden-

28 ASCP-1, 2020, ANNEX E.
29 Political Military Direction and 
Guidance. 

tified course content. There are three 
additional subjects: narrative thinking, 
targeting, and the inclusion of StratCom 
in the products of one’s own military 
unit, headquarters, etc. It is also clearly 
emphasised that STANAG believes that 
the practical application of StratCom 
principles should be given the high-
est priority. The ability to apply these 
principles corresponds to the advanced 
level of qualification. Therefore, the cen-
tral and ultimate element of the course 
will include simulation based on the 
framework of NATO’s planning process 
(Comprehensive Operational Planning 
Directive, COPD) in the context of tar-
geting. It is the clearest illustration of 
the impact that kinetic and non-kinetic 
operations can have on the information 
environment and of the importance of 
coordination between operations and 
communication. Participants should be 
able to combine their previous knowl-
edge and experience with what they 
have learned during the training. As 
part of the simulation, students could, 
for instance, be tasked with planning 
operations for which they are actually 
responsible in their command (e.g. as 
an artilleryman, pilot, sailor, etc.). These 
plans would then be presented and co-
ordinated by trainees and a StratCom 
advisor (instructor) using the StratCom 
guidelines. This could take place during 
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a Joint Targeting Working Group30 meet-
ing. At that meeting, participants would 
act as representatives of the land forces, 
navy, special forces, etc.

A proposed course model is present-
ed below.

30 The task of Joint Targeting Working 
Group (JTWG) is to prepare and develop 
Targeting products before presenting 
them to the Joint Targeting Coordination 
Board (JTCB). JTCB is the decision-
making body in the Targeting process at 
the operational level. AJP-3.9, Allied Joint 
Doctrine For Joint Targeting, Edition A 
Version 1, April 2016, p. 46.

3. The proposed course model for 
senior officers in the field of strategic 
communications

The proposed course model may be offered 
as a stand-alone training course. At the same 
time, it would be possible to include this co-
urse as a module to the above-mentioned 

courses (WKOS, PSPO). The results of this 
paper are summarised in the general form 
of a lesson plan. Moreover, further detailed 
products have been prepared in the form of 
normative documents of the Alliance. For 
this purpose, templates corresponding to 
NATO documents (Course Proposal and 
Programme of Classes) are used. These do-
cuments are available at the Polish Academy 
of Military Arts. 

Proposed lesson plan (Academics Module)

Time Monday Tuesday Wednesday Thursday Friday
08.00-
09.30

The role and 
significance of 
strategic com-
munications

A comparison of 
the national stra-
tegic communica-
tions concept with 
the NATO concept

The role, suitabili-
ty and limitations 
of functions and 
abilities related to 
strategic commu-
nications

Behavioural 
science and 
narrative 
thinking

The use of deci-
sions, guidelines 
and principles of 
strategic com-
munications ‒ 
simulation

09:45-
11.15

Communication 
theory

Case study of the 
use of strategic 
communications

Fundamentals of 
NATO’s operation 
planning metho-
dology

The use of 
decisions, 
guidelines 
and princi-
ples of stra-
tegic com-
munications 
‒ simulation

11.30-
13.00

Institutional 
communication

Media as a contem-
porary actor in the 
information envi-
ronment 

Fundamentals of 
targeting

Test and discus-
sion

13.15-
14:45

NATO strategic 
communication

Intercultural diffe-
rences in the mili-
tary environment

Behavioural scien-
ce and narrative 
thinking

Individual constituents alternately refer to the theory and practice. The taught content should be directly used in practice. 

Source: the author.

Fig. 3. Lesson plan 
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The lesson plan contains all the cur-
riculum content and the planned num-
ber of class hours. It should be relatively 
easy to adjust the syllabus of the proposed 
training to a different target group. For this 
purpose, the simulation content must be 
modified accordingly. If, for example, the 
target audience consists of aspiring strate-
gic communications experts, it is suggested 
to design the simulation in such a way that 
participants create StratCom products 
such as narratives, goals, core messages, 
and others31 for an operation or exercise.

Conclusions

The goal of this paper was to develop a 
concept for educating senior officers in 

the area of strategic communications 
at the national level. The main research 
problem was the question of how to in-
crease the effectiveness of training senior 
officers in strategic communications. To 
achieve this goal, the theoretical back-
ground of strategic communications and 
contemporary NATO views in this field 
were discussed. The final chapter presen-
ted the results of the author’s research. 
The author proposed a course model 
and explained how the educational and 
methodological guidelines were develo-
ped and how the syllabus was compiled. 
In order to summarise the research, the 
following conclusions and recommen-
dations can be formulated:

How to increase the effectiveness of training senior officers in strategic communications?
•	 devising a new strategic communications course;
•	 conducting a one-week on-site or remote course

Training methodology:
•	 the purpose of the course is to enable students to plan and implement activities taking into 

consideration decisions, guidelines and principles of strategic communications;
•	 the essence of the training is to develop competences;
•	 the training comprises interactive lectures, self-learning and practical units, and it ends with a 

simulation oriented towards imitation of activities from the real service environment 

Identified content as well as training and educational requirements:
•	 the content derives from the conclusions drawn from the analysis of the STANAG ASCP-01 

requirements, and it covers:
•	 the understanding of the principles, decisions and guidelines of strategic communications,
•	 the use of these principles for planning the activities of one’s own department/division. 

Source: the author.

Fig. 4. Main conclusions drawn from the first part of the paper1

31 NATO Strategic Communication Handbook, 2017, ANNEX C.
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The concept of strategic communi-
cations works only when words and ac-
tions are mutually consistent. In military 
operations, this means that the narrative 
needs to be taken into account as early as 
the planning stage of operations. What 
is more, each soldier has to be aware of 
what his actions are communicating. 
The importance of StratCom principles 
is highlighted in the words by Admiral 
Michael G. Mullen32:31“To put it simply, 
we need to worry a lot less about how 
to communicate our actions and much 
more about what our actions commu-
nicate. We need an Information Order 
with an Operations Annex!”3332We 
must not forget about one thing in this 
context. In military operations as well as 
in civilian crises, time is usually the de-
termining factor. NATO is a large, hier-
archical institution, which often makes 
it difficult to communicate quickly. The 
key goal, however, should be that com-
munication is consistent with the ac-
tions that follow. Only then is it possible 
to win long-term public trust in the or-
ganisation. In order to achieve this goal, 
but also to be able to respond in a more 
timely manner, the staff of these organi-
sations must be aware of the importance 
of strategic communications. The first 

31 U.S. Navy, the 17. Chairman of the 
Joint Chiefs of Staff. 
32 https://www.jwc.nato.int/images/
stories/threeswords/InformationRevolu-
tion_Dec19.pdf [Accessed on: 2/05/2021].

crucial step in this direction is provid-
ing StratCom education and training, 
particularly to senior leaders and com-
manders.
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Although the Strategic Communication 
(StratCom) is a well-known term at least 
since the beginning of the millennium, it 
has recently become one of the most po-
pular fields of research and highly antici-
pated activity in the defence domain. It’s 
caused by the ever growing challenges of 
the information environment where the 
24/7 news cycle paired with 360o social 
media live coverage, creates information 
overload and results with everything be-
ing a matter of perspective, even a con-
flict with clear indications of a regular 
war. Ambiguity of perception brings am-
biguity of actions and this, in the worst-
-case scenario, leads to conducting wars 
without even starting them. 

NATO case study

In December 2020 Secretary General 
Jens Stoltenberg publicly launched the 
NATO 2030 Expert Group’s Report. The 
highly expected paper contains sugge-
stions aimed at bolstering “NATO’s po-
litical cohesion and ability to face new 

security challenges”1. One of the sub-
chapters draws the future of Strategic 
Communications in the Alliance. In 
many ways it also shows how StratCom 
is understood today and in which areas 
it will be further developed not only in 
NATO, also in wider global context. 

The report shows the importance of 
Strategic Communications for effective 
deterrence and its crucial role in coun-
tering disinformation, misinformation 
and propaganda. The overall agenda is 
set to prevent manipulated information 
intended at undermining trust in demo-
cratic institutions from achieving its de-
signed effect on NATO audiences2. The 
authors recognise the growing pace of 
the information environment transfor-
mation and significance of building re-
silience across the Alliance member and 

1 https://www.nato.int/cps/en/natohq/
news_179848.htm?selectedLocale=en. 
2 NATO 2030: United for a new era,  
25 November 2020, NATO HQ, Brussels, 
https://www.nato.int/nato_static_fl2014/
assets/pdf/2020/12/pdf/201201-Reflec-
tion-Group-Final-Report-Uni.pdf. 

kmdr por. dr Grzegorz Łyko 

Strategic Communication
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partner nations. It also highlights insuffi-
cient investments in StratCom capability 
building. The report shows that NATO 
continues to focus on objective and fac-
tual response, as the main means of coun-
tering hostile information activities. 

Recommendations given by the Ex-
pert Group evolve around communica-
tion capabilities transformation with 
emphasis on investments in human 
capital and new technologies, obtain-
ing objective driven approach as well as 
achieving proper level of information 
environment understanding paired with 
enhanced cooperation between member 
and partner nations, international or-
ganisations and academia. Everything to 
fight of the main threat, the disinforma-
tion. NATO 2030 suggest also to make a 
better use of outreach and high visibility 
events like ministerials. 

The report is in line with NATO Pol-
icy on Strategic Communications pub-
lished in 2009 where StratCom is defined 
as “the coordinated and appropriate use 
of NATO communication activities and 
capabilities – Public Diplomacy, Pub-
lic Affairs (PA), Military Public Affairs, 
Information Operations (InfoOps and 
Psychological Operations (PSYOPS), 
as appropriate – in support of Alliance 
policies, operations and activities, an in 
order to advance NATO aims”3. 

3 PO(2009)0141 NATO Strategic 
communications Policy, 29 September 
2009. 

At the same time the military part of 
the Alliance is working together with na-
tions to develop new Strategic Commu-
nications doctrine. In December 2018 
it has been decided to create a capstone 
document – AJP-104 and place it in the 
hierarchy of allied joint publications at 
the same level and next to doctrines for 
operations, planning, logistics or intel-
ligence. StratCom officially became one 
of the main pillars of military business in 
NATO. AJP-10 when approved will “pro-
vide guidance to NATO commanders 
and their staff at all levels of command”5. 

The original focus on communica-
tion capabilities shifted to more holistic 
understanding of StratCom with NATO 
Military Policy on Strategic Commu-
nication issued in July 20176. MC0628 
defined StratCom in the context of the 
NATO military, as “the integration of 
communication capabilities and infor-
mation staff function with other mili-
tary activities, in order to understand 
and shape the information Environment 
(IE), in support of NATO aims and ob-
jectives7”. This definition is currently be-
ing translated into deliverable set of so-
lutions, processes and procedures within 
AJP-10 development process. 

4 NATO Standard AJP-10 Allied Joint 
Publication for Strategic Communications.
5 AJP-10 Study Draft 2 released to the 
nations on 30 November 2020. 
6 MC0628 NATO Military Policy on 
Strategic Communications, 26 July 2017. 
7 MC0628.
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MC0628 although wider in nature 
than NATO Policy on StratCom does 
not contradict the higher level docu-
ment. It just recognizes the benefit of 
giving an official framework for coordi-
nating communication capabilities with 
other activities in the military context. 
Both definitions are highly functional 
and tailored for their purpose and the 
practice of the last four years showed 
that both documents can coexist and be 
effective. It is of course almost certain, 
especially in the light of NATO 2030 
report, that the 2009 policy will have to 
be eventually updated, since the frame-
work given by this document is already 
practically expanded by one of the main 
current challenges NATO faces, effec-
tive deterrence. The fact that deterrence 
is purely a StratCom effort only proves 
that if necessary interdisciplinary char-
acter of strategic communication will 
find its way even in face of regulatory 
limitations. 

Understanding StratCom

There have been many attempts to pre-
cisely define Strategic Communication 
across the last 10–15 years. As it was al-
ready recognised some of the definitions 
are highly functional and focused on the 
actual added value StratCom provides, 
some of them look at the broader picture 
trying to capture comprehensive nature 
of this term. It is very possible that the 
entire communicators community will 

never find one definition to satisfy all. 
Many practitioners decided already to 
skip theoretical discussions and focus 
on building an effective capability which 
will allow for taking ownership of the hi-
ghly contested today’s and future’s infor-
mation environment. 

The concept of coordinated com-
munication with the use of all means in 
organisation’s portfolio with the focus 
on wide variety of audiences is not new. 
On the contrary, communicators always 
had an ambition to synchronise and in-
tegrate their daily business with the rest 
of organisation’s activities which had a 
communications aspect. Taking into 
consideration that practically everything 
communicates, or at least everything has 
communication potential, the overall 
idea was simply to align words with ac-
tions. 

Since the very beginning it seemed 
to deliver significant challenges, even 
in the past, when the media landscape 
was significantly less complicated than 
today. However back then one could say 
that at least on paper the opportunity 
given by effective coordination looked 
achievable. The number of channels 
which were granting the access to wide 
audiences were limited and the actions 
undertaken by the organisation without 
media presence had fairly low probabil-
ity of being introduced to those audienc-
es. Of course in case of crisis everything 
was easily exposed, however the limited 
number of channels was always giving 
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many opportunities to overcome most 
of the obstacles. 

Today practically everything that any 
organisation does is or could be visible 
with the potential of being exposed to a 
wide audience within matter of seconds 
through the large number of channels. 
Everyone has a highly powerful media 
house in their pocket and can turn an in-
significant part of the organisation’s ac-
tivity into a headline in the mainstream 
media. Different perceptions, approach-
es and interpretations can cause instant 
gratification of well thought through ac-
tion or instant punishment for alleged 
felony which 48 hours ago was perceived 
as a norm. 

Strategic Communication is usually 
understood as an ability to engage in-
formation environment (IE) equipped 
with precise understanding, carefully 
designed actions, tools and capabilities 
to execute sophisticated campaigns with 
the ultimate objective to shape th  IE ac-
cording to the overarching strategy. It has 
to be stressed that something that began 
as a simple idea to gather all communi-
cators around the same table8 ended up 

8 James P. Farwell in his Persuasion and 
Power. The Art of Strategic Communica-
tion shows the origins of military view on 
StratCom. At the beginning the idea was 
“originated in 2002 in the office of then 
– Brigadier General Jack Catton at the 
Pentagon”. According to the senior infor-
mation policy and strategy advisor to the 
Joint Staff Ted Tzavellas cited by Farwell, 
“at its inception, Strategic Communication 

as a silver bullet for the challenges of the 
modern era. 

Couple of main tendencies in un-
derstanding StratCom can be identified 
across the spectrum of communication 
practitioners. The broadest one defines 
Strategic Communication as synchroni-
zation and integration of all communi-
cation efforts of the organization. In this 
case basically all stakeholders are identi-
fied as audiences. This model recognizes 
that each activity undertaken by the or-
ganization holds communication poten-
tial towards particular audience, so it can 
be characterized as audience-centric or 
in particular conditions effects-centric 
where the overarching aim is given by 
the designed behavioral change. The list 
of audiences is highly complex and starts 
with business, political partners or other 
key stakeholders and finishes with typi-
cal external and internal audiences. 

A national example of such ap-
proach can be found in UK, where Joint 
Doctrine Note 2/199 issued in 2019 pre-

was simply intended to bring practition-
ers of Public Affairs, Public Diplomacy, 
Information Operations, et all to the same 
table for them to independently pursue 
what they were each skilled at doing, but 
to do so under a harmony of interests and 
with knowledge of each other’s activities”.  
J.P. Farwell, Persuasion and Power. The Art 
of Strategic Communication, Georgetown 
University Press, Washington, DC, 2012. 
9 Joint Doctrine Note 2/19 Defence 
Strategic Communication: an Approach 
to Formulating and Executing Strategy. 
April 2019.
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cisely defined defence sector’s approach 
towards Strategic Communication. 
NATO Military Policy on StratCom, al-
though much more general, aspires to 
build similar approach to StratCom in 
the military part of the Alliance. Also the 
definition developed within one of the 
headline NATO StratCom COE projects 
“Improving NATO Strategic Commu-
nications Terminology” leads towards 
comprehensive understanding of the 
term, describing it as “a holistic approach 
to communication based on values and 
interests that encompasses everything 
an actor does to achieve objectives in 
contested environment”10.

However the comprehensive take on 
Strategic Communication is usually dif-
ficult to implement because it almost al-
ways requires institutional mindset shift 
and development of complexed dedi-
cated structures, which eventually have 
to overtake some of the authority held 
by different parts of the organization. 
Unfortunately what the communication 
practitioners could always count on is a 
limited availability of resources both in 
human and technological aspects paired 
with cautious encouragement given 
by the leadership to take control over 
the information environment. For this 

10 Improving NATO Strategic Com-
munications Terminology, NATO Strat-
Com COE, Riga, 9 June 2019, https://
stratcomcoe.org/publications/improving-
nato-strategic-communications-termi-
nology/80. 

purpose other, practical approaches to 
StratCom have been developed, where 
it is focusing on communication capa-
bilities and at most trying to implement 
StratCom mindset in other parts of the 
organization in order to achieve similar 
outcome as in case of holistic approach 
but with limited institutional change. 

The most commonly developed so-
lution addresses Strategic Communica-
tion as synchronization and integration 
of communication focused on external 
and internal audiences reached through 
different media channels including the 
social media platforms. It is more or less 
expanded version of previous Public Af-
fairs endeavor enriched with additional 
planning efforts and deeper understand-
ing of information environment provid-
ed by expanded monitoring and analyses 
solutions. Some organizations decided 
to simply describe Strategic Communi-
cation as a set of counter-disinformation 
and counter-propaganda measures, 
where StratCom is mainly viewed as a 
response to set of threats in the infor-
mation environment understood in this 
case as media sphere. 

Additional aspect of the highly con-
tested information environment is given 
by the technology factor, where ever-
changing software and hardware solu-
tions, expanding use of artificial intel-
ligence and the challenge provided by 
big data, directs some of the StratCom 
efforts towards technological character-
istics of the information environment. 
It’s visible especially in the context of 
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social media, where omnipresent algo-
rithms build information bubbles eventu-
ally leading towards polarization of differ-
ent audiences and at the same time data 
gathered on users serve as a foundation 
for expanding the direct communication 
channels which eventually exposes those 
audiences to unfettered information. 

Pending on previously mentioned 
models, IE is seen as combination of 
physical, virtual and cognitive dimen-
sions or just a media sphere which in-
cludes social media channels. There 
are benefits and challenges of both ap-
proaches, where the first is definitely 
most comprehensive and accurate how-
ever basically projects at least parts of 
responsibility for policy, strategy or op-
erational aspects to StratCom acknowl-
edging that practically every activity is 
aimed at having an impact on some kind 
of decision making process, therefore in-
fluences it, so is communicating with the 
overall aim to achieve an effect on the 
behavior, attitude or beliefs of particular 
audiences. 

Perceiving the information environ-
ment only as a media sphere, although 
incorrect and constraining, assigns a 
clear set of responsibilities to StratCom 
and allows communication practition-
ers to focus on core business of engag-
ing with external and internal audiences 
through well-defined channels. It’s a con-
venient and easier to deliver approach 
which can be treated as an interim solu-
tion on the path to development of full 
scale StratCom capability. 

Role of the communicator

The idea that everything communica-
tes, all actions affect the decision ma-
king process and that the information 
environment could be seen as basically 
everything that surrounds us in the real 
and digital world as well as in the cogni-
tive domain leads to the conclusion that 
role of the communicator has to expand 
significantly. 

Today’s communicators face ex-
tremely elevated levels of expectation. 
They have to grasp the information en-
vironment using: detailed and correct 
understanding of differ aspects of IE 
including all target audiences and in-
formation systems, constant coopera-
tion within the short, mid and long term 
planning incorporating the effects based 
approach or expert skills in effective use 
of all available channels on the media 
landscape. Their level of ambition should 
result with a swift achievement of the 
strategic objectives and making sure that 
attitudes, behaviours and beliefs of target 
audiences are exactly where the overall 
organisation’s strategy needs them to be. 
One would assume that the achievement 
of such level of expectations is followed 
by resources tailored for this incredibly 
complicated task, however the manning, 
budget or tools used by the typical com-
munications sections/branches doesn’t 
differ so significantly from the resourc-
es available 10–15 years ago when the 
communication were focused on main-
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stream media and maybe on internal 
communication efforts.

It is clear that whichever StratCom 
model will be chosen by the organiza-
tion, it is required to provide particular 
set of capabilities and functions to ben-
efit from incorporating the StratCom 
mindset. They include:

– monitoring and assessment ca-
pability to provide sufficient level of in-
formation environment understanding 
including audience and information sys-
tems analysis;

– staff element responsible for plan-
ning within short, mid and long term 
perspective;

– coordination staff element to im-
plement narrative synchronization and 
communication integration of all activi-
ties;

– execution capability to conduct 
media and other forms of engagement;

– evaluation staff element to con-
duct measures of activity, performance 
and effect as well as entire system assess-
ment including different forms of feed-
back;

– education and training staff ele-
ment focused on internal audiences.

Way ahead

The ambiguity was always in place, when 
it came to defining crises and conflicts. 
What is changed, is the global Informa-
tion Environment. The challenge lies not 
with the truth, but with communicating 

the truth. In the end, it’s not only about 
objectivity and being accurate, truthful 
and precise, it’s also about being credi-
ble due to subjective perceptions of tar-
get audiences. Credibility is the ultimate 
goal for all communicators, however ac-
tually it doesn’t depend fully on the pro-
fessionalism of communicating actions, 
it depends also on the perception of au-
diences. The audience brings a variable 
to the communication equation, which 
is highly difficult to assess. Credibility is 
not easy to gain and it’s hard to maintain, 
especially in the defence domain, where 
sometimes the adversaries use operatio-
nal methods of influence to push “their 
truth” forward. StratCom is aspiring to 
be the key capability for the defence sys-
tems in democratic countries to counter 
such methods.
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In the previous part of the series, the au-
thor made an attempt at explaining to the 
readers what psychological operations 
(PsyOps) are. Over the course of his con-
siderations on their essence, he came to 
the conclusion that discussing the issue 
by means of a doctrinal and methodolo-
gical description would not fulfil its role 
in this bulletin. Quoting dry terms, de-
finitions, and extensive command cycle 
processes, although this would be in line 
with the training methodology widely 
applied in the Polish Army, may turn out 
to be incomprehensible to the readers. In 
the case of the specific nature of activi-
ties referred to as non-kinetic, choosing 
such a method of narration could only 
blur the subject matter even more rather 
than clarify it. For this reason, a diffe-
rent solution was adopted. The reader 
was first presented with a historical case 
study ‒ a fragment of a historical conflict 
based on non-kinetic activities and its 
outcome. Then, the text contained a brief 
analysis of the conflict, with references 
to the contemporary perception of the 

issue and to the normative documents of 
the Polish Armed Forces and the North 
Atlantic Alliance.

The above solution will be repeated 
in this article. However, it should be re-
membered that, as the main title of the 
series suggests, the previous part offered 
only the basic information package “in a 
nutshell”, which served to equip the read-
ers with the required knowledge that 
would empower them to look at another 
historical case study from the perspec-
tive of a person familiar with the ‘trade’ 
of a PsyOps officer.

This is all the more important be-
cause, in the author’s opinion, the issue 
of information operations is a concept 
much broader than that of psychologi-
cal operations. This is another process 
with a separate functional mechanism. 
For this reason, before another historical 
heroes who, in their time, incorporated 
InfoOps in their war strategies, take the 
floor, it is necessary to have at least a 
minimum understanding of the Polish 
theoretical background in this field. This 

Capt. Maciej Dmochowski, PhD 

PSYOPS vs. INFOOPS and STRATCOM – Similarities, 
differences, relations – Part II (INFOOPS)
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will allow us to make an initial attempt 
at answering the question: What is In-
foOps?

First of all, the Polish doctrinal doc-
ument DD-3.10 (A) – Information 
Operations, which regulates the func-
tioning of InfoOps in Poland, clearly 
separates information operations from 
information activities. These seemingly 
identical terms are defined by the above 
doctrine as follows: 

Information operations ‒ these 
are tasks coordinated by a staff function 
consisting in analysing the information 
environment, planning, integrating, and 
evaluating information activities in or-
der to create desired effects on the will, 
situational awareness, and capabilities of 
adversaries (potential adversaries) and 
other approved audiences in support of 
mission objectives and the goals of stra-
tegic communications1. 

Information activities ‒ these 
are actions designed to affect approved 
audiences, information, and informa-
tion systems with the use of appropriate 
capabilities and tools. They can be per-
formed by any actor and include the use 
of protection measures preventing the 
impact on one’s own information and 
information systems2. 

It is clear that the situation is similar 
to doctrine DD. 3.10.1 (B) – Psycholog-

1 DD-3.10(A) Operacje Informacyjne 
[Information operations], Bydgoszcz 2017 
[Training 943/2017], p. 15.
2 Ibidem, p. 15.

ical operations, but with an even greater 
level of difficulty in deciphering the con-
tent. At the beginning, two confusingly 
similar terms are introduced, which are 
sometimes even used interchangeably in 
colloquial military parlance (such as psy-
chological activities and psychological 
operations). In addition to the concepts 
already defined in the first part, such as: 
approved audiences3 and effects4, there 
are some new concepts introduced. For 
example, the term capabilities used in 
both definitions does not coincide with 
the dictionary meaning of this word, 
and may include both psychological 
operations, Civil-Military Cooperation 
(CIMIC), or even physical destruction. 

The conceptual trees growing be-
hind the façade of both seemingly con-
cise and legible definitions become as 
branched as in the PsyOps doctrine. 
They are associated not only with the 
NATO doctrine Allied Joint Doctrine 
for Information Operations or the sup-
porting documents ‒ Bi-SC NATO In-
formation Operations Reference Book, 
but also with the guidelines of the entire 
Alliance policy ‒ NATO Military Policy 
on Information Operations. The Allied 

3 PSYOPS vs. INFOOPS and STRATCOM 
– Similarities, Differences, Relations – Part 
I: PSYOPS [In:] “Akademickie Centrum 
Komunikacji Strategicznej. Biuletyn” 
[Bulletin of the Polish Academic Centre for 
Strategic Communications], 1/2021, p. 61.
4 Ibidem, p. 66.
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guidelines do not have their Polish mir-
ror-image counterparts.

For this reason, in order to at least try 
to introduce the reader to the mysteries 
of InfoOps, let us turn to history for an 
example. This time, we will not tap into 
the experience of the legendary Carthag-
inian commander Hannibal, and we 
will change from an exotic elephant to a 
more familiar horse. We will also move 
the theatre of warfare from the ancient 
sun-baked Italian mountains and valleys 
to the territories on the Vistula River, 
1800 kilometres away from the Tiber. 
We will travel forward in history by al-
most the same number of years to a time 
when, just like Rome and Carthage, the 
Polish-Lithuanian Commonwealth and 
the power of Moscow entered a series of 
titanic duels. 

CASE II

The 70’s of the Golden Age. In the Polish-
-Lithuanian Commonwealth, Stephen 
Báthory, a Hungarian, took the deser-
ted throne. Báthory’s character ‒ a ruler 
who “smelled like a soldier” ‒ was already 
known quite well. Nobody knew, howe-
ver, that during his ten-year reign (1576-
1586), the king would conduct a war 
campaign on a scale that had not been re-
membered since the Battle of Grunwald. 
The Union of Lublin and the creation of a 
unified Polish-Lithuanian state brought 
‘as a dowry’ the long-lasting competi-
tion between Lithuania and Moscow for 
the lands of Ruthenia. Tsar Ivan IV the 

Terrible, shrouded in the black legend of 
a bloody despot, was frantically arming 
himself. His goal was to seize Livonia, 
which belonged to the Commonwealth 
and covered the territory of the present-
-day Baltic states, and thus make the first 
attempt at what Alexander Pushkin la-
ter described in the following way: […] 
В Европу прорубить окно, Ногою 
твердой стать при море. (W Jew-
ropu prorubit okno, Nogoju twierdoj 
stać pri morie).

In 1577, the tsarist army, under the 
personal command of Ivan, attacked 
Livonia and occupied its lands as far as 
the Daugava River. The stakes were high, 
because there was a lot of money to be 
gained or lost. Moscow had grain, and 
Europe was eager to buy virtually any 
quantity. However, the Tsar had only a 
port in Arkhangelsk, located in the far 
north, on the White Sea, which could 
freeze for 7 to 9 months a year. He need-
ed ports in the Baltic Sea, and Livonia 
had them. On the other hand, for the 
Grand Duchy of Lithuania, the Daugava 
River was the main trade route, and the 
entire Commonwealth was the main 
grain exporter to the Western Europe-
an powers And it was supposed to stay 
that way. Meanwhile, the conquest of 
the Daugavpils Fortress by Ivan IV, en-
dangered the Lithuanian capital city of 
Vilnius like never before. Furthermore, 
the inhabitants of Livonia (which joined 
the Commonwealth on their own), who 
had been often treated with cruelty by 
Muscovites, were Polish citizens and 
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needed protection. When ascending the 
throne, Báthory signed so-called pacta 
conventa, an agreement of a public-legal 
nature in which he undertook to return 
Livonian lands under the authority of 
the Crown.

However, in addition to having a 
sadistic streak, Ivan the Terrible was 
an experienced and crafty politician. 
He announced that he was only at war 
with the Germans living in Livonia. He 
showed mercy to Polish and Lithuanian 
prisoners, and even at times was gener-
ous enough to release them and shower 
them with gifts. At the same time, he was 
deftly putting forward ever greater terri-
torial demands.

Báthory, on the other hand, was the 
king of a united but highly decentralised 
state, ruled by a quarrelsome Seym, act-
ing by the votes of independent nobility 
that adhered to Aurea Libertas (Golden 
Liberty) and were free to choose their 
own ruler. The Treasury was empty, and 
the army under royal banners was very 
small. The military of the Common-
wealth was based on a mass mobilisa-
tion (levée en masse) and private units 
of magnates with their funding. In the 
words of the writer of the time: […] an-
archy has spoiled all good customs and 
replaced them with ruthless crimes, 
murder, rape, looting, harquebus kill-
ings, lechery, usury, perjury, luxury, 
and the loss to many other hideous 
misdeeds. And looking further into the 
knightly affairs and all the other cases 
of misrule, which have spread across 

the military, this is why all the warfare 
has been hindered. […]5

Despite the above, Báthory turned 
the Commonwealth, which was almost 
devoid of any budget, professional army, 
and self-defence capabilities, into a su-
perpower. He could not do this by force 
or with the limited royal prerogatives. 
He resorted to a different kind of weap-
on ‒ information.

Unlike in Lithuania, the war in the 
eastern reaches did not concern the Pol-
ish lands of the Crown, so it was not a 
vital interest of the local nobility or local 
magnates. And the king needed it to be 
approved by the Seym. He needed mon-
ey and soldiers. The nation had to be 
persuaded with official speeches, printed 
edicts, well-aimed appeals announced 
by heralds, in a word ‒ with royal agita-
tion.

The king, however, was a Magyar. He 
was still learning Polish. He did not want 
to embarrass himself with broken Polish. 
Luckily, the king was not alone in his in-
tentions. In his immediate surroundings, 
he found a man with whom he created a 
successful tandem of power and whom 
he promoted almost to the rank of vice-
roy. That man was Jan Zamoyski, a tal-
ented politician, good leader, and friend 
of the king elect. He served as Deputy 
Chancellor, then Grand Chancellor, and 

5 P. Jasienica, Rzeczpospolita Obojga 
Narodów [The Polish-Lithuanian Com-
monwealth], Vol. 1, Srebrny wiek [Silver 
age], Warsaw 2018, p. 101.
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Great Hetman of the Crown. He was fit 
for the king’s plan like no one else. 

Most probably, it was his initiative to 
establish the first field printing house in 
the history of Poland, referred to as “the 
flying printing house”, under the royal 
privilege of 22 February 1577 granted 
in Bydgoszcz. It accompanied the king 
wherever he went, be it in a country 
in time of peace or in a war abroad. 
Zamoyski was supposed to maintain 
strict supervision over its activities. This 
is how a powerful, well-organised war in-
formation operation began. Apart from 
printers, the king employed eminent 
philologists. Even the poet Jan Kocha-
nowski discreetly lent the king his quill. 
The main task of this peculiar press office 
was to promote the royal plans, tout suc-
cesses, and convince people about the 
rationale behind the politics and war.

In 1578, the Seym passed special tax-
es and announced an extraordinary draft 
for the following two years. Influenced 
by the agile agitation, the multi-national 
army of several dozen thousand soldiers 
was concentrated in the town of Świr, 
north of Vilnius. On 26 June 1579, the 
official declaration of war was delivered 
to Moscow. After intense logistical prep-
arations and military reforms, Báthory 
set off into the battlefield, with insepa-
rable Zamoyski by his side. From then 
on, any news about the progress of war 
was subject to restrictions. The pressing 
plant of the “flying printing house” pro-
duced official announcements about the 
war, copies of official acts, ordinances, 

appeals, and other state documents. The 
products of the printing house were tar-
geted at various audiences: at the adver-
sary and at the international troops of the 
Commonwealth, at the audiences in the 
country and abroad. They were printed 
in several languages: Polish, Latin, Hun-
garian, German, and Russian.

On 12 July 1579, the “flying print-
ing house” issued a comprehensive Latin 
manifesto clarifying the objectives and 
legitimacy of the ensuing campaign. It 
was translated into Polish, Hungarian 
and Russian, and read out even to rank-
and-file soldiers, providing them with a 
basic set of required and approved infor-
mation.

The King and Zamoyski also knew 
about the abominable atrocities com-
mitted in Livonia by Muscovites on the 
orders of Ivan IV the Terrible. The pop-
ulations of Europe were also aware of 
them, e.g. from the published drawings. 
The armies of cities and fortresses that 
did not want to capitulate preferred to 
blow themselves up with the gun pow-
der gathered for defence so as not to fall 
into the hands of Muscals. During the 
pacification of the city of Schwarenburg 
(now Gulben in Latvia), women were 
raped, and men were dismembered, 
torn apart with horses, and impaled. It 
had been rumoured that the tsarist car-
riages and cannons were passed through 
the marshes on platforms made of living 
prisoners tied up together. It was decided 
to effectively make use of this image and 
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present the Commonwealth’s army in a 
completely different light. 

The royal printing house copied a 
number of “military articles” from the 
time of Báthory’s war with Gdansk, em-
phatically banning similar practices:

Whoever robs the church, even if it 
were in an enemy’s land, will be pun-
ished with death […]

Whoever dishonours a girl or 
woman, even if it were in an enemy’s 
land, will be rightly punished with 
death penalty […]

It is forbidden to kill virgins, wom-
en, children, and the elderly in an en-
emy’s country.6

Whoever looted anything or stole 
food, fish from ponds, or even honey 
from apiaries ended up on the gallows. 
The same punishment awaited those 
who disobeyed the orders of the cavalry 
captain or lieutenant. 
When the army of the Commonwe-
alth arrived at Polotsk, the printing ho-
use prepared a universal addressed to 
the defending soldiers and to all of the 
tsar’s subjects. It enumerated the tsar’s 
inglorious deeds and crimes, while hi-
ghlighting the Polish efforts to resolve 
the conflict amicably. What is more, the 

6 P. Jasienica, Rzeczpospolita… [The 
Polish...], p. 109; J. Besala, Alkoholowe dzieje 
Polski. Czasy Piastów i Rzeczpospolitej 
szlacheckiej [Alcoholic history of Poland. 
The times of the Piast Dynasty and the 
Polish Noblemen’s Republic], Poznań 2015, 
pp. 206-207.

universal presented the main slogan of 
the campaign, which stated that Báthory 
had started a war with the tsar, and not 
with his subjects, and included a call to 
surrender. The defenders were given the 
privilege of choosing: they could switch 
sides and start supporting the king or go 
free to Ivan, keeping their belongings. 
More importantly, after the siege and 
surrender of the fortress, the promise 
was kept. Special guards were even ap-
pointed to ensure the safety of the sol-
diers leaving the fortress.

However, the war lasted seven sea-
sons farther and farther away from the 
homeland borders, consuming con-
siderable sums of money. On the other 
hand, pursuant to the Henrician Arti-
cles, which forbade to “lead the Crown 
Knighthood beyond the Crown borders 
of both the nations as war-time custom 
has it, nor by any custom whatsoever 
[…]”7, the nobility showed great reluc-
tance to pay further taxes on the army, 
which threatened to collapse the cam-
paign. Fortunately, Zamoyski remained 
vigilant and was doing his best to coun-
teract this turn of events. After another 
strong fortress had been conquered (Ve-
likiye Luki, which had never lain with-
in the borders of the Grand Duchy of 
Lithuania), the royal press immediately 
wrote published a brochure entitled The 
Edict of Stephen Báthory of 6 Septem-

7 P. Jasienica, Rzeczpospolita… [The 
Polish...], p. 121.
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ber 1580, from Velikiye Luki, sent to 
the Polish nobility. It described in detail 
all the military achievements, the brav-
ery of soldiers, and the military talents 
of the command, emphasising the use-
fulness of the entire undertaking for the 
country. The message turned out to be 
effective, and the nobility continued to 
pay, though reluctantly.

As mentioned, all information from 
the front was subject to strict royal con-
trol. Báthory and Zamoyski ensured a 
consistent message and undertook coun-
ter-propaganda measures. Already at the 
beginning of the information operation, 
on 27 July 1579, the king forbade send-
ing any sealed letters from the territories 
where his troops were operating. What is 
more, general preventive censorship was 
introduced. It applied to all unauthor-
ised letters, scenes, and drawings in any 
way related to the royal agenda and mili-
tary operations. From 7 February 1580, 
for publishing such content without 
prior permission, let alone presenting 
royal activities unfavourably, the print-
ers could be punished with death.

Thanks to these efforts coordinated 
by Zamoyski, the tsar remained largely 
politically isolated and deprived of allies. 
The broad public opinion was either fa-
vourable or neutral to the martial deeds 
of Báthory and his troops. Ultimately, 
the war between the Commonwealth 
and Moscow ended with Poland’s suc-
cess and the signing of a ten-year truce 
in the village of Jam Zapolski on 15 Janu-
ary 1582. The Commonwealth regained 

the Polotsk land and, without a fight, all 
Livonia. Still, even then, appropriate ef-
forts were made to shape the proper im-
age. The emaciated army was leaving the 
tsar’s lands “beautifully, on good terms, 
and with dignity, so that the enemy 
had something to admire”8.

***
What would the Polish-Moscow war 
look like in terms of the contemporary 
PsyOps officer’s perception?

Unlike Hannibal, Stephen Báthory 
had been planning this war almost since 
the outset of his reign. During the plan-
ning phase, he understood the power of 
information and message management. 
However, he did not reduce it only to 
single psychological operations. He de-
cided to go beyond the tactical level and 
start activity at the operational level. His 
war council headed by Zamoyski, i.e. the 
equivalent of today’s general staff, was 
given the following task: 

(...) analysing the information en-
vironment, planning, integrating, and 
evaluating information activities in or-
der to create desired effects on the will, 
situational awareness, and capabilities 
of adversaries (potential adversaries) 

8 P. Jasienica, Rzeczpospolita… 
[The Polish...], p. 128; N. Davies, Boże 
igrzysko [God’s playground], vol. I-II, 
Cracow 2002, p. 403; T. Korzon, Dzieje 
wojen i wojskowości w Polsce. Epoka 
przedrozbiorowa [The history of wars and 
militarism in Poland. The pre-partition 
era], vol. II, Cracow 1912, p. 61.
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and other approved audiences in sup-
port of mission objectives (...).

Although it all surpasses the scope of 
PsyOps, it fits the doctrinal definition of 
InfoOps quoted above.

However, such a task could not in-
volve the entire staff in the form of the 
royal war council. The staff ’s duty is to 
conduct the entire military operation, 
and it cannot focus only on one of its 
components. This task can be success-
fully carried out by the staff ’s unit of psy-
chological operations. 

InfoOps is, therefore, a staff function, 
and the InfoOps officers are responsible 
for coordinating the non-kinetic activi-
ties of PsyOps, CIMIC, Military Public 
Affairs, and other formations, e.g. the 
Military Police, depending on the needs. 
It should not be forgotten that an in-
formation operation consists not only 
of elements commonly associated with 
the transmission of information such as 
radio, television, the Internet, posters, 
leaflets, or murals. Contrary to appear-
ances, it also includes lethal activities in 
addition to activities based on non-le-
thal measures. At a given moment, apart 
from physical effects, the use of force or 
the refraining from bloodshed causes 
also a psychological effect and conveys 
a specific message that brings about the 
desired informational effect. 

In the case of Báthory, the reliable 
Hetman Jan Zamoyski played the role 
of an InfoOps officer. He conducted 

what we would today call the Informa-
tion Environment Assessment (IEA). He 
identified the disinformation and hostile 
narratives of Ivan the Terrible and drew 
conclusions about his capabilities in or-
der to be able to successfully compete 
with him, and also with the potential 
adversaries within the pan-European 
infosphere who could be inimical to the 
actions of the Commonwealth. (At the 
time, the Muslim Ottoman Empire, and 
not the Orthodox Christian Orthodox 
Russia, was considered the main enemy 
of Europe.)

In military jargon, the aforemen-
tioned “capabilities” should be under-
stood as building structures, gathering 
a desired level of weaponry, equipment, 
training, etc., i.e. meeting all the neces-
sary requirements to take effective ac-
tion and advance intended goals. 

It should be pointed out, however, 
that InfoOps itself has no capabilities as 
a staff function. Zamoyski did not have 
them either. For this reason, with the 
king’s consent and understanding, he de-
cided to create them in the form of the 
“flying printing house”. PsyOps and the 
Military Public Affairs became his ca-
pabilities. Nowadays, at the operational 
level, PsyOps, including the Polish Psy-
Ops, also has the capability of using mo-
bile field printing houses.

Zamoyski did not restrict himself 
to that. Through royal ordinances, he 
also tried to coordinate and control the 
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Military Public Affairs, and even the 
Public Affairs. The actions of printers in 
the country (today’s press sections) were 
limited by explicit guidelines (preventive 
censorship), and non-compliance could 
lead to severe consequences (including 
the death penalty). Similarly, the Bátho-
rian PsyOps, the use of which was meant 
to allow control over the content and the 
way it is disseminated, could only release 
products (letters, pictures, and draw-
ings) that passed the then equivalent of 
today’s Approval Process9. If Product 
Approval Sheets (documents certifying 
approval of psychological impact prod-
ucts by the general military commander, 
and his subordinate staff units and ad-
visers, authorising the production and 
distribution of the products) had been in 
use at that time, Zamoyski and the king 
himself would have been top approvers.

Acting as an InfoOps officer, the 
Hetman also secured counter-propa-
ganda activities, probably by coordinat-
ing the operation of the formations simi-
lar to today’s Military Police and (Mili-
tary Counterintelligence Service), which 
were responsible for controlling and 
blocking all sealed (and thus secret) cor-
respondence from areas covered by the 
activities of the Commonwealth’s troops. 
Moreover, this coordination also turned 
into lethal activities, more specifically 
into curbing the excessive use of force. 

9 PSYOPS vs. INFOOPS and STRAT-
COM…, pp. 61-62.

Examples include stopping the slaughter 
of the defenders of Polotsk and appoint-
ing guards to protect them, while touting 
the tsar’s extreme cruelty and crimes and 
the king’s efforts to resolve the conflict 
peacefully. The dissemination of the de-
scription of the entire undertaking could 
have counteracted the emergence of the 
threat described as say-do gap, i.e. a clear 
discrepancy between the presented atti-
tude and the actions. The royal universal 
promised the fortress troops an honor-
ary choice, freedom, and security if they 
capitulated. Keeping that promise and 
guaranteeing the security with guards 
were to convey a clear message ‒ espe-
cially if we were to compare the actions 
of the Commonwealth to the actions of 
the tsarist troops and their extremely 
brutal pacification of the people of Livo-
nian Schwarenburg. 

In summary, Stephen Báthory ‒ Jan 
Zamoyski tandem conducted the first 
full-scale information operation in the 
history of Poland and Lithuania using 
PsyOps. Therefore, it should not be a 
surprise that it is the famous Hungarian 
king who was chosen the patron of the 
Polish PsyOps, represented by the Polish 
Central PSYOPS Group (PCPG).

This is the end of the second part of 
the series that is an attempt at perceiv-
ing the non-kinetic activities in a slightly 
different light, in line with the narrative 
of its continuation on the pages of this 
Bulletin. However, it is worth drawing 
the reader’s attention to the last fragment 
of the InfoOps definition quoted in the 
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introduction, which says that these are 
activities “in support of mission objec-
tives and the goals of strategic com-
munications”. If we were to attempt a 
more picturesque, marine description 
of the issues discussed in the articles: to 
the interested parties, the PsyOps was to 
be a kind of military port located at the 
mouth of the bay. In this port, the train-

ing was held to enable sailing off to the 
open waters of the InfoOps sea. There, by 
learning to navigate among the mislead-
ing terms and definitions of information 
operations, a series of preparations were 
made to set a course for the most tur-
bulent and restless area ‒ the StratCom 
ocean.
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The challenge posed by the outbreak of the 
COVID-19 pandemic in 2020 has called for 
extraordinary crisis management measu-
res, often involving cooperation between 
the military and civilians. These two do-
mains are successfully bound by the Polish 
Territorial Defence Forces (TDF, Polish ab-
breviation: WOT), which ‒ thanks to their 
specific nature and flexibility ‒ have proven 
to provide effective support for the forces 
and services of the non-military subsys-
tem. This effectiveness is evidenced by the 
communication conducted by TDF during 
the crisis via numerous channels, including 
social media. Due to the growing popula-
rity of social networking sites, soldiers have 
been able to not only boost social awareness 
of the risk but also shape the desired brand 
image by building relationships with users 
and engaging them in co-creating value. 
Therefore, social media are a widely-used 
tool of persuasion, which is confirmed by 
the review of the TDF social media profiles 
that were set up in 2017. The effectiveness of 
media activities is evidenced by the increase 
in the accounts’ reach ‒ the number of fol-
lowers has at least doubled since 2019 and 

now amounts to 81 thousand on Facebook, 
17.2 thousand on Twitter, 19.5 thousand on 
Instagram, and 8.35 thousand on YouTube. 
For the sake of methodological clarity, the 
issue of building relationships with users by 
TDF is analysed based on the Aristotle’s con-
cept of rhetorical communication1 and Ro-
bert B. Cialdini’s principles of persuasion2. 

1 There are three essential components 
determining the effectiveness of a means 
of persuasion: ethos (convincing recipients 
about the credibility of the sender by placing 
emphasis on his/her character, competence, 
or experience), pathos (evoking an emotional 
reaction in the recipients, e.g. agitation, nos-
talgia, delight), and logos (referring to some 
logical arguments and creating a rational, co-
herent narrative). Aristotle, Retoryka; Poetyka 
[Rhetoric; Poetics], Warsaw 2004, 1356a.
2 When classifying the methods of in-
fluencing others, Cialdini distinguished 
the following principles: liking (the sender 
seems more convincing if he/she is friend-
ly, attractive, and similar to the recipient); 
authority (the recipient is more submissive 
to the sender whom he/she perceives as a 
role model); commitment and consistency 
(by voluntarily and publicly advocating a 
certain idea, the recipient feels obliged to 

Dorota Domalewska, PhD
Marlena Zadorożna, PhD

Persuasion in social media: the TDF narrative
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The starting point is to recognise social me-
dia as a communication space where publi-
shed posts constitute communication acts 
that perform a persuasive function, thus 
influencing the behaviour and attitudes of 
the recipients.

Examples of persuasive techniques

In the pandemic crisis, the use of the natio-
nal security system required establishing 
Military Task Forces of the Armed Forces, 
whose job was to support the Polish heal-
thcare system as part of the national crisis 
management structures. By order of the 
TDF Commander, the territorial defence 
soldiers were put on high alert readiness, 
and all activities within the territorial mi-
litary service were aimed at the operation 
called “Resilient Spring”, which was laun-
ched on 6 March 2020. The objectives were 
to mitigate the crisis and to strengthen 
the resilience of local communities to the 
new reality. The training activities of TDF 
were suspended, and the soldiers’ efforts 

adopt an attitude aligned to previous be-
haviour); reciprocity (the recipient feels an 
internal need to repay someone who has 
offered him/her something); scarcity (the 
recipient appreciates what is rare, unique, 
or difficult to achieve); and consensus (so-
cial proof) (the recipient makes a decision 
based on the observation of other people, 
assuming their behaviour is appropriate). 
R.B. Cialdini, Wywieranie wpływu na ludzi: 
teoria i praktyka [Influencing people: theory 
and practice], Gdańsk 1996.

were redirected towards providing those 
in need, including people in quarantine, 
with food, medicine, and medical equip-
ment3. Due to the progressing pandemic, it 
was necessary to modify the nature of the 
actions taken. As a result, in June “Resilient 
Spring” was transformed into Operation 
“Enduring Resilience”, which was focused 
on extinguishing coronavirus outbreaks, 
and on supporting the forces and servi-
ces of the non-military subsystem in their 
efforts to contain virus transmission. An 
average of over 5.6 thousand soldiers were 
involved daily in the autumn “Enduring 
Resilience” campaign, which lasted from 
November to December 2020, and 3,130 
of them were volunteer soldiers and cadets 
of military academies4. The operation revo-
lved around five principles: Prevent, Trace, 
Isolate, Support, Repeat. The soldiers took 
swab samples for testing, helped the sick in 
isolation centres and residents of nursing 

3 K. Gąsiorek, A. Marek, Działania Wo-
jsk Obrony Terytorialnej podczas pandemii 
COVID-19 jako przykład wojskowego wspar-
cia władz cywilnych i społeczeństwa [Activi-
ties of the Territorial Defence Forces during 
the COVID-19 pandemic as an example of 
military support offered to civilian authorities 
and society], “Wiedza Obronna” [Defence 
Knowledge] 2020, vol. 272, Issue 3, pp. 67-72.
4 M. Pietrzak, Podsumowanie kampanii 
jesiennej operacji “Trwała Odporność” [A 
summary of the autumn campaign of Oper-
ation “Enduring Resilience”], 31/12/2020, 
https://media.terytorialsi.wp.mil.pl/infor-
macje/626157/podsumowanie-kampanii-
jesiennej-operacji-trwala-odpornosc [Ac-
cessed on: 24/08/2021].
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homes, and supported the police in moni-
toring compliance with self-isolation and 
quarantine measures. When informing 
about their actions to be taken, TDF em-
ployed traditional means of persuasion. 
One of them, and also the first component 
of a reliable and credible persuasive nar-
rative, was the principle defined with the 
Greek term ethos, i.e. invoking the specific 
qualities of the sender. The recipients’ belief 

in the credibility of TDF was reinforced 
by referring to role models, experts, and 
factual knowledge. The emphasis was laid 
on competence or experience. To promote 
vaccinations, the communications of TDF 
contained references to the utterances of 
soldiers who were also academics or me-
dics. The persuasive statement presented 
in Figure 1 was preceded by a profile de-
scription suggestive of someone serious, 

 
Territorial’s Credo:
I am the helping hand and shield for my community.
Cpl. Paweł Adamski, PhD Hab., 11th Mazovian Territorial Defence Brigade, biologist, Professor at the Insti-

tute of Nature Conservation, Polish Academy of Sciences
#GettingVaccinated
The Territorial Defence Force
28 April
OUR TERRITORIALS – #GettingVACCINATED
Biologist and Professor at the Institute of Nature Conservation, PAS. For many years he has been involved 

in clinical-microbiology research.
“I’m getting vaccinated – for a number of reasons. History tells us that vaccination is the most effective way 

to eliminate, or at least reduce, threats associated with serious infectious diseases. And #COVID is a serious and 
highly infectious disease. I hope that by getting vaccinated, I will be able to live safely, just like tetanus vaccination 
has allowed me to “get dirty” in soil or mud while out in the field, during training or while doing other things.

I know that vaccination – like any medical procedure – involves some risk of undesirable effects. But the 
risk is really low. The approved COVID-19 vaccines are effective and safe. The genetic material contained in 
them disintegrates once it has served its purpose. There is no way for it to interact with human genome.

It is likely that – as with other vaccines – I will feel some pain in my arm for a couple of days. I may 
be tired or run a fever. I believe this risk is worth taking if we want to live normally in a normal world”

Cpl. Paweł Adamski, PhD Hab., 11th Mazovian Territorial Defence Brigade
#OurTerritorials – this is who they are.

Source: https://www.facebook.com/Terytorialsi [Accessed on: 24/08/2021].

Fig. 1. The use of ethos in the process of persuasion
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self-confident, and well-respected person, 
and thus evoking acquiescence and a ten-
dency to submit to authority. An academic 
degree and even an outfit (in this case a 
uniform) are both elements that streng-
then the perceived social standing. Cial-
dini’s two principles correspond to the 
Aristotle’s ethos: liking and authority (see 
Footnote 2).

The tasks carried out by TDF were 
in line with the appeals of the Polish 
Chief Sanitary Inspector for providing 
special care to seniors and people with 
weakened immune systems. This was 
also reflected in the posts published on 
the social media profiles, thus revealing 
the second component of an effective 
persuasive narrative, i.e. pathos. In this 

case, the reasoning is hinged on an at-
tempt to evoke a specific emotional reac-
tion in the recipients. The intention of a 
message sender may be, for instance, to 
move and delight the recipients, and the 
means that he/she uses for this purpose 
often boil down to a vivid language or 
detailed descriptions. This mechanism 
is aptly illustrated in Figure 2, in which 
the image is not the background but the 
main content of the post. By illustrating 
the support of seniors, particularly those 
exposed to the severe course of COV-
ID-19, TDF pull at people’s heartstrings 
and stir strong emotions. By calling on 
the recipients to show empathy, pride, 
and patriotism, they immediately bring 
the image of “young Poles in uniforms” 

 Territorial Defence Forces ‒ Always ready, always close! TDF 3 April
Empathy is a foundation of leadership. Feel proud whenever you see young Poles in uniforms! 
#GettogetheratEaster #territorialdefenceforces #alwaysready #alwaysclose

Source: https://twitter.com/terytorialsi [Accessed on: 24/08/2021].

Fig. 2. The use of pathos in the process of persuasion
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to mind and, at the same time, strength-
en the desired brand image.

Emotions are also the foundation 
of Cialdini’s principle of reciprocity, ac-
cording to which the receiver feels the 
need to pay back. The slogans found in 
the messages of TDF are motivating and 
promote gratitude. A sense of obligation 
is the element that links this principle 
with the principle of commitment and 
consistency. During their information 
campaign, TDF referred not only to 
rational arguments but also to the pre-
vailing socially-approved trends and at-
titudes. This is reflected in the Cialdini’s 
principle of social proof, which is based 

on the observation of other people. In 
the example shown in Figure 3, persua-
sion is bolstered by logos ‒ a means of 
persuasion involving the use of logical, 
consistent, and rational arguments. In 
this case, the sender appeals to the recip-
ients’ intellect. TDF provide information 
and evidence, as well as quote specific 
statistics and dates, thus strengthening 
the credibility of the message. High-
lighting the vital role of TDF, and using 
references to the seniors and veterans in 
need, combined with poignant imagery 
and irrefutable data, reveal a rhetorical 
triad in which the three aspects ‒ ethos, 
pathos, and logos ‒ interact with and 

 
Territorial Defence Forces ‒ Always ready, always close! TDF 8 March
We continue to support the vaccination process of seniors and veterans! TDF offering support #territorial-

defence forces, since 24 February 1153 seniors and their family members have been vaccinated, including 1007 
with the first vaccine dose and 146 with the second one

Source: https://twitter.com/terytorialsi [Accessed on: 24/08/2021].

Fig. 3. The use of logos in the process of persuasion
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complement one other, thereby enhanc-
ing the phenomenon of persuasion. At 
the same time, they become the core of 
institutional trust, which is of particu-
lar importance in the time of the pan-
demic, as it determines the willingness 
to comply with recommendations and 
legal provisions. Although the level of 
social trust in Poland has remained low 
for years, research shows that the army 
enjoys the greatest trust among citizens5. 

5 I. Jędruszczuk, M. Pietrzak, Każdego 
dnia pracujemy na Wasze zaufanie 
[Everyday we work to win your trust], 
3/12/2020, https://media.terytorialsi.
wp.mil.pl/informacje/613528/kazdego-
dnia-pracujemy-na-wasze-zaufanie 
[Accessed on: 24/08/2021].

The results of the polls are undoubtedly 
influenced by the involvement of sol-
diers in crisis management activities and 
their constant readiness to provide help. 
The package of their services includes 
supporting medical staff in administra-
tive and logistic work; taking swab sam-
ples for diagnostic purposes, decontam-
inating rooms and equipment, and pro-
moting the National Vaccination Pro-
gramme. Some measurable outcomes 

include, for example, the construction 
of a temporary COVID-19 hospital on 
the premises of the 1st Transport Avia-
tion Base in Warsaw and the opening of 
a modular hospital for COVID-19 pa-
tients at the Military Institute of Medi-
cine (WIM).

 
territorial_defence_force
“I will support and defend my fellow countrymen, even when others have abandoned them”.
This is point 5 in our credo – a set of rules underlying our organisational culture that define us.
If I fall on my knees, it will be only to pick up those for whom I am responsible. I know they are counting on 

me. I understand them and we think alike. We always look in the same…

Source: https://www.instagram.com/wojska_obrony_terytorialnej/ [Accessed on: 24/08/2021].

Fig. 4. The principle of scarcity in the process of persuasion
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Although the narrative applied on 
the said social media profiles indicates 
that TDF are close to Internet users, the 
group is still trying to maintain the im-
age of an outstanding, unique commu-
nity, in line with the principle of scarcity 
(Fig. 4), which says that the recipients 
value things that seem unusual and un-
attainable to them. The posts presenting 
the TDF’s motto are filled with pathos 
and an elevated style, while the emphasis 
on the unique organisational culture of 
the group makes people more willing to 
join their structures.

Assessment of the persuasive 
narrative of the Polish Territorial 
Defence Forces (TDF)

The examples described in the article are 
merely a fragment of the wide repertoire 
of anti-crisis tasks carried out by TDF. 
Particular attention has been paid to the 
specific area of TDF activities, namely 
the awareness campaign aimed at cur-
bing the spread of COVID-19. In this 
case, the main channels of external com-
munication included public media, also 
social networking sites. The cited exam-
ples of published messages prove that 
persuasion techniques based on sender 
credibility, reinforced with logical argu-
mentation, elicit an intended emotio-
nal reaction in the recipients and make 
them more likely to change their beha-
viour or attitudes. Furthermore, these 
factors directly determine the quality of 

a relationship with the recipients ‒ the 
relationship which, in the media society, 
often has a unidirectional (para-social) 
nature, meaning that it is formed with 
a media personality6. It often replaces 
direct interpersonal contacts. The qu-
ality of the relationship built between 
on-line users and TDF is the product 
of the time the followers devote to me-
dia consumption and the commitment 
they display by commenting or sharing 
the content. There is an illusion of a re-
lationship where users feel a personal 
emotional connection with the sender, 
which encourages them to use the media 
constantly and thus satisfy their need for 
integration and socialising. TDF do their 
best to win favour with their followers by 
engaging and motivating them to share 
their knowledge and opinions. This type 
of interaction makes it possible to build 
common experiences and co-create va-
lues, which supports the brand. Accor-
ding to the theory of use and gratifica-
tion7, which is one of the classic research 
approaches to media, the experiences 
of recipients motivate them to or di-
scourage them from specific media use. 

6 J. Fras, Mediatyzacja komunikacji poli-
tycznej a przekraczanie tabu językowego 
[Mediatisation of political communication 
and overcoming linguistic taboos], Acta 
Universitatis Wratislaviensis 2009, vol. 21, 
p. 317.
7 M. Mrozowski, Media masowe. 
Władza, rozrywka i biznes [Mass media. 
Power, entertainment and business], War-
saw 2001, p. 266.
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Due to the increased reach of the TDF 
social media accounts, it is safe to assu-
me that TDF effectively use the dynamic 
environment of digital media in order 
to maintain a platform that facilitates 
the consolidation of positive attitudes 
towards the group. The TDF audience 
is generally aware of their own interests 
and their motivation behind connecting 
with the forces. They may have specific 
needs, and their attitude is the basic fac-
tor that determines the importance of a 
given social media profile. It seems that 
TDF meet user demands by providing 
information, offering the opportunity to 
confirm one’s system of values, and sa-
tisfying the need to belong. The content 
published by the group promotes social 
interaction and integration. At the same 
time, the specific features of the messa-
ges enables the implementation of prefe-
rences related to culture and emotional 
relaxation. The unfailing regularity of 
the messages fulfils the need for a reliable 
and coherent system of experience repre-
sentation. The TDF awareness-raising 
campaign was in line with the notion of   
building social resilience in a crisis, as 
the communicated information incre-
ased awareness of the risk. The effective-
ness of the information and promotion 

activities was determined by such factors 
as the reach of TDF influence stemming 
from a multitude of TDF social media 
accounts. Another crucial factor was the 
development of mediated communica-
tion during the COVID-19 pandemic. 
In such unique circumstances, the activi-
ty in cyberspace aimed at shaping public 
awareness and opinion not only transla-
ted into increased social interest in the 
territorial component but also became a 
reliable source of information. Both the 
precariousness of the pandemic and the 
information chaos brought about by the 
inundation of not-always-reliable media 
messages clearly aggravated the threat. 
The World Health Organisation even 
used the term “infodemic”, which means 
the excess of information, including false 
or misleading messages that generate di-
sinformation. Meanwhile, turning chaos 
into cooperation is the essence of an ef-
ficient crisis management. It seems that 
the territorial formation has risen to this 
challenge. Undoubtedly, thanks to the 
support of TDF, it was easier to minimi-
se the short-term negative consequences 
of the pandemic, and their actions had a 
positive impact on the overall image of 
the armed forces, proving their aptitude 
for completing complex operations
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Strategic Communications (StratCom) 
in the Polish Ministry of National De-
fence has been officially in operation for 
almost seven years, i.e. since the Deci-
sion of the Polish Ministry of National 
Defence (MON) on the Strategic Com-
munications System in the Ministry of 
National Defence was signed1. 

This document, based on the rele-
vant NATO documentation in this area, 
including doctrinal and standardisation 
documents, served as the foundation for 
building an end-to-end departmental 
system encompassing all the functional 
areas, i.e. Public Diplomacy, Public Af-
fairs, incl. Military Public Affairs, Infor-
mation Operations (InfoOps), and Psy-
chological Operations (PSYOPS). 

These fields of StratCom, the de-
tailed functioning of which is regulated 
by separate documents, require adequate 
coordination in order to ensure that they 

1 Decision No. 478 of 8 December 2014 
on the Strategic Communications System 
in the Ministry of National Defence. 

are all consistent in advancing the goals 
of the Armed Forces and the Ministry of 
National Defence. The above-mentioned 
Decision is, therefore, also a document 
that combines all the operations in the 
information environment into a coher-
ent whole. Pursuant to the Decision, the 
main task of Strategic Communications 
is to define the main topics, i.e. “commu-
nication challenges”, to be addressed by 
coordination operations in the Minis-
try, and to specify the overarching aims 
of StratCom, with their corresponding 
messages, to be coordinated across the 
Ministry.

The effective performance of the 
communication tasks calls not only for 
understandable challenges, objectives, 
and messages but, above all, for properly 
trained and skilled personnel. In order 
to be able to complete their tasks, these 
“communicators,” whatever their field of 
expertise, need to have the knowledge of 
other domains and be able to collaborate 
with experts from other fields. 

Lt. Col. Dariusz Niedzielski 

The concept of forming a professional public affairs 
service in the Polish Armed Forces
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Due to the fact that communication, 
by definition, is a dynamic and ever-
evolving process subject to global, oper-
ational, and tactical changes in the infor-
mation environment, the effectiveness of 
communication processes, as well as ca-
pabilities and opportunities to improve 
such processes, have been constantly 
examined and monitored since the said 
Decision entered into force. Communi-
cators’ operations and effectiveness, as 
well as their ability to respond to new 
challenges and plan their actions, are 
part of these analytical and identification 
processes. 

Due to the rapid development of dis-
information and propaganda tools, and 
the fact that adversaries, who often re-
main unidentified, use increasingly ad-
vanced tricks and techniques, StratCom 
personnel has to make constant efforts 
into broadening their knowledge and 
skill set. 

At the same time, because the target 
audience of propaganda and disinfor-
mation operations is an increasing part 
of society, communicators more and 
more often need to wear a teacher’s hat 
and explain to the public the techniques 
being used with respect to them. 

Taking into account all the above, 
during the few years that have passed 
since the Decision on the Strategic Com-
munications System in the Ministry of 
National Defence entered into force, it 
has become increasingly necessary to 
appoint a team of experts, i.e. a group 
of well-trained and self-development-

oriented personnel to deal exclusively 
with strategic communication issues on 
a full-time basis. 

One of the initial steps taken to this 
end was the drawing up and introduc-
tion of the Decision of 26 March 2019 
on the Rules Governing the Implemen-
tation of the Information Policy and the 
Functioning of the Public Affairs Service 
in the Ministry of National Defence2.

This document specifies the require-
ments for the press staff of the Polish 
Ministry of National Defence and the 
Armed Forces. It also defines the infor-
mation policy of the Ministry, outlines 
the guidelines for the operation of the 
public affairs service, with its tasks at 
various levels, and identifies the interde-
pendencies and rules of cooperation.

The Operations Centre of the Minis-
ter of National Defence (CO MON) has 
become the hub of the communication 
system, responsible for setting out and 
implementing the Ministry’s informa-
tion policy; content-related supervi-
sion over the operations of the Public 
Affairs Service across the Ministry; and 
coordination the performance of infor-
mation policy tasks. The competences 

2 Decision No. 47/MON of 26 March 
2019 on the Rules Governing the Im-
plementation of the Information Policy 
and the Functioning of the Public Af-
fairs Service in the Ministry of National 
Defence https://www.dz.urz.mon.gov.pl/
zasoby/dziennik/pozycje/tresc-aktow/
pdf/2019/03/poz._56_dec._Nr_47-sig.pdf 
[Accessed on: 19/08/2021].
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of the Centre also include delegating 
representatives of the Ministry’s organi-
sational units to appear in the media; 
implementing and coordinating aware-
ness campaigns regarding the Ministry’s 
crucial tasks; and providing in-service 
training to key personnel, especially 
commanders and communicators at 
various tiers.

Furthermore, the Decision describes 
the detailed tasks of the Public Affairs 
Service in the domain of the Ministry’s 
information policy in times of peace, 
crisis, and war, in line with the principles 
and priorities defined by the Minister or 
Director of CO MON. As a result, the 
duties of the public affairs staff include 
not only providing reliable and objective 
information to the public but also plan-
ning and coordinating cooperation with 
the mainstream media, and with the 
press services of state and local govern-
ment administration and NGOs, using 
the entire spectrum of available media, 
and, finally, implementing the informa-
tion policy and providing the media 
with conditions necessary for them to 
perform their functions, also in relation 
to military missions and operations.

With this Decision coming into 
force, it became possible to identify a 
pool of experts within the structures of 
the entire Ministry and to organise and 
properly channel the operations of the 
public affairs service, which in turn has 
boosted the effectiveness of the Minis-
try’s communication activities.

With clear-cut objectives and uni-
fied rules of operation, the Public Affairs 
Service is now becoming an increasingly 
efficient instrument of MON’s informa-
tion policy. Unfortunately, one main 
drawback remains ‒ the model of the ser-
vice does not offer any opportunities for 
career development or promotion. As a 
result, after acquiring specialist knowl-
edge and experience, communicators of-
ten transfer to another service to secure 
themselves promotion opportunities. 
On the one hand, this leads to the situ-
ation when basic training courses need 
to be administered for newcomers more 
frequently, but on the other hand, com-
munication skills can be disseminated 
throughout other corps and specialties. 
The latter element should, however, be 
relevant to more numerous corps and 
teams. 

Nevertheless, generally speaking, this 
hinders the functioning of the entire com-
munication system and slows down the 
processes that require knowledge, experi-
ence, and skills acquired and developed 
over the years in communication-related 
positions, to the same extent as it does in 
the case of specialist personnel, e.g. signal 
or logistics corps. This is especially detri-
mental in the age of fast advancement of 
the information environment, when it is 
of paramount importance to keep “up to 
speed” with the ever-arising challenges 
and opportunities. 

According to data for May 2021, 
among the staff holding positions in the 
public affairs structures, i.e. approx. 150 
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soldiers and civilian employees of the 
military directly responsible for com-
munication with the media, many had 
not received any proper training in this 
field. In addition, despite Paragraph 22 
of the aforementioned Decision No. 
47/MON on the implementation of the 
information policy, employees are still 
appointed to public affairs positions at 
various levels without consulting with 
CO MON, and sometimes they are even 
not sufficiently qualified for the job. 

What is more, this Decision only ap-
plies to communicators specialising in 
public affairs. Meanwhile, strategic com-
munication will not be able to realise its 
maximum potential without taking into 
account the required synergy effect with 
the field of   non-kinetic operations, par-
ticularly information and psychological 
operations.

These shortcomings have been no-
ticed by CO MON, which, as indicated 
earlier, is responsible for content-related 
supervision as well as training and devel-
opment of public affairs employees.

Therefore, the Operations Centre of 
MON has decided to draft a concept of a 
fully professional Public Affairs Service 
in the Polish Armed Forces ‒ the concept 
that will comprehensively address the 
issue of appointing staff responsible for 
the entire communication.

The decision to work on the con-
cept also derives from the fact that Po-
land ratified Standardisation Docu-
ment STANAG 6543 ‒ NATO Strategic 
Communications (StratCom) Training 

Standards in 2020 and has been using it 
in the Polish Armed Forces pursuant to 
Decision No. 9/SG of 12 February 2021.

It is worth pointing out here that the 
obligation to adhere to the standardisa-
tion document, the allied communica-
tions commitments, the large-scale ex-
ercises taking place regularly on Polish 
training grounds with the participation 
of Allies, and the ambitions of the coun-
try which has been a Member State of the 
Alliance for over 20 years all provide an 
excellent opportunity to set a demand-
ing, yet feasible, goal to join the elite 
ranks of countries that have a flourishing 
public affairs service in their military.

The overarching objective of the 
concept under development is to out-
line ways to achieve the goal of provid-
ing the effective information policy tool 
for the Polish Army, including building 
a professional communication service, 
adopting system solutions in personnel 
training and continuous development, 
ensuring continuous readiness to re-
spond in times of peace, crisis, and war, 
and guaranteeing the capacity to imple-
ment information policy at all levels of 
command. 

The implementation of the concept 
may result in Poland joining the elite 
of NATO countries whose personnel is 
adequately prepared for effective com-
munication, including the United States, 
Canada, the United Kingdom and Ger-
many.
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CO MON suggests that the concept 
should be implemented through the fol-
lowing stages:

•	 appointing	a	team	responsible	for	
the concept implementation;

•	 creating	 a	 recruitment,	 and	 skills	
and career development system for com-
munication specialists;

•	 prioritising	 the	 creation	 of	 new	
structures and the training of communi-
cation personnel;

•	 developing	detailed	concepts	and	
derivative plans.

Interestingly, one of the key aspects 
of the concept is the separation of pub-
lic affairs functional areas and structures 
from the educational service, which is 
now often treated as a communication 
structure. Although, for obvious rea-
sons, both these functional areas should 
remain in close cooperation, their struc-
tural identification substantially restricts 
and hinders the successful implementa-
tion of specific tasks of communicators, 
e.g. in the previous structure, they of-
ficially had no direct access to the com-
mander. 

Already in 2017, it was clear that due 
to their specific nature and differences 
in goals, the press and educational op-
erations were failing to strike the desired 
synergy, which prompted the decision-
makers to consider further changes, 
including the separation, in the form 
of separate organisational structures, 
between educational operations, which 
currently belong to the Department of 
Education, Culture and Heritage of the 

Ministry of National Defence, and pub-
lic affairs activities, now mostly subordi-
nate to the Operations Centre of MON.

First of all, the new concept empha-
sises that it is necessary to clearly define 
the tasks to be carried out at individual 
command levels, and that once the tasks 
have been approved, the structure will be 
adapted accordingly to enable the effec-
tive implementation thereof.

Another guideline is to adjust the 
systems of recruitment, appointment, 
and in-service training, and to ensure a 
career development path for both sol-
diers and civilian employees of com-
munication structures. At this stage of 
building communication capabilities, 
it is advisable to factor in the current 
NATO recommendations and to use the 
experience of countries with thriving 
communication structures, especially 
the United States and Canada.

According to the final guideline, 
full-time positions should be filled as 
part of the planned policy of recruiting 
professional staff for positions specified 
in the amended draft positions. The pro-
cess should include providing personnel 
with relevant training courses, enabling 
experienced soldiers with appropriate 
training to return to their fields of exper-
tise, and appointing from the reserve.

All the operations to be carried out 
as part of the concept have been divided 
into stages so that the construction pro-
cess could be completed within about 2 
years from the concept adoption. 
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Following the key guidelines of the 
concept will spark a systemic change in 
the way people think about communica-
tion. As illustrated by the countries with 
highly-skilled structures, this invest-
ment enables effective coordination of 
all communication operations in times 
of peace, crisis, and war, both in the 
country and abroad.

The new structure will have signifi-
cant potential for the ongoing, profes-
sional planning and presentation of the 
operations of the Polish Armed Forces in 
the information environment. What is 
more, it will be easier to prepare for and 
respond to disinformation, understand 
the information environment, and plan 
crisis communication and possible ac-
tions during the war.

The proposed development in the 
capabilities of the Armed Forces by way 
of forming a professional public affairs 
service is also consistent with the pri-
orities set out in the National Security 

Strategy. Moreover, it will directly lead to 
the fulfilment of all the guidelines of the 
standardisation document regarding the 
training and preparation of communica-
tion personnel to serve in international 
structures.

Nevertheless, the greatest added val-
ue of the proposed solution will be the 
professional and comprehensive prepa-
ration of the Polish Army personnel 
to plan, implement, and evaluate com-
munication operations both in times of 
peace, crisis, and war. 

Nowadays, only four NATO coun-
tries have such capabilities: Canada, 
Germany, the United States, and the 
United Kingdom. Poland may, there-
fore, be included in the elite group of five 
NATO countries with professional com-
municators. At the same time, it would 
become the first such country in the re-
gion and could serve as a role model for 
other countries of NATO’s eastern flank.
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14/05 Officers of the Polish Internal 
Security Agency [Polish abbreviation: 
ABW] detain two people suspected of 
disrupting the ICT network in the Łódź 
Province. Thanks to their intervention, 
it was possible to destroy the infrastruc-
ture used, among other things, for the 
purposes of disinformation. The detain-
ees had organised the ICT infrastruc-
ture consisting of modems and devices 
cooperating with a large number of SIM 
cards, which ensured anonymisation of 
telephone calls and Internet activities, 
and hid user data. The infrastructure 
was used by foreign secret services for 
disinformation activities carried out in 
Poland. Prior to this event, the Internal 
Security Agency had provided informa-
tion about the detention of a Polish citi-
zen suspected of spying for the Russian 
Federation. 
15/05 Defence24.pl publishes an arti-
cle on the Israeli Defence Forces (IDF) 
which used disinformation as a classic 
element of military operations. The goal 
was to trap the Palestinians from Hamas 
and eliminate them using an advantage 

in the air and in artillery. The disinfor-
mation managed to trap not only the 
terrorist structures but also wider global 
opinion-forming groups, which in fact 
contributed to the success of the Israeli 
attack by building the narrative of the 
land attack on the Gaza Strip.
17/05 The Bulgarian think-tank Centre 
for Democracy Research (CDR) pub-
lishes a report presenting the patterns of 
Kremlin’s disinformation observed after 
having assessed the information envi-
ronment in Bulgaria, Poland (developed 
by the CAPD Foundation), the Czech 
Republic, and Germany.
17/05 The Polish Research Centre on 
Contemporary Security Environment 
Foundation publishes a commentary on 
ABW’s detention of persons acting for 
the benefit of the Russian Federation. 
The Centre remarked that the informa-
tion on the arrest was being simultane-
ously presented by the Russian side as 
questionable. “A similar message ap-
peared in the morning on 17 May 
2021, in the Polish-language version of 
the Sputnik portal”. The article, which 

Bogumiła Piekut 

Press Review on Disinformation
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referred to the anniversary of the “bru-
tal”, “vile” and groundless detention of 
Mateusz Piskorski by ABW on 18 May 
2016, painted a picture of the ABW 
persecution that befell “a well-known 
Polish political scientist and activist”. 
Such facts are used by Russians to pro-
duce propaganda messages broadcast in 
the Polish information space which are 
aimed at undermining trust in Polish 
services. At the same time, in the Rus-
sian-speaking space, they are employed 
to shape an image of an extremely anti-
Russian Poland preparing to carry out 
anti-Russian provocations in the context 
of the Defender Europe 2021 and Zapad 
2021 exercises. 
17/05 Privacy International (a British 
NGO dealing with privacy protection) 
publishes an analysis of the first-ever 
UN report on disinformation. Key PI 
findings: systematic data collection and 
targeted advertising not only violate pri-
vacy but they also jeopardise the right to 
freedom of opinion; privacy and free-
dom of expression safeguarding meas-
ures are both necessary and mutually 
complementary; the on-line advertising 
industry is now under heightened UN 
scrutiny due to the political use of adver-
tising in various countries.
 17/05 Graphika, a US-based company 
offering on-line traffic analysis solu-
tions, publishes a report entitled Ants in 
a Web. Deconstructing Guo Wengui’s 
Internet ‘Whistle-blower Movement’. 
Chinese businessman Guo Wengui is 

at the centre of a vast network of inter-
connected media actors which have dis-
seminated on-line disinformation and 
promoted harassment campaigns as well 
as real-world (i.e. non-virtual) physical 
violence. The report indicates that thou-
sands of mostly authentic social media 
accounts associated with Guo’s network 
are active across different platforms (in-
cluding Facebook, Instagram, YouTube, 
Twitter, Gab, Telegram, Parler, and Dis-
cord). Last year, Guo’s network promoted 
harassment campaigns targeted against 
anti-CCP Chinese dissidents, activists, 
and other “enemies” in six countries. 
The campaigns were linked to multiple 
violent incidents. Foreign-born whistle-
blowers were promised political asylum 
in the United States in exchange for their 
participation. The network serves as an 
amplifier of mis- and disinformation, in-
cluding claims of voter fraud in the USA 
and false information about COVID-19. 
18/05 The Polish Research Centre on 
Contemporary Security Environment 
Foundation describes how the propa-
ganda of the Russian Federation uses 
the comments posted under the articles 
found on the expert news websites, e.g. 
Defence24pl. On 18 April, the Russian 
news agency RIA Novosti published 
material entitled Poles got scared of the 
threats from Kaliningrad and com-
mented on the NATO junk. To struc-
ture the message, the agency used four 
comments selected from about two 
hundred posts published under the De-
fence24.pl article entitled The Russians 



A K A D E M I C K I E  C E N T R U M  K O M U N I K A C J I  S T R A T E G I C Z N E J 

111

are accelerating the militarisation of 
the Kaliningrad Oblast. The article’s au-
thor claims that this strategy is aimed at 
making Poles believe in their “defence-
lessness” against Russian “strength” 
and “power”. The Kremlin has created a 
message about the “American lobby” re-
sponsible for inciting anti-Russian senti-
ments in Poland. Another key element 
is the narrative about the American 
presence jeopardising Poland ‒ Poland 
as a potential battlefield in the war “pro-
voked by the USA”. The article became 
one of the components of shaping a false 
image of Poland and NATO in the Rus-
sian information environment.
18/05 The Ukraine Crisis Media Center 
publishes a study entitled Evolution of 
Russian Narratives About Ukraine 
and Their Export to Ukrainian Me-
dia Space1. The key distinctive features 
of pro-Russian channels include: using 
loyal experts portrayed as independent 
who are, in reality, promoters of Krem-
lin’s messages; serving as a platform for 
pro-Russian politicians as regular guests; 
and biased behaviour of the channels’ 
hosts.
18.05. In the analytical article entitled 
China’s Information Warfare And Me-
dia Influence Sow Division In Thai-
land, Eurasia Review presents the pecu-
liarities of the CCP’s global information 

1 https://uacrisis.org/en/russian-nar-
ratives-about-ukraine7 [Accessed on: 
20/05/2021]. 

strategy in its competition with the USA 
and Western democracies. In CCP in-
formation warfare, whether the message 
is to smear the USA as a country of cha-
os or to praise China, all push a broader 
narrative that serves the party: “Democ-
racy is not a good way to rule the peo-
ple in a country”. Beijing is using a large 
number of fake social media accounts, 
increasingly relying on troll farms and 
bots employed by Russia. Chinese diplo-
mats amplify spin through mockery and 
outright false messages, and big Chinese 
state media outlets are the government’s 
mouthpiece for propaganda.
21/05 Stop Fake publishes an article on 
pro-Kremlin content about the alleged 
US preparations to accuse Russia of the 
possible use of weapons of mass destruc-
tion (WMD) in Ukraine. The focus is on 
the article by S. Kuzmichov (Regnum.
ru) stating that America is organising 
training courses on the use of WMD in 
Ukraine, in which Russia is depicted as 
a country resorting to such measures to 
annihilate its enemies. Kuzmichov states 
that “American instructors have not 
only taught their Ukrainian students to 
collect evidence and present it accord-
ingly but also identified the culprit of 
the alleged WMD attacks in advance”. 
22/05 The Polish Cyber Security Train-
ing Centre of Excellence offers training 
courses in the field of information op-
erations (InfoOps), i.e. planned tasks 
carried out in order to gain an informa-
tion advantage over potential adversar-
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ies. Participants learn the theoretical and 
practical aspects of the identification, 
analysis, planning, and conducting of 
operations in the information environ-
ment. Among other things, they gain 
knowledge of the models employed by 
state and non-state actors to advance 
their operations. 
24/05 NATO StratCom CoE publishes 
abstracts of the publications devoted to 
the future of strategic communications 
from different perspectives. The collec-
tion of articles covers a significant area of 
the theory of strategic communications: 
from how the information environment 
is shaped, through challenges to democ-
racy and legality inside and outside the 
nation-state, to the role of creativity and 
co-creation as a destructive and produc-
tive force. 
24/05 Demagog publishes an expert 
newsletter on fact-checking, covering 
such issues as the Chinese on-line prop-
aganda on Xinjiang; on-line anti-Sem-
itism in the age of the pandemic; data 
leak from Facebook and LinkedIn users; 
Hungarian anti-vaccine propaganda in 
Slovakia; the Global Trends report of the 
US National Intelligence Council; data 
leak from the Polish Government Cen-
tre for Security; the security of our data 
in the Polish National Census2.

2 https://demagog.org.pl/analizy_i_
raporty/infoskan-7-ekspercki-newsletter-
o-fact-checkingu/.

24/05 EUvsDiSiNFO releases a publica-
tion on the Russian and Belarusian dis-
information on the landing of the Rya-
nair plane in Minsk and the detention of 
Protasevich. The main propaganda spin: 
forcing the plane to land was in the in-
terests of European security; Protasevich 
as a tool of US propaganda; the plane hi-
jacking was lawful. 
24/05 EUvsDiSiNFO publishes an arti-
cle entitled A helping hand: pro-Krem-
lin media defend China’s human rights 
record in Xinjiang. Pro-Kremlin media 
outlets copy and amplify Beijing’s nar-
ratives denying human rights violations 
against the Uyghur people. According to 
the Mercator Institute for China Studies 
(MERICS), the collaboration between 
Chinese and Russian state-controlled 
media is much less concentrated on 
shaping a good image of one another 
than it is on building up the joint threats.
26/05 An interview with Stanisław 
Żaryn is published on stopfake.org about 
the propaganda used against the NATO 
community. Russia’s information activi-
ties are increasingly intense in connec-
tion with the situations perceived by the 
Kremlin as suiting their own goals. Rus-
sia’s efforts are flexible and try to involve 
various events in their disinformation-
oriented strategy. The information war-
fare waged by Russia is based on social 
media and websites which are perma-
nently engaged in promoting the Krem-
lin’s theses. Certain threads and themes 
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of narration, however, also penetrate the 
mainstream media.
26/05 The Polish Research Centre on 
Contemporary Security Environment 
Foundation publishes an analysis of the 
narratives that had appeared in the Pol-
ish media in relation to the landing of 
the Ryanair plane and the arrest of the 
Belarusian oppositionist. Themes of nar-
ration: R. Protasevich is closely affiliated 
with the “neo-Nazi/Banderites” power 
structures ‒ he took part in Donbass 
fights; Polish services were behind Pro-
tasevich’s actions; Poland is responsible 
for further attempts to destabilise Be-
larus; the West’s reaction to forcing the 
Ryanair plane to land has exposed West-
ern “hypocrisy” ‒ EU countries have al-
legedly taken the same steps in the past.
26/05 Axios publishes DoubleThink 
Lab’s report on the Chinese information 
operations in the context of COVID-19 
and the 2020 elections in Taiwan. Bei-
jing’s information operations in Taiwan 
follow a set pattern also deployed in oth-
er countries, which suggests that other 
governments might emulate Taiwan’s 
largely successful reaction. Four types 
of “attack modes” are described: 1) the 
propaganda mode: distorted informa-
tion broadcasted by news outlets, either 
Chinese state media or news outlets that 
have received financial or other incen-
tives to depict Chinese propaganda as 
legitimate news; 2) the pink mode: mo-
bilising Chinese nationalists (so-called 
Little Pinks) in the virtual space to post 

and amplify disinformation; 3) the con-
tent farm mode: using websites that con-
tain aggregated low-quality, high emo-
tional engagement articles to amplify 
and disseminate disinformation; and 4) 
the collaboration mode: working closely 
with real on-line influencers in the tar-
get country to make them share the de-
sired messages through their platforms 
(“funded by China, made in Taiwan” 
activities). 
26/05 Stop Fake publishes results of 
the Debunk EU study indicating that 
memes have become a disinformation 
tool used to spread falsehoods about 
COVID-19 vaccines and other virus-
containing measures. The study accuses 
the media of disseminating false con-
tent and supporting conspiracy theories. 
According to research, visual content is 
perceived and processed by the human 
brain much faster than text. This makes 
the images much easier to share. Memes 
are more effective in this respect because 
they are based on well-known, recog-
nisable imagery. Add a sarcastic joke in 
bold and you get a viral meme that can 
quickly turn from satire into an effective 
disinformation instrument. The visual-
ised content presents simplified messag-
es, while ignoring the facts and enhanc-
ing the emotional reaction (e.g. anger or 
fear) in the audience. Therefore, it has a  
stronger impact and leaves a permanent 
mark in people’s memory.
26/05 The European Commission pro-
vides guidance on how to improve the 
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Code of Practice to address the spread 
of disinformation. One of the ideas 
is “demonetisation of purveyors of 
disinformation”3. The Commission calls 
for on-line advertising websites/plat-
forms to take responsibility and cooper-
ate better to reduce the opportunities to 
monetise disinformation. 
31/05 Meduza publishes an article about 
the covert model of offering money to 
Western bloggers to spread disinforma-
tion and promote anti-vaccine content. 
French and German politicians and in-
telligence officials were demanding an 
investigation into the offers of paid con-
tent on the harmfulness of Pfizer coro-
navirus which had been disclosed in the 
previous month by a group of journalists 
and bloggers. To date, no proof of the 
Kremlin’s involvement in the matter had 
been found.
31/05 Disinfo Digest publishes Russian 
manipulative messages aimed at under-
mining trust in Poland’s relations with 
NATO Allies by intimidating the audi-
ence with threats of a nuclear war, lower-
ing the morale and will to fight, and cre-
ating the conditions of submission.
1/06 CyberDefence24 presents the anal-
ysis conducted by the Central Investiga-
tion Bureau of the Police, entitled Tak-
ing over the plane and arresting Prota-
sevich. How do Russian and Belarusian 

3 https://digital-strategy.ec.europa.eu/
en/library/guidance-strengthening-code-
practice-disinformation.

propaganda hubs work? Benefits for 
Moscow from persuading Minsk to take 
part in the operation: a more intense pro-
cess of international isolation of Belarus, 
which prompts A. Lukashenko to “come 
closer” to Russia; further sanctions hit-
ting the Belorussian economy; the in-
ternational community focused on the 
regime of A. Lukashenko, attention has 
been diverted from the case of A. Nav-
alny; portraying Russia as a “brother” 
who helps Belarus in times of need; am-
plifying disinformation and propaganda 
activities carried out simultaneously in 
many directions (synchronisation of the 
communications of Belarus and Russia 
for internal purposes, influencing the in-
formation environments of neighbour-
ing countries, fuelling the tension with 
the spectre of Western preparations for 
military confrontation).
1/06 M. Marek from Central Investiga-
tion Bureau of the Police publishes infor-
mation on the Russian propaganda cen-
tres that manipulate the issue of Poland’s 
purchase of Bayraktar TB2 unmanned 
combat aerial vehicles. The publication 
referring to the Deutsche Welle article 
was supplemented with a comment on 
the Telegram channel. Outcome: Poland 
is planning to use TB2 to bomb the Ka-
liningrad Oblast. The purchase and the 
planned attack are meant to be a provo-
cation that will lead to another partition 
of Poland. The message was further de-
veloped into undermining the image of 
Ukraine: reportedly, Kiev is to bomb the 
civilians in the occupied territories.
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1/06 The American think-tank RAND 
publishes A Compendium of Recom-
mendations for Countering Russian 
and Other State-Sponsored Propa-
ganda. The authors of the report coded 
recommendations in 64 other policy 
reports on counteracting Russian and 
other state-funded propaganda. The 
most common recommendations call 
for an expansion of media literacy initia-
tives and suggest that websites should re-
inforce their policies designed to detect 
and delete foreign propaganda content 
and streamline advertising practices.
1/06 EU Disinfo Lab publishes an over-
view of publications on disinformation. 
Main themes: Russian social media 
campaign criticising the effectiveness of 
Western vaccines and promoting Sput-
nik V; Facebook ban on comments link-
ing COVID-19 with the Wuhan labora-
tory; the Facebook threat report.
12/06 EUvsDiSiNFO publishes infor-
mation on the current Russian disin-
formation: US/NATO troops deployed 
in Ukraine to strengthen Biden’s nego-
tiating position. Main theses: Ukraine is 
becoming a training ground for NATO 
forces. The deployment of the Alliance’s 
troops in Ukraine threatens the country 
with the collapse of the state; Hungary 
and Poland have territorial claims on 
Ukraine. A few years back, Israel consid-
ered the re-establishment of the Khazar 
state with the occupation of five Ukrain-
ian districts. Ukraine will become a 
source of unpredictable chaos if the West 

plays this card; Ukrainian government is 
ignoring these threats. It is preoccupied 
with promoting hysteria about an imagi-
nary Russian threat; The United States, 
together with NATO Allies, is building 
a deployment network of military forc-
es on the territory of Ukraine. NATO 
military bases could be created using 
this network; Joe Biden strengthens his 
negotiating position, showing that he 
can ignite the conflict in Donbass at any 
time.
13/06. Stop Fake publishes an interview 
with a spokesman for the Secret Services 
Coordinator on the key determinants 
of success for Russian propaganda and 
disinformation. The primary factors in-
clude a skilful use of authors’ pursuit of 
media scoop, their dulled vigilance, and 
a lack of time to fact-check informa-
tion in several sources. The spokesman 
also claims that there is a list of Polish 
websites involved, to a varying degree, 
in disinformation activities. Some of 
them are more or less directly affiliated 
with the Russian state structures; actors 
like Sputnik are not just ordinary news 
media, but they constitute the powerful 
infrastructure used in the information 
warfare waged against the West; the role 
of the Polish Internal Security Agency is 
to detect activities that may be inspired 
or used by foreign secret services. Media 
monitoring is not ABW’s main task; the 
analysis of long-term trends is crucial in 
identifying threats ‒ only in this context 
do certain lines of narrative appear as 
part of disinformation activities; due to 
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the popularity of social media, the num-
ber of channels that can be used to wage 
information warfare is growing rapidly.
16/06 StratCom COE publishes a report 
entitled Russia’s Strategy in Cyberspace 
(a joint project of NATO StratCom COE 
and NATO Cooperative Cyber   Defense 
COE). Key findings: The Russia’s ‘infor-
mation confrontation’ is constant, and 
the instruments employed to conduct it 
include all possible means at its disposal; 
the front-line of Russia’s defensive opera-
tions is its domestic information space, 
which is strictly controlled by data sur-
veillance and a restrictive legal system 
targeted at the Kremlin’s adversaries; the 
report recommends several measures 
to enhance defence capabilities: (1) in-
tegrating StratCom functions, with an 
emphasis on cyber operations; (2) in-
creasing risk analysis of the information 
environment; (3) enhancing interoper-
ability by increasing cyber-attack crisis 
management exercises; (4) supporting 
the EU in improving digital security; (5) 
supporting the EU in data protection 
and social media regulation; (6) bolster-
ing deterrence; (7) fostering a whole-of-
government approach and the involve-
ment of wider society; and (8) make Rus-
sia realise that its efforts to create a closed 
information space are futile.
17/06 EUvsDiSiNFO publishes an 
analysis of the disinformation activ-
ity of the pro-Kremlin media. Targets: 
Ukraine, the USA, NATO, and the West. 
Ukraine (11 cases) ‒ classic narratives: an 

alleged coup in Ukraine that provoked 
the emergence of the so-called people’s 
republics in Donbass and the illegal an-
nexation of Crimea by Russia; the BUK 
rocket that downed the MH17 airplane 
belonged to Ukraine. The USA (6 cases) 
‒ the USA deploying troops to Ukraine 
threatening to collapse it; Washington 
using Ukraine, Georgia, and Moldova 
as puppets to pressurise Moscow. NATO 
(12 cases) ‒ the Alliance is acting as ‘agent 
provocateur’, displaying plain hostility 
towards Russia. It is crucial to note that 
pro-Kremlin disinformation typically 
fails to mention the rationale behind 
NATO’s policies and decisions (the ille-
gal annexation of Crimea and armed ag-
gression against Ukraine). Russophobic 
attitudes of Western countries (4 cases) ‒ 
the West undermines Russia to prevent it 
from re-emerging as a superpower. That 
is why, Russia is tackling the traditional, 
family and ethical values it upholds.
17/06 The website gov.pl publishes 
materials (text and video) concerning, 
among other things, the role of strategic 
communications in terrorist preven-
tion as part of the ABW campaign called 
“Stop. Don’t promote!” Theses of the 
message: strategic communications is a 
way of transferring information in order 
to achieve desired effects. The principles 
of strategic communications are used 
not only by state institutions and the 
media but also by terrorists and terrorist 
organisations. It is extremely important 
for state and media actors to employ ap-
propriate communication measures be-
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fore, during, and after a terrorist event. 
In this respect, it is necessary to consoli-
date all stakeholders responsible for and 
involved in conducting media policy. 
Without close collaboration in this field, 
it will not be possible to use effective 
counter-narratives in response to ter-
rorist propaganda content that appears 
in public space. Another challenge may 
also be to provide timely and reliable in-
formation to the public once a terrorist 
attack occurs.
8/07 Euromaidan Press: Liubov Tsybul-
ska, Head of Ukraine’s Centre for Strate-
gic Communications and Information 
Security, dissects Kremlin’s disinforma-
tion campaign accompanying NATO’s 
Sea Breeze exercise in the Black Sea. 
Russian operations involve all major 
intelligence agencies and target several 
audiences simultaneously, with all mes-
sages being consistent and disseminated 
via numerous communication channels 
(including public officials, mass media, 
and social networks). The stages are usu-
ally as follows: (1) gradual suspense; (2) 
escalation, aggressive attacks via the me-
dia and social networks; and (3) normal-
isation by pushing to accept their condi-
tions at the top political tier. All this is 
carefully planned and well-coordinated. 
8/07 Stop Fake publishes an article en-
titled Poland distorts the history of 
the Second World War. The website 
of the Embassy of the Russian Federa-
tion in Poland publishes the transcript 
of the briefing of the Spokeswoman for 

the Ministry of Foreign Affairs of the 
Russian Federation of 1 July 2021. M. 
Zakharova is accusing Poland that the 
anti-Russian aspirations of the Polish 
government have become uncontrolla-
ble in recent years. Examples: Russopho-
bic attitudes of the Polish Institute of Na-
tional Remembrance [PL abbreviation: 
IPN] and distorting history. Following 
Zakharova’s accusation, IPN issued a 
statement in which it claimed to be con-
sistently reminding people of the truth 
about the criminal nature of two totali-
tarian ideologies: German National So-
cialism and Soviet Communism. Poland 
was a victim of the unsolicited aggression 
of two totalitarian states, not only of the 
Third Reich. Both aggressors attacked 
Poland pursuant to the secret protocol of 
the Molotov–Ribbentrop Pact.
9/07 Disinfo Digest publishes selected 
themes of false narratives present in the 
Russian-controlled propaganda messag-
es designed to influence the perception 
of the cooperation of the Polish Army 
with Allies: Allied troops are “outlaws”; 
the combat capabilities, training, and the 
quality of NATO weaponry systems are 
feigned and do not guarantee Poland’s 
security; the Polish Ministry of National 
Defence and the Polish Armed Forces 
are hiding information about crimes 
committed by NATO soldiers in Poland; 
allied forces are incapable and incompe-
tent; the military presence of NATO and 
the USA in Poland poses a real threat to 
Poland’s security. 
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10/07 Stop Fake dissects the annual 
World Press Freedom Index, according 
to which Russia and Belarus are the most 
dangerous European countries for jour-
nalists. In the report by Reporters With-
out Borders (RBZ), the Scandinavian 
countries are invariably at the forefront, 
followed by Saudi Arabia, Iran, China, 
and North Korea.
12/07 EUvsDiSiNFO publishes an arti-
cle entitled MH17: Seven Years of Ly-
ing and Denying. After announcing the 
results of the investigation blaming Rus-
sia for the MH17 crash, Moscow contin-
ues to deny it. EUvsDisinfo has collected 
the seven lies of the Kremlin’s disinfor-
mation machine: (1) as reported by peo-
ple who were collecting corpses after the 
crash, a large share of the corpses were 
“not fresh”—people had died several days 
earlier; (2) the Ukrainian missile might 
have been targeting the aircraft of the 
Russian President; (3) a certain Spanish 
dispatcher claimed that the aircraft had 
been downed by two Ukrainian fighter 
jets; (4) the aircraft had been downed by 
Ukrainian fighter jets (the version pre-
sented in the pro-Kremlin media as of 
June 22, 2021); (5) the crash was caused 
by a 9M38 Buk surface-to-air missile 
armed with a 9N314M warhead; (6) on-
board bomb explosion; (7) the shooting 
down of MH17 was a scheme to discred-
it RF ‒ a false flag operation. 
12/07 The Polish Research Centre on 
Contemporary Security Environment 
Foundation publishes an article entitled 

Russian disinformation activities re-
lated to the influx of illegal immigrants 
to Lithuania crossing the Belarusian-
Lithuanian border. Russian propagan-
da centres (including Rubaltic.ru and 
BaltNews) publish content on the grow-
ing influx of illegal migrants designed 
to influence the Russian-speaking com-
munities in the Baltic states. In addition 
to describing the inflow of tens or hun-
dreds (depending on the day and source) 
of migrants from the East, the content is 
shaping the image of the collapse of the 
Lithuanian and EU border protection 
systems. This message is amplified fur-
ther with content informing about the 
EU’s refusal to help Lithuania (despite 
strenuous requests from Vilnius). The 
Russian side also highlights the signifi-
cance of the Lithuanian President’s visit 
to Poland. This event was used to rein-
force the image of the “critical” situation 
on the Lithuanian-Belarusian border. 
14/07 Stop Fake publishes an article 
entitled Manipulation: A mass exo-
dus of Ukrainian citizens to the “Rus-
sian Crimea”. Russian senator S. Ce-
kov claims that people from Ukraine are 
“fleeing to the Russian Crimea”, while 
in reality the lion’s share of the peo-
ple from mainland Ukraine who have 
moved to the peninsula are refugees 
from the temporarily occupied territo-
ries of the Donetsk and Luhansk oblasts. 
Pro-Kremlin publications have dissemi-
nated the information of Senator S. Ce-
kov suggesting that the inhabitants of 
mainland Ukraine are allegedly “escap-
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ing” en masse to the Crimea temporarily 
occupied by the Russian Federation. 
14/07 Demagog publishes an article en-
titled Vaccines against COVID-19 are 
a crime against humanity? Manipula-
tion! The viral photo showing the Inter-
national Military Tribunal in Nuremberg 
reads: “1945. The Nuremberg Tribunal: 
Administering medicines against the 
subject’s will is a crime against hu-
manity”. The content published on the 
profiles of GlosGminny.pl and Beka z 
Kowida is clearly Covid-19 sceptical and 
anti-vax in nature. The messages sug-
gesting that vaccination against COV-
ID-19 via compulsory administration 
or medical experimentation is a crime 
against humanity are legally groundless 
both in Polish and international law.
14/07 The UK government publishes 
the Online Media Literacy strategy, 
according to which teachers, library 
staff, youth workers, and carers are to 
be trained to help build a new front line 
in the fight against on-line disinforma-
tion. The strategy is designed to support 
the UK sector of over 170 organisations 
working to improve media literacy rates. 
The UK currently ranks 10th out of 34 
European countries in terms of media 
literacy rates.
15/07 EUvsDiSiNFO publishes an arti-
cle entitled Moldova Parliament Elec-
tions – How Disinformation Did Not 
Work. On 11 July 2021, the pro-Europe-
an Party of Action and Solidarity (PAS) 
won the early parliamentary elections 

in Moldova. During the campaign, pro-
Kremlin groups used “troll factories”. 
Another problem was anonymous web-
sites disseminating false content. The 
third issue was Russian TV stations in 
Moldova, which account for 80% of TV 
stations. 
15/07 The Polish Research Centre 
on Contemporary Security Environ-
ment Foundation presents an analysis 
of comments posted on Russian- and 
Polish-language websites on the MON’s 
acquisition of Abrams tanks. Examples 
of post headlines: Against You-Know-
Whom! Poland to purchase 250 Ameri-
can Abrams tanks (Regnum); Poland to 
buy American tanks for 6 billion dol-
lars to defend itself against the “Russian 
threat” (Rubaltic); Four Tank-Men and 
Kaczyński – Poland buys Abrams (EAD) 
in bulk; If you want peace, get ready to 
spend! (NDP); M1A2 Abrams SEP v3 for 
Poland for PLN 606 per person (Obser-
wator Polityczny). Highlighted messages 
as part of the content targeted at the Pol-
ish audience: the purchase of Abrams is 
a manifestation of Poland’s dependence 
on the USA; the decision of the Polish 
government undermines the interest of 
Polish industry; the purchase of Abrams 
is pointless – Russia is not a threat to Po-
land; American tanks are just expensive 
“toys” funded by Polish taxpayers for PiS 
politicians.
15/07 EUvsDiSiNFO publishes pro-
Kremlin disinformation narratives 
about the demise of Ukraine and about 
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Poland’s aggressive intentions towards 
its eastern neighbours. Theses of the 
pro-Kremlin propaganda: The Polish 
ruling party and the Minister of Defence 
have announced plans to purchase 250 
American tanks; this purchase implies a 
planned offensive operation. The Polish 
authorities probably consider the pros-
pect of the collapse of Ukraine a serious 
matter and are preparing to use the tanks 
on the territory of (ex-)Ukraine. 
16/07 EUvsDiSiNFO publishes trends 
of pro-Kremlin disinformation. The 
pandemic-related publications made 
claims that the virus is “a weapon of 
the West, the US, or the Zionists”. The 
Russian government continues to use 
the international pro-Kremlin network 
to promote Sputnik V: The Russian vac-
cine is “the most effective vaccine”; “the 
EU does not approve of Sputnik due 
to political bias”; and “Sputnik is the 
subject of a disinformation campaign”. 
The case of HMS Defender is still very 
popular with the disinformation outlets: 
“Provocation! The British were fright-
ened by the Russian warnings!” This 
fits well with the traditional anti-NATO 
sentiment: “Dialogue with NATO is im-
possible! NATO is anti-Russian! NATO 
is training to destroy Donbass!” The nar-
rative well prepared before the Zapad 
2021 Russian military exercises.
19/07 In the report entitled Chinese 
Disinformation Efforts on Social Me-
dia, RAND Corp. answers 2 research 
questions: 1) How does China devise 

participating in disinformation cam-
paigns before and during the conflict? 2) 
How can China direct social media dis-
information campaigns against the Unit-
ed States? Key findings: “China is treat-
ing Taiwan as a test bed for developing 
attack vectors using disinformation on 
social media”; “Chinese disinforma-
tion campaigns will likely be used to 
target the United States in the event of 
a crisis or conflict”. “As China moves to 
incorporate social media further into 
its military operations, it will increas-
ingly engage in some level of shaping 
operations during, as Western observ-
ers would describe it, the pre-conflict 
stage”. “Chinese disinformation efforts 
also will likely seek to introduce infor-
mation that is difficult for the United 
States to definitively refute, (...) be-
cause doing so would require revealing 
classified information”.
19/07 The Institute for Strategic Dia-
logue (ISD), a London-based think-
tank, publishes a report that dissects 
124 TikTok videos containing disinfor-
mation about COVID-19 vaccines. The 
videos had over 20 million views and 2 
million likes, comments, and shares. 
19/07 CyberDefence24 publishes a ma-
terial on the efforts made by South Ko-
rea in the fight against disinformation. 
President Moon Jae-in’s administration 
decided to battle disinformation with 
extensive legislation. Critics claim that 
some of the provisions are a blow to free-
dom of speech, which South Korea has 
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repeatedly defended before, considering 
it one of the cornerstones of democracy. 
In addition to penalties, the proposed 
solution provides for the creation of an 
expert panel that would search for un-
lawful false narratives and correct them 
in the public space. Apart from the peri-
od of the Japanese occupation of Korea, 
such narratives would include human 
rights’ violations during the military 
dictatorship or the murders of civilians 
during the Korean War. South Korea 
is struggling with a flood of conspiracy 
theories predominantly stemming from 
the historical disputes, incl. about the 
Gwangju Uprising (a rebellion against 
the dictatorship of major general Chun 
Doo-hwan, bloodily suppressed in May 
1980).
19/07 RAND Corp. publishes a report 
entitled Combating Foreign Disinfor-
mation on Social Media. Key findings: 
“State-led disinformation campaigns 
on social media are a relatively recent 
phenomenon”. “The campaigns can 
intimidate, divide, and discredit, but 
there is limited evidence that they can 
change strongly held beliefs”. “Smaller, 
locally popular social media platforms 
could be at higher risk of disinforma-
tion than larger, mainstream ones”. 
“Disinformation campaigns on social 
media have clearly notched operation-
al successes, but their strategic impact 
is less certain”. “Disinformation cam-
paigns on social media will likely in-
crease over the coming decade”.

19/07 EUvsDiSiNFO starts a new series 
on disinformation and philosophy: Wis-
dom, Truth and Falsehoods: Are We in 
Plato’s Cave? In reference to the famous 
allegory of the cave (we humans can only 
see shadows cast by the light of the sun, 
which is outside the cave and therefore 
cannot be perceived by us), the spreaders 
of disinformation use distorted, Platon-
ic notions of the absolute truths being 
somewhere “out there” and of “pure ide-
as” (thoughts and feelings). The Krem-
lin’s chief ideologist Alexander Dugin 
misused Plato’s thinking to delegitimise 
the work of journalists as not contribut-
ing to truth, arguing that the search for 
truth and the production of information 
do not go hand in hand, and journalism 
is nothing but persuasion.
27/07 DebunkEU describes the disin-
formation utilised by the Kremlin me-
dia attacking the EU and the Lithuanian 
president in the context of the launch 
of the Belarusian nuclear power plant 
in Astravyets. According to the Rus-
sian media, President of Lithuania G. 
Nausėda supports the initiative mainly 
with the Swedish capital and Scandina-
vian energy companies. The goal is to 
remove all competitors in the Baltic en-
ergy market and cut off the Kaliningrad 
Oblast from energy supplies.
28/07 EUvsDiSiNFO publishes the 
first article from a series entitled Mo-
dus Trollerandi Part 1: The Straw 
Man. The series will demonstrate how 
the pro-Russian media systematically 
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derail an exchange of ideas through a 
set of handy rhetorical devices. The dis-
course is swamped with malicious ma-
nipulation—hence the first letters in the 
names of such devices form the acronym 
S.W.A.M.P.E.D. The cheap tricks are the 
following: Strawman (scarecrow) - at-
tacking views or ideas never expressed 
by the target of the attack. Whata-
boutism (the equivalent of the ques-
tion What about...? or the catchphrase 
And you are lynching black people): 
diverting the discussion away from the 
subject. Attack: using brutal language 
to discourage the adversary. Mockery: 
using sarcasm to belittle the adversary. 
Provocations: using the principle of 
Cui Bono?; to whom is it a benefit or in 
whose interest is it? Exhaust: inundating 
the adversary with details and technical-
ities. Denial: flatly denying any evidence.

28/07 The BBC website describes a 
situation where two YouTubers blew 
the whistle on an anti-vax disinforma-
tion campaign. An agency called Fazze 
offered to pay two influencers ‒ M. 
Drotschmann from Germany and L. 
Grasset from France ‒ to promote what 
it claimed was leaked information im-
plying that the death rate among people 
vaccinated with Pfizer jabs was almost 
three times that of the AstraZeneca shot.
28/07 TurkishMinute publishes infor-
mation on social media users who may 
face 5 years in prison for spreading “dis-
information”. Social media users in Tur-

key who disseminate “disinformation” 
on the Internet could be sentenced to 
1-5 years in prison pursuant to a new law 
to be put forward by the ruling Justice 
and Development Party (AKP). The de-
cision to introduce a more stringent bill 
followed the announcement of Director 
of Communications F. Altun claiming 
that the new law would be introduced 
for media outlets that receive funding 
from overseas, in response to the ultra-
nationalist OdaTV news website’s arti-
cle about media facilities and civil soci-
ety organisations that received funding 
from the US-based Chrest Foundation. 
The previous legislation, passed in July 
2020, applied to YouTube, Facebook, 
Twitter, Instagram, and TikTok. The law 
entered into force in early October and 
obliged certain social media platforms 
to appoint a representative in Turkey 
with whom the Turkish government 
can resolve problems arising from cases 
of insult, intimidation, and violation of 
privacy.
6/08 Disinfo Digest publishes selected 
disinformation theses of Russian ma-
nipulative political commentaries, tar-
geted against the perception of the mis-
sile defence system in Redzikowo: 1) the 
system is prone to cyber-attacks; 2) it 
may be used to deploy an attack against 
Russia; 3) the base will be adapted to 
missiles with nuclear warheads; 4) flaws 
in software and the development of ar-
tificial intelligence might lead to an un-
controlled activity which in turn might 
provoke the outbreak of war; 5) the sys-
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tem might lead to the outbreak of World 
War III; 6) the growth in the potential of 
the missile defence shield puts Poland 
at risk of a “retaliation attack” if nuclear 
weapons were deployed.
7/08 CyberDefence24 publishes infor-
mation about the CyberBerkut group. 
Since 2014, the Kremlin-inspired group 
called CyberBerkut has been conduct-
ing far-reaching activities in cyberspace 
targeted at the Ukrainian authorities—as 
per a report by INFO OPS Poland Foun-
dation. It is part of an extensive Rus-
sian hacking and disinformation strat-
egy aimed at supporting pro-Kremlin 
propaganda. Based on the analysis of 
Russian operations, the Foundation’s ex-
perts have concluded that the Kremlin 
is organising hacker or civic groups and 
movements which initially complete var-
ious tasks relatively independently, only 
to be later gradually incorporated into 
sophisticated state structures. The initial 
CyberBerkut actions were observed to 
be part of Russia’s broader hostile opera-
tion against Ukraine in the aftermath of 
the illegal annexation of Crimea. There 
is also evidence that CyberBerkut co-
ordinated its activities with the APT28 
group, which is believed to report to the 
GRU. Initially, CyberBerkut was consid-
ered a typical hacker group (attacks on 
IT infrastructure); however, with time it 
has become specialised in information 
operations and, in some cases, in spe-
cific narratives important to public de-
bate in Ukraine and abroad. The group 
has been so successful that it has become 

recognisable in Russia and Ukraine, and 
well-known to Western experts. The 
group’s most distinctive tactics in recent 
years have been data leaks. Unlike other 
similar undertakings, CyberBerkut does 
not care about credibility and does not 
provide information on how and when 
it gets access to the data. The narratives 
disseminated by CyberBerkut vary in 
terms of subject matter, but the analysis 
shows that most of them are designed 
to evoke fear in the audience, which, as 
a primal emotion, outweighs most other 
cognitive and emotional responses and 
triggers immediate, compulsive behav-
iour.
9/08 EUvsDiSiNFO publishes an analy-
sis entitled Disinformation and Re-
pression in Belarus. Since August 2020 
(when Belarusians took to the streets to 
protest the rigged presidential election), 
EUvsDisinfo has collected over 450 ex-
amples of disinformation against demo-
cratic Belarus, illustrating just the tip 
of the iceberg of the regime-controlled 
disinformation mechanism. The Bela-
rusian media outlets have become an 
extension of the repressive state appara-
tus. One of the best-known examples of 
their complicity in the continuing severe 
crackdown on Belarusians was a coerced 
“confession” of abducted dissident jour-
nalist R. Pratasevich broadcast on Bela-
rusian state-controlled ONT TV chan-
nel. Due to the methodical destruction 
of independent media in the country, 
Belarusians have increasingly turned to 
social media. Alongside with other op-
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position Telegram channels, the NEXTA 
channel, co-sponsored by Pratasevich, 
became the main independent source of 
information for millions of Belarusians. 
In retaliation, the authorities declared 
their content to be “extremist material” 
banned in Belarus.
10/08 CyberDefence24 publishes an ar-
ticle on fake profiles pushing pro-China 
propaganda in social media. According 
to the report by the Centre for Infor-
mation Resilience (CIR), a network of 
over 350 fake social media profiles is re-
sponsible for promoting the pro-China 
narrative and attempting to discredit 
the opponents of China’s government. 
The study shows that the profiles were 
supposed to delegitimise the West and 
amplify China’s influence and image 
overseas. The network circulated car-
toons depicting, among others, outspo-
ken critics of the Chinese government. 
Each of the figures featured on the fake 
accounts has themselves been accused 
of spreading disinformation, including 
false information about the COVID-19 
pandemic. Some of the accounts, spread 
across Twitter, Facebook, Instagram, and 
YouTube, used fake profile pictures gen-
erated by artificial intelligence.
11/08 Reuters reports that Facebook 
and Instagram have deleted a network of 
Russia-affiliated accounts involved in the 
AstraZeneca and Pfizer vaccine disin-
formation campaign. The network of 65 
Facebook accounts and 243 Instagram 
accounts was controlled by an advertis-

ing and marketing agency called Fazze, 
operating in Russia for an unknown 
client. The network used fake accounts 
to spread misleading claims which un-
dermined the safety of Pfizer and Astra-
Zeneca jabs. The content posted on fake 
accounts targeted audiences in India, 
Latin America, and, to a smaller extent, 
the United States, via several social me-
dia platforms, including Facebook and 
Instagram.
17/08 CyberDefence24 publishes an ar-
ticle by M. Fraser entitled How can Pol-
ish education adequately prepare the 
society for the fight against disinfor-
mation? M. Kostecki, an expert from the 
fact-checking website called Demagog, 
argues that the greatest challenge is to 
describe the issue of disinformation. The 
topic of disinformation should be taught 
as part of core curriculum in school. Ac-
cording to Kostecki, a separate challenge, 
which is not only related to disinforma-
tion education, is how to develop coop-
eration between NGOs and the main-
stream education system. NGOs may 
try to act independently for education 
related to counteracting disinformation, 
but their limited resources make cooper-
ation with schools not only effective but 
also profitable for both parties. 
17/08 London-based think tank Influ-
enceMap publishes a report on Face-
book’s failure to enforce its own existing 
policies on disinformation in the fossil 
fuel industry. Last year, InfluenceMap 
identified 6,782 Facebook ads promot-
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ing claims that fossil gas is a green or 
low-carbon fuel. According to analysts, 
American oil and gas companies spent 
at least $ 9.5 million on misleading Face-
book ads in 2020. One of the arguments 
touted by corporations and lobbying 
companies in such advertisements was 
that the fossil fuel industry is part of the 
climate solutions, i.e. it supports the re-
duction of greenhouse gas emissions, or 
that gas is a clean and low-carbon fuel.
17/08 Rand Cooperation publishes a re-
port called Understanding and Defend-
ing Against Russia’s Malign and Sub-
versive Information Efforts in Europe. 
Key findings: 1) Information activities of 
the Russian Federation serve diverse po-
litical objectives. 2) Russia and its agents 
may manipulate or completely falsify 
information in their efforts to spread 
messages that suit Russian interests. 3) 
The peculiarities of Russian information 
efforts have the potential to influence 
selected audiences. 4) Defence against 
Russian actions should focus on reduc-
ing the volume of new and preventing 
the spread of existing false or mislead-
ing content, and promoting consumer 
awareness of the Internet.
17/08 Disinfo Digest publishes selected 
disinformation theses of Russian ma-
nipulative journalism which are targeted 
at the perception of the Polish Army’s ca-
pability to defend Poland: 1) the Polish 
Army is sparse; 2) the Polish Army is un-
professional; 3) the Polish Armed Forces 
are helpless in the face of a potential war; 

4) the Polish military is dependent on un-
predictable allied decisions; 5) the Polish 
Army is able to defend the country only 
for 3 days; 6) the allied forces are unable 
to aid the Polish Armed Forces during a 
potential war; 7) a possible defensive op-
eration and actions in the “buffer zone” 
will lead to the complete elimination of 
the Polish Army from the battlefield.
17/08 Disinfo Digest publishes false 
narratives targeting the perception of 
allied troops stationed in Poland: 1) US 
soldiers commit sexual crimes; 2) the 
American presence in Poland is “out-
lawed;” 3) American soldiers regularly 
get intoxicated with alcohol; 4) murders 
often occur in military bases; 5) infor-
mation about committed crimes is me-
ticulously hidden from the public eye by 
the Polish Ministry of National Defence, 
the police, and the public prosecutor’s of-
fice; 6) Poles living in the vicinity of US 
military bases are constantly falling vic-
tim to crimes perpetrated by American 
soldiers.
18/08 Forum Ekonomiczne publishes 
an analysis of propaganda messages car-
ried out by M. Marek. During the period 
between April and July 2021, Russian 
propaganda hubs became more active in 
targeting Poland and pushing its image 
as a source of tensions and a direct threat 
to the security of Russia and Belarus. The 
propaganda messages were focused on 
shaping an extremely negative image of 
Poland, mostly using the narrative of Po-
land’s and NATO’s preparations to incite 
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tensions in the region, and to directly at-
tack the Kaliningrad Oblast and the Re-
public of Belarus. 
18/08 NATO.int publishes an article en-
titled Countering disinformation: im-
proving the Alliance’s digital resilience. 
Disinformation is one of the digital 
threats faced by the Alliance. Recent in-
formation campaigns and cyber attacks 
have unravelled that even technologi-
cally advanced member states need to do 
more to gear themselves up for current 
and emerging digital challenges. More 
progress is needed in building effective 
resilience mechanisms and regulatory 
frameworks. The Alliance will benefit 
from a broadly effective strategy to coun-
ter disinformation. Artificial intelligence 
(AI) tools can help identify and curb the 
spread of false content while upholding 
the values of pluralistic and open socie-
ties.
18/08 EUvsDiSiNFO publishes an ar-
ticle on disinformation and philosophy 
entitled Karl Popper and the Unfalsifi-
ability of Bullshit. One of the informa-
tion warfare tools employed by the Rus-
sian Federation is the concept of infos-
hum (information noise). Remaining in 
the grey zone between information and 
disinformation, infoshum is actively be-
ing pushed by pro-Kremlin media. What 
can help with understanding infoshum 
is a theory of bullshit, put forward by 
philosopher H. Frankfurt. The purpose 
of using bullshit in speech is to persuade 
the listener without paying any heed to 

concepts such as truth or lies. All that 
matters is persuasion and its impact. 
19/08 Stop Fake publishes information 
on the phenomenon of disinformation, 
which was discussed during the meeting 
of the G7 chiefs of diplomacy in London. 
Key theses: 1) Disinformation is more 
ordinary than one might think; one of 
the easiest yet effective techniques is to 
repeat your adversary’s words; Russian 
President W. Putin applied this principle 
in his response to US President J. Biden’s 
words about Putin being a murderer. 2) 
Disinformation is a much broader con-
cept than it is believed to be; it is a multi-
dimensional, intricate issue concerning, 
inter alia, culture, history, espionage, 
and economics. 3) Emotions fuel dis-
information. 4) People, and not critical 
infrastructure facilities or devices, are 
the primary targets of disinformation. 5) 
People are the main weapon in the fight 
against disinformation. One of the lead-
ing narrative threads of disinformation 
include the non-existence of good, the 
necessity of distrusting one another, and 
the non-existence of truth. Hence, in 
order to oppose hostile campaigns of in-
fluence, one must appeal to more noble 
qualities of human nature and convince 
the audience that they are capable of do-
ing good.
20/08 DisinfoDigest publishes selected 
lines of false narratives of the Belarusian 
and Russian disinformation operation 
aimed at influencing the perception of 
the actions of the Polish Border Guard 
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in relation to the Belarus-stimulated in-
flux of illegal immigrants to the Polish 
border: 1) the foreigners spontaneously 
protest against the actions of the Pol-
ish Border Guard; 2) the Polish Border 
Guard is violating international laws; 3) 
the foreigners are in Poland, not in so-
called no-man’s land; 4) the foreigners 
are “brought in” in Polish military ve-
hicles to the border with Belarus; 5) the 
Polish Border Guard is advancing a me-
dia campaign aimed at misleading the 
public; 6) the Border Guard has “driven” 
the foreigners from the Polish territory 
to the Belarusian side. 
20/08 First Draft publishes information 
that Facebook has deleted 20 million 
posts relating to COVID-19 disinforma-
tion. Facebook announced that in the 
last quarter it had removed 20 million 
posts that contained fake COVID-19 
content, and that warning labels had 
been added to more than 190 million 
coronavirus-related posts. The data was 
published as part of the platform’s Com-
munity Standards Enforcement Report 
for the second quarter of 2021.
23/08 The Polish Research Centre on 
Contemporary Security Environment 
Foundation publishes an analysis of Be-
larusian and Russian messages on the 
migrant crisis. In line with the messages 
distributed by the Belarusian and Rus-
sian media, Poland is responsible for 
the situation on the Polish-Belarusian 
border. The spokeswoman for the Min-
istry of Foreign Affairs of the Russian 

Federation claims that it was Poland 
that provoked the situation as a result of 
the “attack on Iraq”. There is an emer-
gent trend according to which the dis-
information and propaganda efforts of 
Minsk are closely coordinated with, or 
even carried out by, the Russian side. 
This is evidenced by the consistency of 
the Belarusian “logic” with the Russian 
narratives, and the activity of Russian 
authorities and the involvement of Rus-
sian propaganda centres (this applies to 
key media outlets, websites with lim-
ited reach, alternative websites, Telegram 
channels, etc.). 
26/08 EUvsDiSiNFO publishes an arti-
cle entitled Ukraine, Crimean Platform 
and the Witches’ Sabbath. The website 
describes international reactions to Rus-
sia’s illegal annexation of Crimea and to 
the prevention of further human rights 
violations. Key narratives: 1) The elites 
vs. the people. Disputing the legitimacy 
of elections and claiming that they are 
manipulated by the elites. 2) Threatened 
values. The narrative is adapted to a wide 
range of subjects like challenging the 
rights of women, ethnic and religious 
minorities, and LGBTQ communities, 
among other things. 3) Lost sovereignty, 
or threatened national identity. Russian 
and pro-Kremlin sources of disinfor-
mation tend to claim that certain coun-
tries, the EU, or NATO are controlled 
by someone else. 4) Imminent collapse. 
Failing to fail for centuries, Europe itself 
is a perfect debunk of the claim, but the 
disinformation message is constantly 
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adjusted to trends. 5) The “hahaganda” 
narrative. The “hahaganda” or just plain 
mockery, has been employed by pro-
Kremlin media to deal with the Skripal 
case, but also to ridicule Ukraine and its 
political leaders.
26/08 The Atlantic Council has pub-
lished a study on how the Taliban use 
the Internet. The paper describes the 
evolution of the Taliban’s information 
operations, focusing particularly on 
the group’s aggressive exploitation of 
the Internet. It covers three periods: the 
origins of the Taliban’s propaganda and 
early digital strategy (2002-2009); its 
adoption of contemporary social media 
websites and distribution techniques 
(2009-2017), and its rapid growth and 
diplomatic legitimisation (2017-2021), 
which vastly expanded its access to vir-
tual tools and services. For a generation, 
the Taliban overtly articulated the pur-
pose of its propaganda regime. With this 
information strategy, the Taliban man-
aged to seize power in Afghanistan. The 
beliefs and goals of the Taliban militants 
who conquered Kabul this August are 
not much different from those held by 
the members of the group who escaped 
from the city twenty years earlier. What 
has changed, however, is their readiness 
and eagerness to utilise modern technol-
ogy to advance their medieval ends. 
30/08 Euro News presents an analysis of 
the impact of anti-vax disinformation in 
Latvia. Latvia is one of the EU countries 
with the lowest vaccination rates. The 

country is caught between disinforma-
tion and mistrust of its government. Par-
ticularly in the eastern part, where many 
citizens obtained information from the 
Russian state media, the vaccination 
rate was below 25%. Disinformation is 
also spreading across social media. Lat-
via has long been the target of Russian 
propaganda. During the first wave of the 
pandemic, Sputnik published an article 
claiming that COVID-19 was devised in 
a Latvian laboratory to gain political ad-
vantage. Furthermore, Russian disinfor-
mation centres fuel fears about Western 
vaccines being ineffective or even dan-
gerous. 
30/08 The Polish Research Centre on 
Contemporary Security Environment 
Foundation publishes an article entitled 
The Crisis on the Polish-Belarusian 
Border vs. the Approaching Zapad 
2021 Military Exercises. The Russian 
and Belarusian actors continue to ad-
vance propaganda and disinformation 
activities, taking advantage of the refu-
gee crisis. The media reports paint the 
picture of Poland as responsible for the 
crisis and as an anti-democratic state 
violating human rights. According to the 
messages coming from the RF and Bela-
rus, the Polish government is deliberate-
ly seeking to escalate the crisis in order to 
“intimidate” the West with the threat of 
Russian aggression (seeking to increase 
the potential of the US army in Poland), 
and to unite its society in the face of an 
“imaginary threat”. The upcoming Za-
pad 2021 manoeuvres will offer Belarus 
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and Russia an opportunity to conduct 
provocations whose objective may be to 
create an image of the threat posed by 
Poland and NATO. 
30/08 Disinfo Digest publishes selected 
false narratives of the Belarusian-Russian 
disinformation aimed at influencing the 
perception of Poland in the context of 
the refugee crisis created by Lukashen-
ko’s regime: 1) Poland is “exporting” 
immigrants to the Belarusian border;  
2) Poland has started a border conflict 

with Belarus; 3) the immigrants are 
“caught” in Poland and “pushed outside 
to Belarus”; 4) the Polish Army and the 
Border Guard intimidate immigrants 
with weapons; 5) Poland has violated 
the state border of Belarus; 6) Poland is 
breaching international treaties; 7) the 
Polish Border Guard is depriving im-
migrants of water, food, and shelter from 
the cold; 8) terror is used against immi-
grants.
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In the next issue of the Bulletin of the Academic Centre 

for Strategic Communication you will find, among others 

expert analyses on the implementation of StratCom into 

NATO operations and the further part of considerations 

on the final shape of the social communication corps  

in the Polish Armed Forces.

 

We also discussed how to reconcile the freedom of speech on 

the Internet with the security of all of us. In this new issue 

you will read the article on the ways of conducting narratives 

by territorial defense forces, especially in the time of fighting  

a pandemic. We costantly encourage everyone close to the subject 

of communication to cooperate. We are waiting for your messages  

acks@akademia.mil.pl.




