
This report describes the social credit system 
currently developed in China and dispels the myths 

which surround it

•	 Contrary	 to	 what	 is	 often	 reported	 in	 the	 media,	 there	 is	
currently	no	single	national	 social	 credit	 system	 in	China	 that	
would	apply	equally	to	all	citizens	and/or	market	actors.

•	 However,	 works	 on	 smaller	 systems	 with	 specific	 functions	
continue.	We	can	distinguish:	 1)	 systems	 in	which	 individuals	
are	rated	by	private	entities;	2)	systems	in	which	individuals	are	
rated	by	party-state	bodies;	3)	systems	in	which	enterprises	are	
rated	by	party-state	entities.

•	 All	 of	 these	 increasingly	make	 use	 of	 advanced	 technologies	
(such	as	big	data	and	AI)	but	some	still	rely	on	traditional	data	
collection	methods.

•	 The	social	credit	systems	are	thus	a	form	of	innovation	aiming	to	
improve	social	governance	and	pursue	the	interests	of	the	CCP.	
Their	emergence	is	not	a	sign	of	a	change	in	the	CCP’s	approach	
to	social	control	 (which	was	rigid	before)	but	of	technological	
changes.

•	 	All	of	the	above	does	not	mean	that	we	should	underestimate	
these	systems’	potential	as	a	social	engineering	and	surveillance	
tool,	however.
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Summary 

· There is currently no single national social credit system in China that would apply 

equally to all citizens and/or market actors. Such an all-encompassing system exists 

neither in numerical nor in any other centralised form. Although it has been popular 

in the media to present the system as an “Orwellian reality”, these comparisons have 

been inadequate. Nevertheless, in the long-term perspective the reality might catch 

up with imagination.  

· According to the Chinese government, a centralised social credit system was to be 

created by the end of 2020. As we already know, this is highly unlikely. However, 

works on smaller systems with specific functions continue. We can currently 

distinguish: 1) systems in which individuals are rated by private entities; 2) systems 

in which individuals (including members of the party-state apparatus) are rated by 

the party-state bodies; 3) systems in which enterprises are rated by party-state 

entities. So far, the last type has been the most advanced in its development and 

also the most centralised.  

· However, the current lack of a nationwide, centralised system does not mean that 

we should underestimate its potential as a social engineering and surveillance tool. 

Social credit system should be analysed within a broader socio-political context, with 

special attention paid to one key issue: the authoritarian nature of the Chinese 

political system which conditions the system’s functions, its scope, and potentially 

uncontrolled use as a tool of social control.  

· Any assessment of the nature of the developing system rests on one’s perspective: 

internal or external. The former focuses on the interests of the Chinese Communist 

Party (CCP) and its political culture, while the latter assumes the perspective of 

democratic states, mostly Western. These two perspectives are to a great extent 

based on different normative objectives that determine, among others, the role of 

an individual in the society, their rights and obligations or scope of social activity 

regarded as constructive and desirable. The perspective of this paper (i.e. liberal 

democratic) also determines the author’s assessment of the social credit system 

developed in China.  
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· The establishment of the social credit system as a tool of social engineering is not  

a novelty in China. It should be rather seen as a continuation of the CCP’s previous 

attempts to model people’s behaviours, yet this time with the help of modern 

technologies. The emergence of the system is not a sign of change in the CCP’s 

approach to social control, but of global technological changes. New solutions can 

be applied to increase the ability of a given state to supervise its citizens as well as 

business entities and to model their behaviours in accordance with the interests of 

the authorities – both in democratic and authoritarian regimes. However, the ability 

of the latter type of political system – and China belongs to this category – to collect 

and process data about its citizens without any checks and balances is far greater 

and thus presents a bigger threat to individuals, in particular to those who act 

against the interests of the authorities. 

· Social Credit System and its pilot programmes seem to serve four functions, i.e. 1) 

economic (financial credit score and improved law enforcement among the market 

actors); 2) political (fighting corruption – also as a tool in factional politics – and 

increasing the party-state’s surveillance capabilities); 3) social (building social trust in 

line with the standards and values determined by the CCP, improved control, 

management and governance), and finally, 4) normative (promoting social roles 

according to the CCP’s interest, social engineering). 

· All three types of systems increasingly make use of advanced technologies (such as 

big data and AI), but some of them still rely on traditional data collection methods 

(in some cases even manual). They apply various reward and punishment methods, 

with unequal levels of enforcement, to influence citizens' choices and behaviours in 

specific areas (e.g. consumer choices, social behaviour, private choices). From the 

CCP’s perspective, these systems are intended to solve some pressing problems 

affecting Chinese society, such as low levels of public trust (both towards the state 

and other citizens) or lack of a unified system of financial credit score.  

· Participation in some of these systems is voluntary (e.g. Sesame Credit), while in 

some others it is compulsory (e.g. scoring for enterprises, some systems assessing 

individuals at the local level). 
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· Development of the Chinese social credit system has been rooted in a vision of social 

governance initiated during Hu Jintao’s rule (2002-2012) under the name of "small 

state, big society" ( , , xiao zhengfu, da shehui). According to this idea, 

the Chinese leadership sets specific goals and implements them using the party-

state apparatus at the local level, which then allows specific non-governmental 

institutions (e.g. entrepreneurs or charity organisations) to create innovative 

solutions at the grassroots level. The ultimate goal is to move the burden of social 

management away from the party-state apparatus and to identify the best practices 

that can be implemented at the national level. From this perspective, the social 

credit system is therefore a form of innovation aiming to improve social governance 

and pursue the interests of the CCP. 

· In the mainland Chinese political system, the position of the CCP is superior to law 

(i.e. “rule by law” instead of “rule of law”). Therefore, potential security implications 

related to social credit system are inherently connected to the dominant position of 

the party-state apparatus and its interests. The main goal of the system’s 

development is to consolidate political power of the Chinese Communist Party (e.g. 

through improving situational awareness and access to aggregated data). 

Simultaneously, Chinese decisions makers seem to assume that people will 

internalise certain behaviours promoted by the party-state in order for the society to 

self-regulate itself in line with Beijing’s interests (due to fear, conformity or pursuit 

of individual incentives).  

· The system seems to be simultaneously pragmatic and ideologically motivated. It 

might be defined as pragmatic because the central government is aware of its 

inability to manage the whole society without the participation of local and non-

governmental institutions. It could also be seen as ideologically driven because it is 

based on normative qualities about ideal citizens and entrepreneurs as defined by 

the CCP. 

· From the Chinese government's perspective, for the system to succeed, it needs to 

be accepted by the general public. So far, the level of social acceptance of this kind 

of solutions seems to be relatively high, particularly among the middle class in big 
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cities. Privileged groups seem to perceive the emerging system as a tool expanding 

their personal freedoms, mainly in the area of consumption.  

· It is also necessary to remember that as the system's scope enlarges, certain social 

groups will become marginalised. Problems such as digital exclusion, human error as 

well as faulty technology will most likely persist in the long run, resulting in the 

system’s uneven and obscure coverage across the population in China.  

· When it comes to the impact of the emerging system on foreigners residing in China, 

currently only the social credit system for enterprises can directly affect their 

situation. It is by far the most advanced and centralised one among all others. At the 

same time, it seems to be the least controversial when it comes to norms and values, 

as it is based on regulations setting the legal framework for the work of enterprises 

(including foreign ones) in China. Its main focus is not to assess the behaviour of 

individuals working in a given company, but its compliance with the law. It will be 

enforced using the so-called “joint punishment system”, which assumes that the 

cooperating party-state institutions will mutually recognise their blacklists and 

penalise individuals on these lists across sectors. Although currently the system does 

not present a serious threat to foreigners residing in China, its development should 

be monitored. With the ongoing centralisation and gradual implementation of 

advanced technologies on a wider scale, threats associated with the system may 

also evolve (e.g. its surveillance or preventive potential). 

· Foreigners can also be rated by systems developed by private entities (such as 

Sesame Credit), albeit to a lesser extent. Currently, because of the voluntary nature 

of these systems as well as their functions similar to loyalty programmes, they seem 

not to present a direct threat to non-Chinese residents. 

· In the long run, China’s attempts to export the system or its elements should be also 

considered as a potential security threat. Coupled with actual implementation of 

local equivalents of the Chinese social credit system, favourable perception of CCP-

designed technological and social management solutions in both democratic and 

non-democratic states might globally strengthen authoritarian tendencies.  

· Although democracies seem to be more resilient to this type of influence because of 

their internal systems of checks and balances and legal settings, it cannot be ruled 
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out that some elements of the Chinese systems will have an increasing impact on 

the situation in democratic states (e.g. with the growing importance of Chinese 

mobile payment systems abroad).  
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Introduction 

“Orwellian reality1”, “dystopian nightmare2”, “Black Mirror on steroids3” – this is just  

a handful of media descriptions of the social credit system developed in China (Chinese: 

, shehui xinyong tixi). This type of narration has also appeared in the Polish 

media which described the system as, among others, a “brutal reality”4, “Black Mirror in 

China”5 or “permanent surveillance”.6 Media tend to present a vision of a system that covers 

the whole Chinese population, with all citizens being continuously observed, scrutinised and 

penalised in real-time by artificial intelligence (AI) and algorithms. This type of 

sensationalist narration is aimed at rousing extreme emotions and presenting the reality in 

the People’s Republic of China (PRC) as fundamentally different from life in Western 

democracies.  

Reproducing stereotypical coverage about the emerging system shifts attention away from 

the system’s defining features and potential effects it may have on both Chinese society 

and foreigners living in the PRC. The main aim of this report is thus to juxtapose popular 

                                                           
1
 Joe McDonald, China's Orwellian 'social credit' system blocked 17.5M people from buying airline tickets last year, 

National Post, 22.02.2019, https://nationalpost.com/news/china-bars-millions-from-travel-for-social-credit-

offences [access: 19.09.2019].  
2
 Steven W. Mosher, China’s new ‘social credit system’ is a dystopian nightmare, New York Post, 18.05.2019,  

https://nypost.com/2019/05/18/chinas-new-social-credit-system-turns-orwells-1984-into-reality/  

[access: 19.09.2019].  
3
 It refers to a popular TV show “Black Mirror” that pictures a dystopian world, in which modern technologies 

have dominated all realms of human life. One of the episodes shows an alternative reality, in which every 

individual can be rated and assigned a score by an app. Such rating affects the person and their functioning in 

the society (a high score makes life easier, a low one makes it harder). Reproduced all over across different 

media, Western depictions of Chinese social credit system have been based largely on this rather unfair 

comparison to this episode of “Black Mirror”. See: Bernard Marr, Chinese Social Credit Score: Utopian Big Data 

Bliss Or Black Mirror On Steroids?, Forbes, 21.01.2019, 

https://www.forbes.com/sites/bernardmarr/2019/01/21/chinese-social-credit-score-utopian-big-data-bliss-or-

black-mirror-on-steroids/#6408cfd948b8 [access: 19.09.2019].  
4
 Arkadiusz Stando, Chiński System Oceny Obywateli to brutalna rzeczywistość. Ukarano już 23 miliony osób 

[Chinese citizens rating system is a brutal reality. 23 million people have already been punished], Wirtualna 

Polska, 5.03.2019, https://tech.wp.pl/chinski-system-oceny-obywateli-to-brutalna-rzeczywistosc-ukarano-juz-

23-miliony-osob-6355867146459265a [access: 19.09.2019].  
5
 Grzegorz Ułan, Black Mirror w Chinach – ponad 23 mln obywateli z zakazem podróżowania za niski „rating” 

[Black Mirror in China, over 23m citizens are banned from traveling because of a low rating], Antyweb, 4.03.2019, 

https://antyweb.pl/black-mirror-w-chinach-ponad-23-mln-obywateli-z-zakazem-podrozowania-za-niski-

rating/ [access: 19.09.2019].  
6
 Grzegorz Stech, Permanentna inwigilacja, czyli scoring po chińsku [Permanent surveillance, i.e. scoring 

according to the Chinese], Computer World, 14.01.2019, https://www.computerworld.pl/news/Permanentna-

inwigilacja-czyli-scoring-po-chinsku,411813.html  
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media narratives with the actual level of development of the system and the threats that 

come with it. At the same time, it should be emphasised that demystification of the 

sensational narratives about the emerging system does not imply underestimating its 

surveillance and social engineering potential. Simultaneously, outlining a wider context, in 

which the system has been designed, seems crucial as it takes into account one core issue: 

the authoritarian character of the Chinese party-state. It is the nature of this system that 

determines the political and economic functions of the social credit system, its scope and 

potentially uncontrolled use as a tool of social control. In a long-term perspective, 

international impact of the system will also continue to grow, especially given Beijing’s 

attempts to export some elements of it worldwide. Provided that a centralised system 

succeeds, increased situational awareness and improved access to aggregated data should 

improve the preventative capabilities of the Chinese authorities, thus consolidating the 

power of the CCP. From the perspective of growing tensions between the US and China as 

well as the EU and China, it seems that the development of such a system and possible 

export of some of its elements abroad will become an ever-increasing challenge for the 

democratic states.  

This report is divided into the following sections: 1) origins and political background of the 

Chinese social credit system; 2) legal basis and initial implementation attempts; 3) different 

types of systems, their functions and examples of pilot programmes; and finally, 4) future 

implications. 

Although the final goal of the Chinese authorities is to create a centralised system, current 

assessments are founded on the fragmentary nature of its pilot versions which often 

compete with each other and fail to form a coherent whole. They are created by various 

state-linked and private entities, with often diverging interests. What follows is a brief 

introduction of the origins of the emerging system.  

 

1. Origins and political background of the Chinese social credit system  
 

Despite economic opening up in the post-Mao era, China remains an authoritarian state 

with all power concentrated in the hands of the CCP. Staying in power and maintaining 

                                                                                                                                                                                     

[access: 19.09.2019].  
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legitimacy among the general public are the key priorities of the governing elites in Beijing. 

To a great extent, supporting economic growth has been the foundation of CCP’s legitimacy 

in the last four decades. Although the governing elites have been quite successful in this 

respect, over time the complexity of challenges faced by the CCP began to grow. On the 

one hand, sustaining economic growth depends on the authorities’ ability to modify the 

country’s development model (e.g. from export-oriented to higher value-added growth). 

On the other hand, because of the growing mobility of people (both to and from China) and 

deepened interactions with the outside world, the government in Beijing has to intensify its 

efforts aimed at controlling social and political behaviours, detecting potential sources of 

unrests and shaping attitudes among the general public. In this context, modern 

technologies started to be perceived as a source of innovation that could potentially help 

the government in Beijing to facilitate social management. Modelling behaviours includes  

a wide range of areas, such as consumer habits (increasing internal consumption in order to 

continue economic growth) or individual choices recognised as desired within the Chinese 

political culture and social system. The latter ones include, among others, an obligation to 

take care of the elderly parents, promoted as a moral virtue, partially releasing the 

government from the responsibility to build a proper social welfare system for its rapidly 

aging society. However, they can also include stigmatisation of behaviours that are believed 

to be “immoral” or “disturbing public order” – a euphemism for displaying any kind of social 

discontent in the public sphere. Influencing citizens’ behaviours in all aspects of life seems 

consistent with the goals set out by the CCP under Xi Jinping in a document known as “An 

Overview of Implementation of the Moral Construct of a Citizen in the New Era” issued in 

October 2019.7 The document presents a “model citizen” whose behaviour, both in China 

and abroad, is commanded by the interests of the authorities and their interpretation of 

social attitudes recognised as “moral” (such as self-discipline, belief in the righteousness of 

the CCP and in “defending the honour” of the PRC abroad). As such, social engineering is 

not a novelty in China, as the country has been developing different forms and practices of 

ideologically driven social management for decades now.  

                                                           
7
  (Published by the Central Committee of the 

Communist Party of China: “An Overview of Implementation of the Moral Construct of a Citizen in New Era”), 

State Council of the People's Republic of China, 27.10.2019, 

http://www.gov.cn/zhengce/2019-10/27/content_5445556.htm [access: 2.11.2019].  
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In the Mao era, China was a strongly centralised state and the flow of information between 

the central and the local government was limited and prone to manipulation. A complex 

bureaucratic apparatus obstructed efficient governance and the central government often 

did not know the actual situation on the ground at the provincial level. Social governance 

was based on a wide-scale implementation of pre-defined policies with little 

acknowledgment of regional specificity or potential side effects of top-down policies. The 

infamous one-child policy can be seen as a case in point as it resulted in a distorted gender 

ratio due to the cultural preference to have male offspring. The dominant role of ideology 

(e.g. Mao's political campaigns), coupled with limited access to reliable data about the state 

of economy and society, often resulted in huge crises (e.g. mass famine during the Great 

Leap Forward).  

Post-Mao economic and political reforms initiated by Deng Xiaoping forced changes in the 

ineffective social management system. The retreat from the Maoist ideology and its 

replacement with a new primacy of economic growth led the Chinese authorities to 

undertake economic, administrative and fiscal decentralisation. This process was 

implemented with an assumption that local decision-makers and non-governmental actors 

have a better understanding of the regional problems and are better equipped to solve 

them. Local governments started to be responsible for managing their markets and 

increasing budget revenues. Starting in the mid-1980s, local decision-makers were given  

a green light to implement their own solutions, also in the field of social management. In 

this context, decentralisation could be seen as an arrangement enabling the CCP’s goals to 

be implemented (i.e. maintaining social stability and securing the party’s continued rule), 

while easing they party’s management burden by expanding the competences of local 

governments (which started to be rewarded for their innovative solutions). Initially, 

innovations were developed mainly in the eastern regions, where the first Special Economic 

Zones were opened (e.g. Shenzhen, Dongguan, Xiamen) and the local authorities became 

“political entrepreneurs”, who grew rich with the help of the central government’s 

incentives, such as tax exemptions or promises of promotion in the party-state hierarchy. 

Under Hu Jintao’s leadership (2002-2012), decentralisation started to spread into new areas, 

not only those connected with the economy but also with social policy (for instance elderly 
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care), and local governments started to delegate various jobs to non-governmental 

organisations (for instance private companies or charities). Such distribution of tasks, aimed 

at easing the burden of the party-state apparatus, has been known as the policy of “small 

state, big society” (Chinese: , , xiao zhengfu, da shehui). Although by 

definition this new type of social management practice was supposed to increase the 

efficiency of the whole system, in reality it also had side effects, such as increased 

corruption or favouring results over rules. For a long time, central authorities were mostly 

interested in the local governments delivering their goals, whereas the issue of rule of law 

was secondary. Other side effects of the decentralisation process included strengthened 

factionalism and further development of informal ties between business and politics. The 

policy of “small government, big society” was also one of the engines behind the fast 

development of the non-governmental sector in China, mostly in the form of charity 

organisations and so-called government-organised non-governmental organisations 

(GONGOs). Their role in Chinese society differs from the role of NGOs in democratic 

countries. In the PRC, their development has been guided by the CCP as the party delegates 

its tasks to them and sees this process as the main function of GONGOs. Such organisations 

often function as business entities which count on conveniences offered by the authorities 

in exchange for their services. The same applies to private entities in some sectors such as 

health care or financial services. The authorities benefit from public-private partnership as 

they are unable to deliver these services alone. This fragmentation of social services 

providers in the PRC is crucial for understanding the non-monolithic nature of the emerging 

social credit system and its instrumental role in managing the market and the society under 

the CCP's rule.  

Since Xi Jinping came to power in 2013, China has witnessed growing re-centralisation. Xi’s 

anti-corruption campaign has showcased his awareness of factions’ political power and their 

potential ability to destabilise the domestic political landscape, especially at the local level. 

In this context, the number of local innovations implemented at the central level has been 

recently decreasing year by year. Nevertheless, it does not mean that local innovations are 

not being developed. Local authorities continue to experiment but central government’s 

willingness to implement them nationwide seems to be considerably reduced. 
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Paradoxically, however, innovative solutions are needed now more than ever as the Chinese 

economy and society develop and grow in complexity. The stability of the CCP’s rule largely 

depends on its ability to manage the situation. The emerging social credit system can be 

thus seen as an attempt to respond to this challenge. It combines certain elements of “small 

state, big society” (such as delegating work to local and non-governmental organisations) 

with a long-term vision of Xi Jinping’s centralised power (in the form of a future nation-wide 

system). Hence, the social credit system seems to be both pragmatic and ideologically 

motivated. It might be defined as pragmatic because the central government is aware of its 

inability to manage the whole society without the participation of local and non-

governmental actors. It could also be seen as ideologically driven because it is based on 

normative qualities about perfect citizens and entrepreneurs as defined by the CCP. 

It should be emphasised that the idea of rating individuals according to their social 

behaviour in not a novelty in China. Since Mao’s time, every Chinese citizen has been subject 

to the so-called dang’an ( ) system, in which every individual has his or her own files 

regarding one’s education, career, family, political activity, personal achievements or self-

criticism.
8 For many decades, this system was the only detailed data base on the citizens of 

the PRC. The information was used by authorities at different levels when taking decisions 

related to, among others, political promotions of party members or individual promotions in 

state-owned enterprises. The unclear assessment criteria led to social fear and enforced 

self-control, in a way helping the party-state apparatus to maintain stability and the 

ideological dominance of Maoism. After Deng Xiaoping came to power, the dang’an system 

evolved and started to focus on assessing individuals as market economy actors, once again 

in line with the strategic interests of the central government. To a certain extent, the 

emerging social credit system is a digital version of the previous assessment methods. 

However, the new system is certainly more complex (when it comes to its components and 

scoring elements). Moreover, it is increasingly dependent on ratings produced and 

disseminated with the help of new technologies and not public servants (though the latter 

                                                           
8
 Jie Yang, The Politics of the Dang'an: Spectralization, Spatialization, and Neoliberal Governmentality in China, 

Anthropological Quarterly, 84(2):507-533, March 2011, 

https://www.researchgate.net/publication/241891421_The_Politics_of_the_Dang'an_Spectralization_Spatiali

zation_and_Neoliberal_Governmentality_in_China [access: 16.09.2019]. 
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evaluations are still in place). From this perspective, the emergence of the new rating 

system is not a sign of change in the CCP’s approach to social control, but of global 

technological changes. 

 

 

 

 

2. Legal basis and initial implementation attempts 
 

The first official comments indicating Beijing’s plans to develop a social credit system date 

back to 2002, when during the 16th National Congress of the CCP Jiang Zemin announced 

the need to “establish a social credit system compatible with a modern market economy”.9 

Initially, the idea was presented in market terms only, i.e. as a response to the new 

challenges resulting from ongoing economic liberalisation and China’s gradual integration 

with global financial institutions. At the beginning of the 21st century, the majority of 

transactions on the Chinese market were cash-based and a very low percentage of the 

population had any documented credit history (in 2012, only 280 million Chinese citizens 

had a credit report10). In 2005, Hangzhou was the first city in the PRC to introduce a financial 

credit score system. Over time, the whole Zhejiang province extended the scope of the 

rating beyond areas directly tied to one’s financial performance, such as the “sincerity of 

civil servants”.11 In 2007, the State Council established an interministerial joint conference 

responsible for the creation of the social credit system, with a pilot programme introduced 

in 2010 in the city of Suining in Jiangsu as one of its first outcomes. However, it proved to be 

controversial because of the rating components related to individuals’ social behaviour. As 

part of the so-called “mass credit programme” (Chinese: , dazhong xinyong), each 

citizen received 1000 points to begin with and a specific number was deducted from this 

                                                           
9
 Full Text of Jiang Zemin’s Report at the 16

th
 Party Congress, 

http://www.china.org.cn/english/2002/Nov/49107.htm [access: 16.09.2019]. 
10

 Rogier Creemers, China’s Social Credit System: An Evolving Practice of Control, 9.05.2018, 

http://www.iberchina.org/files/2018/social_credit_china.pdf [access: 16.09.2019].  
11

 Rogier Creemers, China’s Social Credit… 
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pool whenever undesirable behaviour was detected.
12 The citizens and their scores were 

then divided into four categories (A to D), with As representing the highest-scoring 

individuals. Mixed behaviours, ranging from crossing the street on red to failure to meet 

family obligations, started to be rated. Depending on the category, one could for example 

have a facilitated access to jobs or low-interest loans (for those with a high score) or could 

face additional restrictions on the labour market and when looking for promotion within the 

CCP structures (for those who scored low).13 This experiment raised much controversy 

within China, and even the state-run Xinhua press agency compared its scores to the so-

called “good citizen cards” issued by Japan during its occupation of China during the Second 

World War.14 Although the Suining programme and its strict classification was dropped, 

some of its elements have been visible in the subsequent pilot programmes after 2014. That 

year proved to be crucial when it comes to the long-term development of the nationwide 

social credit system.  

In June 2014, the State Council published the “Planning Outline for the Construction of  

a Social Credit System (2014-2020)” – probably the most comprehensive document 

presenting the overall framework of the new system.15 It refers primarily to market-related 

aspects of evaluation and says little about assessing individuals’ social behaviour. The 

document lists a series of areas and industries where the need to increase government 

control appears the most pressing in terms of its ability to improve credit score (e.g. in 

production and construction industries, finances, taxation, public procurement, transport, 

e-commerce, law, intellectual property, environmental protection, health and social 

welfare, etc.). According to the document, the priority areas include transparency work and 

law enforcement among government bodies and market entities (in order to improve 

efficiency and build social trust). The outline also sets the timeframe for the first stage of 

the system to be completed, i.e. years 2014-2020. During this period, the following tasks 
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were to be achieved: 1) creating the system’s legal framework; 2) developing the system’s 

monitoring mechanisms; 3) supporting the credit services-based economy; 4) completing 

the system of rewards and punishments.16 Moreover, the document also assumes that 

infrastructure necessary to coordinate the flow and aggregation of data in the system (e.g. 

local and central databases, joint punishment system) will be created. The National 

Development and Reform Commission was appointed as the main body responsible for 

developing the system. Interestingly, “Planning Outline for the Construction of a Social 

Credit System (2014-2020)” fails to include references to big data and quantitative methods 

of data collection, which the Western media point towards as the main source of the 

system’s innovativeness and a potential techno-authoritarian threat. 17  The aforesaid 

document appears to be the most extensive official description of the emerging system.  

In the following years, central and local level government bodies published a series of other 

documents clarifying certain aspects of the social credit system, such as forms of 

cooperation between institutions within the system or ways of restoring good credit ratings. 

Since many of these documents keep on being published, their exact number and scope 

remains hard to quantify (some publications list at least dozens of them).18 At the time of 

writing (late 2019), it was clear that the planned completion of the centralised social credit 

system, covering all citizens and businesses alike, was highly unlikely to be finalised by the 

end of 2020. Among all the pilot versions and subsystems, only the one assessing corporate 

behaviour of enterprises (described in section 3.3) was announced as completed at the 

beginning of September 2019. The remaining types of systems (those assessing individuals 

by private entities and those rating individuals by party-state bodies, described in sections 

3.1 and 3.2) remain fragmented and decentralised. What follows is a presentation of the 

three types of systems and some examples of pilot programmes.  
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3. Different types of systems, their functions and examples of pilot 

programmes 
 

3.1. Systems created by private entities to assess individuals  

 

Despite several decades of economic opening up, the PRC did not manage to create  

a nationwide system assessing individuals’ financial creditworthiness. The existing 

mechanisms responsible for this task have relied on scattered data collected by traditional 

financial institutions, thus excluding a large portion of the population. Because of the 

growing demand for consumer loans and rapid technological changes (e.g. development of 

cashless economy and e-commerce), the People's Bank of China (the PRC’s central bank) 

decided in 2015 to allow eight private entities (including tech giants Alibaba and Tencent) to 

fill this gap in China’s financial system. Initially, the authorities planned to incorporate the 

best pilot programme into the centralised social credit system. However, in March 2018, it 

turned out that none would be upscaled. Currently one’s participation in this type of social 

credit system remains voluntary. 

The most popular and the most widely discussed example from the aforesaid type is 

Sesame Credit (Chinese: , zhima xinyong) – a system developed by the Alibaba 

Group and its subsidiary, Ant Financial. The company owns one of the most popular Chinese 

mobile payment systems – Zhifubao (Chinese: ), known in English as Alipay. Sesame 

Credit analyses information about Alipay users (personal data, credit history, capability to 

perform contractual obligations, social networks, consumer behaviours) and with the help 

of undisclosed algorithms, it rates individuals and their credit score.19 The result is 

presented in a numeric form with the score ranging from 350 to 950: the better the result, 

the higher the credit score. The elements that Sesame Credit considers while rating 

individuals resemble the components of the most popular American credit score system, i.e. 

FICO (Fair, Issac and Company).20 For quite some time now, Sesame Credit users with a high 
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score have been able to use various facilities and discounts with Alibaba Group's partners or 

its subsidiaries (e.g. simpler visa procedures to some countries, deposit-free check-in in 

some hotels or bike rentals). Although the system collects and analyses data about users’ 

consumer behaviours, it resembles a loyalty programme (because it primarily works to 

multiply Alibaba Groups’ financial revenues) rather than a direct tool of social control.  

To a significant degree, the systems developed by private entities in China can be compared 

to Western credit systems created under the so-called sharing economy. With the 

development of new online services (e.g. e-commerce), it was necessary to develop 

mechanisms aimed at increasing social trust between consumers and service providers. 

Online platforms, such as eBay, Uber, or Airbnb, have developed their own user rating 

systems based on subjective scores given by the users (both service providers and 

customers). High ratings can simplify purchases and enable easier access to certain services. 

In some cases, negative scores can also exclude users from certain platforms (for instance, 

poorly rated Uber drivers can be blocked by the app). Some observers believe that this kind 

of “digital social capital” (i.e. online relations and behaviours) and related ratings have 

resulted in creation of the so-called “reputation economy”.21 In other words, a subjective 

credit score has increasingly begun to be treated as a form of capital, while access and 

control of data in a given credit system has become a source of knowledge and financial 

profits. In this context, the nature of the political and legal systems, where such systems are 

developed, remains crucial. The scale and the extent of influence of such systems depend 

not only on their technological capabilities but also on their degree of transparency (public 

vs. confidential operating mechanisms) and their ultimate objectives (multiplying private 

profits or aggregating data in order to increase social control and government’s preventive 

capabilities). China’s legislation on personal data is far less developed than in the EU, thus 

increasing the risk of potential abuses.  

As far as the social credit systems developed by private entities are concerned, it seems that 

both in the Western world and in China their main goal is to multiply financial profits. 

However, what distinguished the Western systems from the Chinese ones is the fact that 

the former offer a two-way rating, i.e. both the service providers and the consumers are 
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evaluated. Chinese credit systems developed by private enterprises – at least the most 

popular ones such as Sesame Credit – rate individuals but do not allow feedback evaluation. 

For many users, this type of ratings symbolise status as they reflect consumer behaviours, 

which are linked with the notion of social class and individual self-perception of it. 

Consumers with high ratings can share their scores in social media and compare them with 

those of their friends and acquaintances. Currently, Sesame Credit is used by 520 million 

users.22 They constitute a large part of all Chinese Internet users – in 2018, 802 million 

people in the PRC were active online, which represents 57,7% of the country's population.23 

However, it is worth emphasising that the use of credit systems developed by private 

entities is voluntary. It is also possible to use several competing systems at the same time. 

As a result, they are often gamified as the elements of competition inherent to these 

systems provoke some users to check the effect of certain behaviours on their scores.  

The issue of data safety and possible data sharing by private Chinese entities with the CCP 

remains one of the main problems related to this type of social credit systems. In 2018, the 

People’s Bank of China decided that the pilot systems developed by private entities would 

not be included as elements of the national system. At the same time, the Chinese central 

bank announced the plan to develop the Baihang system, which is currently the only 

licensed credit score system in China. Nevertheless, private e-commerce giants became its 

shareholders. This step may have been caused by the central government's concern about 

the potential oligopoly of two players (Alibaba and Tencent) as together they enjoy access 

to the biggest amount of data about the behaviours of Chinese consumers.24 Unofficially, it 

has been rumoured that Alibaba and Tencent are reluctant to share information about their 

users with the central government.25 Nevertheless, it is well known that some entities 

connected with these companies cooperate with the authorities in different fields (e.g. 

tracking criminals), although precise information about the number and the frequency of 
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governmental requests for information about their users are not openly publicised.26 Since 

2015, Alibaba has also been officially cooperating with the Supreme People's Court, 

restricting the possibility of buying luxury goods on their e-commerce platforms for the 

users who were blacklisted by the courts.27 On the one hand, the new law on cybersecurity, 

introduced in 2017, has set forth a legal framework for improved personal data protection 

online. On the other hand, it has also enhanced the Chinese authorities’ capabilities to 

interfere in private entities’ operations in order to gain access to data.28 It seems clear that 

in the long term, the Chinese authorities want to facilitate the flow of information between 

private entities and the party-state. The authoritarian nature of the PRC’s political system 

enables one to suspect that the main goal of this type of communication would be to 

stabilise the dominant role of the CCP through legal means (“rule by law” instead of “rule of 

law”). The latest reports about private companies (such as Alibaba or Geely) supposedly 

receiving government officials to reside in their offices and function as “bridges to the 

private sector” seem to confirm these hypotheses29. 

 

3.2 Systems created by party-state apparatus to assess individuals  

 

This type of social credit system is the most controversial because of its strongly normative 

character. It has been often perceived as a potential tool for manipulation or misuse as it 

attempts to assess aspects of social life that are usually not subject to numeric evaluation 

(e.g. “quality” of human relations, non-profit activities). Some pilot programmes have tried 

to assess this kind of highly subjective domains of life. So far, their scope has been limited 

to small-scale experiments. No centralised system of the aforesaid type has been developed 
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so far. Currently, collecting such data and developing pilot programmes is the responsibility 

of local governments, mostly at the level of municipalities. This process is decentralised as 

different administrative bodies focus on specific areas according to their competences.30 In 

turn, different municipalities use their data differently. For instance, in the city of Suzhou, 

the system known under the English name of Osmanthus Points rates individuals in the 

numeric form on the scale of 0 to 200 points, whereas in the city of Suqian, the Xichu Points 

system starts the rating from 1000 points, and depending on the score, individuals are 

assigned to categories from AAA (the highest) to D (the lowest).31 Besides this type of 

mandatory systems developed by local administration, there are also examples of voluntary 

systems designed by private entities and ordered by local governments. For example, in 

Shanghai the local government has financed the designing of an application called Honest 

Shanghai.32 It rates both individuals and companies in different industries.33 The app is not 

mandatory and is based on incentives only. High-scoring individuals may be offered 

discounts or access to additional promotions offered by partners cooperating with the app’s 

developers. Thus, the system resembles a loyalty programme. According to the official 

declarations, the app is to improve the efficiency of public institutions, enhance the 

reliability of local business and increase individual consumption.  

It is worth noting that some of the developed systems are very “traditional” in form. Media 

report about, among others, a system designed in a small town of Jiakuang Majia, where 

one person is responsible for rating all citizens. In practice, it means that that individual is 

responsible for manually recording people’s “good” and “bad” behaviours and assign points 

to them, which are then added up to form rankings developed without any help of modern 

technologies.34 The aforementioned example and its media description claim that, for 

instance, a citizen, who spent eight hours repairing a basket on basketball court, received 
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two additional points while two citizens, who served in the army in Tibet, received 10 

additional points each.35 Simultaneously, a citizen who donated 3000 yuan to a charity 

received 30 points. The logic behind awarding these points seems rather unclear and 

arbitrary, especially in terms of attributing numeric values to individual behaviours (e.g. 

single donation was recognised as three times more important than military service). Points 

have been also allegedly deducted for negative behaviours such as dropping litter or 

neglecting elderly family members. As far as Jiakuang Majia is concerned, its pilot 

programme of the social credit system also seems related to the local social welfare system. 

For instance, individuals with higher scores can count on financial rewards or honorary 

places as model citizens on the village’s information board. This type of system appears to 

be extremely susceptible to manipulations (e.g. connected with corruption) or simply 

human error. Nevertheless, from the perspective of the central government, such pilot 

programmes are necessary to be tested prior to introducing a nation-wide system. A large 

part of the population in China continues to be digitally excluded and the possibility of 

collecting data about their behaviour using modern technologies remains limited.  

It should be also stressed that the regional variability in terms of surveillance capabilities 

and precise characteristics of such systems are connected with the importance of certain 

regions for the central government. Pilot programmes aiming at comprehensively 

evaluating citizens and increasing social trust with the help of incentives have started to be 

implemented first in the rich, eastern provinces, especially in the most developed cities with 

the biggest potential for creating innovations. At the same time, regions recognised by the 

central authorities as politically unstable, like Tibet and Xinjiang, have focused on creating 

systems with the strongest surveillance capability. In the latter case, social control and 

prevention methods are much more advanced and invasive as they include, for example, 

collecting DNA samples or confiscating passports.  
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To understand this type of social credit systems and its fairly high level of acceptance across 

Chinese society, it is necessary to firstly consider the role of the so-called “moral education” 

in Chinese social and political life. 

 

3.2.1 Moral education 

 

The connection between morality and authority has been deeply rooted in the Chinese 

political tradition and propaganda. Campaigns promoting specific moral values and 

qualities keep recurring as a leitmotif throughout the history of contemporary China. The 

so-called Mandate of Heaven, i.e. the teaching legitimising Chinese emperors’ rule, was 

based on the assumption that moral superiority was the source of power and if the ruler 

stopped acting just, he would be overthrown.36 The Mandate of Heaven granted moral 

authority to those in power, thus permitting them to promote certain social behaviours 

consistent with the ruler’s hierarchy of values. Promotion of moral principles connected 

with, among others, the Confucian philosophy, for centuries shaped Chinese understanding 

of how societies function. Education constituted a key element in this process, which was 

led by representatives of the empire. After 1949, some elements of this tradition were taken 

over by the party-state apparatus. In the Mao era, campaigns promoting “model citizens” 

instrumentally nurtured idealised characters (e.g. Lei Feng, the ideal revolutionary) in  

a social management system where every citizen had a specific role ascribed to them (e.g. 

workplace and position in the danwei system or permanent residence certificates in the 

hukou system). In recent decades, moral education took the form of campaigns to build  

a “spiritual civilisation” (Chinese: , jingshen wenming) representing the political 

culture, ethics and core interests of the CCP.37  

The emerging social credit system contains strong educational and moral elements – one of 

its official goals is to create a “culture of honesty” and support “traditional virtues” (albeit 

without defining what these “virtues” exactly are, other than broadly understood 

                                                           
36

 Dingxin Zhao, The mandate of heaven and performance legitimation in historical and contemporary China, 

American Behavioral Scientist 53.3 (2009): 416-433.  
37

 Nicholas Dynon, “Four Civilizations" and the Evolution of Post-Mao Chinese Socialist Ideology, The China 

Journal, issue 60 (Jul., 2008), pp. 83-109. 



China's social credit system and its development… | 25 

credibility).38 This rhetoric resonates with the Chinese tradition of moral education and the 

social credit system seems to be its new tool. If one envisions society as communicating 

vessels, where individuals have assigned and interconnected roles, the social credit system 

becomes an instrument to shape desirable social attitudes on each level of authority and 

within each social group. Currently, reaching this goal depends increasingly on new 

technologies and their ability to advance the system on a scale unprecedented in history. 

Although this approach seems to be purely instrumental, it also tries to address some real 

and pressing problems of Chinese society, such as extremely low levels of social trust (both 

between individuals and institutions). Rapid economic reforms were not always carried out 

in accordance with the rules and procedures protecting individual consumer and labour 

rights. Over time, numerous scandals related to food safety, public health or Ponzi schemes 

have become the source of public dissatisfaction and low levels of social trust. Through the 

usage of a positivist and “objective” language of technology, a vision of an allegedly 

transparent and just system that extends individual freedom. This is especially visible in the 

context of debates on facilitating access to financial credit to previously marginalised 

groups, like internal migrants, farmers and students. Results of surveys conducted by 

researchers from Germany suggest that up to 80% of Chinese Internet users have a positive 

perception of the emerging system. Among them, those older, better educated and more 

well-off declared the highest levels of acceptance for the system.39 The lowest levels of 

acceptance were recorded among respondents from poor, rural areas. This can be due to 

the fact that the members of middle and upper classes, who have unlimited access to new 

technologies and use them in everyday life, also believe to understand the system better 

and assume they will be able to use it to their benefit.  

 

3.2.2 Blacklists and redlists  

 

Blacklists and redlists are yet another example of systemic solutions used by the party-state 

apparatus to assess individuals. Currently, they are being centralised and, in some fields, 

they have already been implemented nationwide. Blacklists include citizens who have 
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committed specific offenses for which they have been penalised, while redlists involve those 

who have demonstrated model behaviours. As such, they have been created for years. Most 

recently, thanks to new technologies, they have considerably extended their coverage as 

well as strengthened their ability to stigmatise individuals (e.g. online). However, contrary 

to what many media report on the process, these lists are not created by means of ratings in 

mobile applications or social media.  

Initially, blacklists were solely based on cases where individuals broke the law or ignored 

court rulings. Centralisation of punishment mechanisms began in 2013, with the ruling of 

the Supreme People’s Court regarding public blacklists of persons who defied legally 

binding judgments.40 Currently, individuals who have been blacklisted can be found on 

designated websites, depending on the type of offense.41 After 2014, the thematic scope of 

blacklists started to broaden – new ministries, institutions and local governments began to 

create their own lists and punishment methods. It seems that many of those lists have  

a very narrow scope and play well-defined roles, like tracking down jaywalkers. For instance, 

in 2017, Shenzhen authorities hired Intellifusion, a start-up company, to develop a system of 

cameras with face recognition technology to monitor and stigmatise pedestrians who were 

breaking traffic regulations.42 This shows, yet again, that the particular elements of the 

emerging social credit system are developed also by private entities offering their 

knowledge and skills to government bodies unable to independently provide innovative 

solutions.  

One of the most widely publicised examples of Chinese blacklists is the mechanism 

restricting the use of high-speed rails and airplanes.43 Media have frequently reported that, 
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for example, in 2018 the Chinese authorities banned 23 million citizens from purchasing 

travel tickets due to their low rating in the social credit system.44 This information has been 

distorted: in reality, the ban was not dependent on their score in the system (which, as such, 

does not exist), but on court orders related to offences and crimes committed by those 

people. 45  Behaviours subject to punishment in this form include usage of falsified 

documents, carrying of dangerous goods, intentional obstruction of access to check-in 

facilities, disturbing the work of rail or airline staff, initiating fights, smoking tobacco and 

theft on public transport.46 Since travelling by high-speed rail and by air is considered as 

consumption of luxury goods in China, placing these individuals on such lists is a form of 

punishment restricting individual freedom to consume. The same individuals can buy tickets 

for regular trains. In most cases, after their legal situation is rectified, their data can be 

removed from blacklists.  

The so-called “joint reward and punishment system” (Chinese: , lianhe 

jiangcheng), which is now being introduced in the PRC, constitutes an important element of 

the nationwide penalisation framework. In practice, it implies that committing an offence in 

one field may involve punishments in other fields. The system is based on intra-

governmental agreements which assume that the blacklists developed by particular 

institutions or ministries will be mutually respected by all others.47 This element seems to be 

the most Orwellian in its nature as there are examples of pilot programmes involving 

blacklisting of strongly stigmatising nature. For instance, in the city of Zhengzhou, when 

calling a blacklisted individual, a voice message is played informing that the given person is 

a law offender.48 Such solutions are examples of the “innovations” in social management, as 
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understood by the CCP. However, their development does not automatically mean they will 

be implemented nationwide.  

Currently, corporate blacklists, and not individual ones, are developing most rapidly. They 

may be categorised as the third type of social credit systems, i.e. systems assessing the 

social credit of enterprises.  

 

3.3 Corporate social credit system  

 

3.3.1 Creating stable business environment while maintaining CCP’s dominant position  

 
In September 2019, the National Development and Reform Commission of the PRC 

announced that the first round of a corporate social credit assessment, which covered 

approximately 33 million market entities, was completed.49 Thereby, this type of social 

credit system has become the most advanced and the most centralised of its kind in the 

PRC. It consists of three elements: the main database, sectoral blacklists and redlists as well 

as the joint rewards and punishment system.50 Its test version has been known as the 

National “Internet + Monitoring” System (Chinese:  ” + ” , guojia 

hulianwang + jianguan xitong).51 Its main elements include a meta-database, also known as 

the National Credit Information Sharing Platform (Chinese: , 

quanguo xinyong xinxi gongxiang pingtai), which is responsible for collecting credit 

information from different institutions and market entities at national and local levels. Data 

is gathered from both domestic and foreign enterprises.52 Officially, collecting biometric 

and health-related information as well as data pertaining to religion is forbidden in the 
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process of enterprise assessment.53 Firms are supposedly assessed according to different 

thematic categories, such as tax and customs compliance , quality of products and services, 

environmentally friendly development or protection of intellectual property rights, just to 

name a few.  

Depending on the nature of their work, enterprises (including foreign ones) are subject to 

several dozen to hundreds of categories of assessment. In the process, government bodies 

collect data about enterprises’ operations in three ways: 1) direct transfer of data from 

enterprises (e.g. during standard bureaucratic procedures); 2) governmental inspections; 3) 

collecting data using new technologies (real-time monitoring, information from other 

private entities).54 Following that, entities are divided four categories, depending on their 

score: 1) excellent (Chinese: , you); 2) good (Chinese: , liang); 3) medium (Chinese: , 

zhong) and 4) poor (Chinese , cha).55 Each category includes a set of related rewards 

and/or punishments. Currently, the latter are emphasised and include, for instance, 

requirements to undertake additional training, inspections, audits, refusal to grant official 

permissions (e.g. for land lease), restricting access to preferential treatment and sectoral 

blacklisting. In extreme cases, sanctions may be applied not only to enterprises but also to 

persons occupying high positions within their internal structures (e.g. legal 

representatives).56 

According to the official declarations, the system is designed to improve practical 

functioning of enterprises and law enforcement, thus boosting business environment. 

However, only practice will show whether it will significantly affect private enterprises and 

their performance. This will depend on a range of factors, like the level of coordination 

between particular institutions which collect data and implement rewards and 

punishments. Many foreign enterprises in China still have not realised that such a system 

has been developed and that private market entities have begun to be assessed on a mass 

scale and based on non-uniform criteria. Considering the complexity of actions and 

behaviours that are supposedly assessed, and the different methods of data compilation, 
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the so-called human error must also be taken into consideration too. Different institutions 

involved in the assessment process may for many reasons make incorrect judgments, which 

may have far-reaching consequences for enterprises and individuals. This can result in  

a snowball effect – possibly incorrect low rating in one area may automatically translate into 

negative scores in other related areas.  

 

3.3.2 Impact of corporate social credit system on foreign enterprises in China 

 

Foreign enterprises operating in China are subject to restrictions often unseen in other 

countries and have to adjust their actions to the local regulations, be it legal norms (e.g. 

obligatory technology transfer) or others resulting from the CCP’s ideology and the 

country’s political system. Following these rules does not merely translate into increased 

profits or smooth functioning. Instead, it is the “to be, or not to be” of foreign enterprises on 

the Chinese market. In many cases, obeying restrictive rules is the prerequisite for entering 

the PRC. In the Chinese system, “disobedient” foreign enterprises can be quickly punished, 

both formally, with administrative sanctions, and informally, e.g. through boycotts inspired 

by the state media. The latter has proved quite effective, especially given the growing 

nationalist sentiment in China. The list of foreign companies which have altered their 

principles and PR strategies in order to stay on the Chinese market is long and includes 

giants such as Apple, Mercedes-Benz, Marriott, Versace, Coach, Asics, Givenchy, Cathay 

Pacific and Delta Airlines.57 In this context, the introduction of the corporate social credit 

system does not seem to be a drastic change. It should be rather seen as expansion of the 

already existing, highly regulated system. Some believe that the gradual departure from 

“hard” restrictions (like, for instance, limiting foreign enterprises’ access to the market) 

towards more subtle forms of market control (like the emerging system) is a sign of Chinese 

authorities’ confidence in their ability to monitor corporate behaviours in the fast-changing 
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environment.58 However, this will be verified in practice once the system becomes fully 

operational.  

Foreign enterprises must understand the functioning of the new assessment mechanisms. 

As the whole system keeps on being updated and modified, there is a constant need for 

monitoring its development and keeping timely communication with the representatives of 

public administration to establish clear assessment criteria for a given sector. As the authors 

of a report by the European Union Chamber of Commerce in China point out, foreign 

enterprises must understand how the system works in order to adjust their operations so 

that they are compliant with the regulations.59 The enterprises which have already entered 

the Chinese market and agreed to adjust to the local legal system will rather be unlikely to 

leave the market solely due to the introduction of the corporate social credit system. In an 

environment where the CCP has the monopoly over all areas of governance, it can, should 

the authorities deem this necessary, impose a ban on a given foreign enterprise. From this 

perspective, the corporate social credit system is not a game changer, but rather a tool 

which further strengthens the party-state’s ability to manage the domestic market.60 

Chinese economy remains highly regulated and new technologies enable testing of new 

forms of control. While certain enterprises may be easily punished for behaviours 

incompatible with Beijing’s interests, foreign companies offering products or services 

necessary from the central government’s perspective may also be favoured in the Chinese 

system. The key element is Beijing’s perception of a given enterprise through the lens of the 

CCP’s strategic goals. At the same time, it must be remembered that in the future the 

corporate social credit system might probably be used “surgically” as a tool limiting some 

enterprises’ operations (or even forcing them out from China) while improving the 

functioning of others.61 Nevertheless, currently these are only speculations based on 

observations of the Chinese political and economic system.  

 

4. Future implications  
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Final completion of the nationwide social credit system, assessing both individuals and 

enterprises, will certainly be delayed. Although the current stage of its development in 

China should not be compared to an “Orwellian reality” yet, the ongoing implementation of 

new technologies and progressing coordination of works suggest that in in the future it can 

pose greater threats to both foreigners residing in China and foreign enterprises on the 

Chinese market. Moreover, it can be expected that some elements of the emerging system 

will be exported as the list of countries interested in such cooperation may become longer 

along with the corrosion of liberal norms and values in the West. There are also growing 

concerns that in the long-term perspective, the social credit system may potentially be 

extended to include people of Chinese origin living abroad and in areas of unclear 

international status, such as Taiwan.62 

On the one hand, the emerging social credit system reflects global trends towards using 

new technologies in social management, yet on the other hand, it has a lot of unique 

features that reflect Chinese socio-economic and political conditions. Bearing in mind the 

continued centralisation of power in the PRC under Xi Jinping and the overall direction of 

Beijing’s policies, it is clear that the emerging system also aims to consolidate the power of 

the CCP as such. This is to be achieved through: 1) increasing situational awareness and 

enhancing control over the direction of the country’s development; 2) increasing access to 

aggregated information, in the future also in real-time; 3) increasing preventive capabilities 

(e.g. quicker detection of potential sources of political and economic crises). Last but not 

least, the social credit system also aims to impose self-regulation of the society through 

naturalisation of certain behaviours promoted by the authorities. This process can be 

fuelled by various motivations, such as fearing punishment, seeking convenience or 

pursuing potential rewards. All the elements mentioned above are crucial from the 

perspective of the CCP’s key interest – maintaining power in the PRC.  
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The emerging social credit system also fits into China’s long-term strategy of technological 

development. Beijing has the ambition to achieve the status of a global technological power 

in the coming decades. Many Chinese enterprises are already at the forefront of the 

development in 5G, artificial intelligence or quantum computing. All these areas have been 

included in the so-called Made in China 2025 – Beijing’s national strategic plan to further 

develop its manufacturing sector. One-third of the world’s “unicorns”, i.e. private start-up 

companies with a market value over one billion dollars, are located in China.63 The CCP 

supports the development of domestic IT firms as the Chinese authorities look for new 

sources of growth. From this perspective, the social credit system seems to reflect China’s 

global ambitions in terms of setting new governance standards as well as the ambitions of 

Chinese private enterprises, which also often represent the interests of the party-state.  

Despite China’s growing aspirations, it is important to remember that even though the CCP 

is often portrayed as an omnipotent monolith, in reality its ability to monitor the 

increasingly complex socio-economic environment in real-time has its limits. Development 

of a centralised social credit system requires innovation in many fields and on many levels. It 

is not just about purely technological capabilities, but also about the ability to conceptualise 

assessment parameters for behaviours which are seldom quantitatively rated. How to 

measure individual responsibility levels? What are the criteria for being a “good citizen”? In 

the Chinese political system, there is no place for a truly open debate on these topics. 

Simultaneously, the algorithms that are being developed to assess individuals and their 

behaviours are not publicised. Therefore, it is hard to answer the questions whether and 

how such categories can be assessed and presented numerically, or to what extent the 

system can be used repressively. Today, we have not reached the “Orwellian nightmare” 

yet, even though the surveillance potential of the emerging social credit system has been 

undoubtedly growing along with rapid technological changes. Nevertheless, this threat 

might materialise in one form or another in the near future.  
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When it comes the impact of the system on foreigners residing in China, currently only the 

corporate social credit system may directly affect their situation as it is the most advanced 

and the most centralised. To a lesser extent, foreigners can also be assessed by systems 

developed by private entities (e.g. Sesame Credit). However, because of the restrictions 

limiting foreigners’ access to the Chinese banking system and electronic payments (e.g. 

Alipay), the number of non-Chinese individuals with this type of scoring remains limited. 

Although in November 2019 Alibaba and Tencent announced that foreigners would be able 

to use their services more freely, they will be offered to them based on different principles 

than those applied to Chinese citizens.64 Moreover, as participation in these systems is 

voluntary and their functions resemble loyalty programmes instead of tools of direct social 

control, they currently seem not to constitute a serious threat to the safety of foreigners 

residing in the PRC. 
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